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UWhuwwnwuph  wpnhwlwunipymup: dwdwuwlwlyhg nbnbGlwunwywu
wbtuuninghwubiph L hbnwhwnnpnwygniejwu hwdwlwpgbiph  qupgugnup,
dwutwynpuwby'  wdwywipu  wbluuninghwubph wjuwdwuunwp  ubpgpwynidp
dwpnwiht  Ybuuwgnpdnwubinygjwu  pninp - puwgqwywnubpnd, unp  wwhwuoubp &
wnwownpnid inbnEyuwwnjulywu wuynwugnigiut wwwhnydwup, wnwug nph huwpwynp
sk wyn ptwquywnubiph hbwnwqw qupgqugnuip:

Udwwjhtu wbluunnghwubph pnint qupgugnn ninpunutiphg £ hpbiph hunbiputinp:
Udwwjhu huwnbiputinn hpbiph dhol thnfjuwnwpéd Yuwp huwpwynpnyggniu £ wwihu
Ywnwywpb] L wywnndwwnwgub] pupwgnn  gnpdwnnypubipp: huwnbiputitn  hpbipp
untindwd Gu npnawyh gnpdwnnyp hpwlwuwgubint hwdwp U, npwbu Ywunu, nbu
hwdbdwwnwpwp guwdp hwaynnulw hgnpnigyniu: Ujnw Ynndhg' hpbiph wpunwnpnipjwdp
gpwnynn puybpnigyniubpp, uwnbndtiny wwpg Yhpwnnipjwu W phs  nbunippuubp
ogwnwgnndnn huwnbipubin uwppbp, hpbug wnol nbnGluwwnydwywu wudwnwugniejwu
wwwhnydwu fuunhpubp sku nund: Stnblwunjwlwu wuunwugnipjut inbuwuyyniuhg
ybpnhhgjwy fuunhpu niubignn hunbpubun ppbipp nwuwlwpgynid Bu Bpynt nwup’ uwppbp,
npnup nwwwly BU hpwywuwgub] qununtwgpwihtu gnpdwnnyputip, W uwppbp, npnugnul
wuhtwp & Yuwwnwpbp gununuwgpughtu npbt gnpdwnnyp’ uwhdwuwhwy hwoynnuywu
nbunipuubtiph wwwndwnny: Ybpnhhgjwi gwdp wpnwnpnnuywunigjwu uwppbpp Ywpbh £
wujwub] bwl wwnpg hunbipubwn hpbp:

SGunuuwgpwiht  hwdwlwpgbph  vwhdwuwthwynwubpp  wwpwwnbuwly  hpbph
huntipubwn  dhowdwypnud - wwhwugnwd  Gu  punbiputitn  hpbiph hwdwdwjubignud
qunuuwgpwiht hwdwlywnpgh hbn' bwiupwt wdwwihu gwught dhwuwp: dhpnhhojw
hwuqwdwupt wufunwwihbhnpbu pwgwuwlwu wagnbignigniu £ pnnund wdww)hu
dhowywnph wpryniuwybinnygjwu Ypw, dhitnyu dwdwuwl hunbpubn hptiph gbipwlyhn
quuqywsh hwdwp pwuwihubiph pwotudwt hwjnuh hwdwlwpgbpp Yhpwnbih sku, pwup
np npwup twiuwwnbujwsd Gu dhwnbuwly uwppbph hwdwp, dhusnbin hpbph hunbpubun
dhowywynp ubipwnnd £ nmwpwnbuwl uwnppbin:

huswbu ugybi £, gnynieyniu niubiu hunbiputivn hpbiph wjuwhup wnbuwyubip, npnup eny)
st wwihu  Yppwnbp qunuuwgpwiht  gnpdwnnypubp'  npnawyh  wbfuuhywlwu
wwhwugubiph Ywd hwdwwywwwuluwu dpwgpwiht wwywhnydwu wuhwdwwnbntjhnyejuu
wwwbwnny: Uu pwpnnigniup  2powtgbint dninbignudubiphg dbyp Ywpnn £ |huby
huwntipubwn hpbipnd wnbuuhyulwu thnthnfunygyniuubph hpwywuwgnip, npp uwwju
wufunwwihthnptu Ypbiph hptiph hupuwnpdtiph pwnp&pwgdwup: Nwwnp
wuhpwdtipninigniu £ wnwowunwt wnydjwy fuunph hwdwp gunubp wjiuwhup nwdnwd, npp sh
wwpuwnph uwppbiph wbfuuhlwywu Ywd Spwgpwiht thnihnfunieyniuubn:

huwnbiputitn hpbphtu hwwnnyy £ uwl npwiug $hghlulwu wgnbgnieiniup wpwnwpht
dhgwdwyph Ypw, nph wwwbwnny  Ywpunpdnd £ hptiph Ynndhg - hpwlwtwgynn
gnpdwnnypubiph wdpnnowlwuntgjwu wwwhnynwip: Snpdwnnypubtiph
wdpnnowwunpjwt wwwhnydwtu wpgbip £ hwunhuwund uwb hunbipubivn hpbiph
fungbifhnipyniup  gwugwihu gpnhubph, Jwutwynpwwbu' ubpfundnwubph W DDoS
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gnnhubiph Uwuwndwdp: bpbiph hunbipubn dhowdwpnd Jbipnhhjw) uwwnuwhpubiph
sbgnpugnuip  htnwlwnwywpdwu huwpwynpnyeiniu niubignn uwppbiph pwuwyh wéhu
gnigpupwg nwnunw £ wybh nt wybh Yupbnp: Uu wuywpbgnd dhug wydd gnpnyeyniu
niutignn |nwdnuwiubpp hhduwlwunw dpwapwjhu Gu, hpwlwuwgyws Gu, npwbu Ywunu,
Ytuwnpnuwgywd ubipbpwihu dhowduwjnph hwdwp b wywhwuonuw Gu qquih hwoynnujwu
nbuntputtip:

UWhwwnwuph twywwwlyu E dowybp wdwwihtu  wnbjuuninghwubpny  wuywnwug
wotuwwnbine (pugnighs dhongubip' myjwjubiph wuyunwtg thnfuwlwldw, gnpdwnnypubiph
wdpnnowwunigjwt wwwhnydwu U gwugwjhtu gnnhubiphg wwwnwwuybine hwdwn: Wn
uywwwyhu hwuubiine hwdwp npygtp b nedtp Gu hbnlyw) fuunhputipp’

Uowlb) qununtwgpwiht pwuwhutiph Yunwdwpdwt dbenn, npt wwywhnynud £
dhgwwypht - dhwgynn  uwpptiph  huptwlwpquyynpnudp - b npwug  dhol
wndjuiubiph wuywnwug hnfuwuwyndp:

Uowyb) wujunwug hwnnpnuygdwtu dbenn wdwwihu dhowdwipnd  wwpq
uwpptiph hwdwp, npnup  uwhdwuwthwy  nbunipuibph Wwwnbwnny
gqununuwagpwiht pupwgwlwngbip s6U wwwhnynud:

Uowlb) wdwwihu pwofujwsd gwugbipnud gnpdwnnypubiph wdpnnowywuniyeiniuu
wwwhnynn dtipnn, npp twl Yhpwlwuwguh wdwwihtu dhowdwiph ypw hwinndy
gpnhubiph pwgwhwjnnup bW npwug Ywufuwpgbnwp:

Shunwlwt unpnyp:

Uowlyyti £ wwpwwbuwy hpbph  punbpubicn  dhowdwypnd  pwuwihubiph
Ywnwywpdwt dbpnn, npu, h wwppbpnigintu gnjnuejniu niutignn (ndnwdubph,
wnuubph  wuduwug  gnfuwtwldwtu  hwdwp  uwppbph Uwjutwywu
Ywpgwpbipnw sh Gupwnpnid:

Uswlyb) £ qunuiuwhwdwlwpg' wdwuwjht dhowdwipnd wwpg hunbpubun
hpbpp hbn wuyunwug hwnnpnuygdwu wwwhnydwt twwwwyny, npp, h
wmwppbipngntt ninpuinud. wnlw jndnudutiph,  wwywhnynud £ wuhpwdtion
wuyunwugniginit b uwppbiph nbfuuthlwlwu punyewagnbph thnthnfunyeinu sh
wwhwugnui:

Uowiyt| £ pwotujwsé gwugbipnud gnpdwnnypubph wdpnnowlwunyejwu nt
wuywnwugnipjut  wwwhnydwu dbpnn, npp Yeunpnuwgyws  ubipdbiph
oginwgnpdnd  sh wwhwuond U wwwhnynd £ punbpubin  hpbiph
wbntywunjwlwu  wudunwugnyeniup dhowdwphu punpn  gpnhubiph
uywwndwdp:

Uoluwwnwuph gnpéuwljuw tywuwlynipiniup:

Uowlyti £ IKS Spwgpuwihtu hwdwYwngp, npp hhdujwsd £ pwuwhutiph pwafudwu
dtipnnh Ypw W huwpwynpnipiniu £ pudtinnid wwwhnyb) indyuijutiph wuunwug
hnfuwuwynid tnwpwwnbuwy hunbipubn hpbph dhol:
Uowyyt| £ SIT dpwgpwihu hwdwlwpgp, nph ubpnpndp hwdwwwunwufuwu
uwnpnud wwwhnynd £ wnduiutiph wudunwug thnjuwtwynd wju hunbipubin
hpGpp hwdwp, npnup qununuwagpwihtu pupwgwywngbp stu wwwhnynid:
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o Uowlyk E hptpp huwnbipubin dhowywjpnid gnpdwnnypubinh
wdpnnowwuniniut wwwhnynn  Spwgpwiht gnpdhpwdhong,  npu
ogunwgnndtiiny dowlywsd wpdwuwgnpnipniup, wwwhnynw £ hunbpubwn hpbiph
wuyunwugnipiniup dhowdwphu hwwnny gpnhubiph uywwndwdp:

Nuwnwwunipywi kb ubplwjugynmd hGnlyw) npnypubkpp.

¢ Gununuwgpwiht pwuwihubph Yunwjwpdwu dbpnn, nptu wouwwnnd £ wnwg
twjutwlywu Ywpqupbpdwtu wuhpwdbnngjwu b wwwhnynwd £ hpunbpubun
hptiph dhol inyjwutiph wugwnwug thnfuwtwynidp:

e  Udwwihu dhowdwypnud huwbpubn hptiph htn wujwnwug hwnnpnuygdwu
dpnn, npp Yhpwnbih £ qununtwgpwihts pupwgwlwpgbphg gniply huntipttin
hpbph hwdwn:

o Puwotuwd gwugbpnid gnpdwnnypubiph wdpnnowlwunigjwu nL
wuywnwugnipjut wwwhnddwu dbpnn, npp twb wwwhnynwd £ hunbipubin
hptph - wbntlwwnjwlwu  wujnwugnieniup  dhowduwipht  punpn gpnhubiph
uywwndwdp:

LbGpnpnudubpp:

Uwnbuwtununipjwl wpryntuputipp Yhpwnynid Gu.

¢ Ywljuwpgbihs upnwpwuniewu Yuwnpnund wnopjw wwjdwuubtipnd hhjwunh
wnnnowlwu héwlyh hbnwgnnnipjut wjjwiubph wudwnwug thnfuwugdwu
gnpdpupwgubipnid:

e «Unphg» UMC-nd’ hunbpwywnhy fuwnwihtu hwppwlnu hunbpubn hpbph hbwn
Juwuwywsd gnpdwnnyputiph wuywnwugnipjut wwwhnydwu twywnwyny:

Wluwwnwuph wpnmupubpp qtymigyl) Gu. <UNC wnwpblywu  ghwnwdnnnynid
(2015p., p. bplwu), «LUSO wnweownbd hGwnwgnunuwlwt wofuwwnwdnnny»-nwi (NATO
ARW, 2015p., q. Unytipwu, <L), «ndihnipbipwiht ghwnnigyniuubpph W mbnblwwnywlwu
wbtuuninghwubipp»  dhowqquiht ghunwdnnnynud ~ (CSIT ~ 2015p., p. GBplwd),
«Uhowqqwjht  ghnwthnpduwlwt  nwwunnubph L Gphnwuwpn  ghintwywuubiph
ghunwdnnny»-nud  (Ugqwjht wyhwghnt hwdwpuwpwu, 2016p. p. Yhl, Miypwhuw),
«huwnbipubn wuywnwugnipiwu hwdwofuwphwihtu Ynugpbiur-nd (WorldCIS-2016, 2016p.
p. Lnunnu, UL Pphunwupw), <UMNL SUDU  wdphnup  ghwwwnbfuuhluywu
utidhuwputipnud (2014-2017., p. Gplw):

LEwnwgnundw opjkljnubkpu u  pwuwhubiph pwfudwu deennubpp, pwuwhubph
Gupwlywnnigywdph  duwynpdwu dnnbjubpp, qunuuwgpwiht  hwdwlwpgbpp U
pwnuwjhu htowynpdwu niuyghwubpp:

Lpwywwpwlynidubp: UnGuwfununigjwu hhduwlwu wpryniupubipp nywgpyws Gu 6
ghunwlwu wofuwwnnyejniuutipnid, npnup pYuplyywsd Lt ubindwagnh Ytpond:

Wluwwmwuph Ywnnigdwépp b Swywyp: UwnbUwfununigyniup  pwnyugwsd |
ubpwéneiniuhg, snpu  gifuhg, btigpwlwgnieiniuhg L 67  wun  oguwgnpdYywd
gpwywunipjwu guulyhg: Upfuwwnwuph punhwunip dwywiu £ 110 £9' ubpwnyw) 20 ulwn:
Cwybwdubpp Yugdnd Gu 2 ko:
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Lbkpwénipyut dto hhduwynpdwsd b phidwih wpnhwlwunyggniup, dbwybpwdwd
GU wotuwwmwuph bywwnwlubpp, ghnwywu unpnyputipp W hhduwlwt npnypubipp, npnup
ubplyuwjwgynid Gu wwonwwunipjwu:

Unwoht  qiumid  nhunwpywsd L, np wdwywht  wnbjuuninghwubipnid
dwutwynpwwbiu, wwpwwbuwly hptiph hunbpubnnd wnw Yuplnpwgnyu fuunhpp
wbntywunjwlwu  wudwnwugnigjwt  wwwhnynwt £ FHhuowpydlp B wdywght
wbtuuninghwubiph mbnEyuwwnywlwu wudunwugnipjwu hhduwiuunhpubpp: Unwownnywsd
fuunhputiph NGSdwu uwywwnwyny hbnwgnungtp Gu qunnuhph pwofudwt gnjnientu
niubignn  ufubdwubpp'  hpeph puwbpubn dhowdwypnid npwug  Yhpwndwu
uywwnwlwhwpdwpnipjwu wbuwuyniuhg b pugwhwynygt Gu Yhpwnynn ufubdwubiph
ptipnieyniuubpp: Uhwdwdwuwy nwnwiuwuppdtp W Ywuplnpgb) £ punbpubn pptiph
gnpdwnnyputiph wdpnnowlwuniejwu wwwhnynwip, nph hwdwnp hhduwlwu fungpunnunp
huwntpubwn hpbph fungbijhngyniut £ hwpdwynwdubph ufwwndwdp: Ppbph hunbpubn
dhowdwyph wbntlwwnjwywu wudnwugniput’ wwhwugynn dwlwpnwyh wwwhnydwu
hwdwp  wpu  gund  wnwownyytiy £ dowllk qunuuh  pwuwhubph  pwotudw,
hwpdwynuwiubph pwgwhwjndwu b npwughg ywonwwuytint unp dbpnn:

Ywuinwnpywsd hbnwgnunygyniuuiph hhdwt Jpw dbwynpydbp £ wotuwnwuph
Uwywwwyp b npdbp Gu wju fuunhpubpp, npnup wuhpwdtion £ ndh) win bywwnwyhu
hwuubnt hwdwp:

Gpypnpn gilund hbnwgnundb) BU nwpwwnbuwy hunbpubn hpbpp' dhdjwug
htitn  thnfuwgnbint tiquyh qrpw| hwugbwynpdwu  ufubidwh W Swnwjnieyntuubiph
wnpwdwnpdwu dbfuwuhquiubph pwgwhwjndwt bwywwnwyny: hpbiph hunbpubin gwugp
nhunwnpyyn £ npwbu judwjwlwunpbt pwotujwsd dhwnbuwl b wwpwnbuwly hpbiph
purqujynn gwug, npwbin pdws hptiph Yupbnp gnpdwnnyputinhg BU' $hahlwlw
opswwwinhg nyjwiubph hwjwpwgpnip b gpwugnup: <pduygbiny hpbiph huwnbpubin
dhowdwypnud ppbiph puniewgpbph Jpw'  wnwowpydby £ pwuwihubph Yunwdwpdwu
wuywnwig upubdw' wwpwwbuwy ppbph dholt wudunwiug Yuwwh  hwunwndwu
uywwwyny: Cunniudby £, np pwuwhubph jwnwjwpdwt wnwownyqwd utubdw)nid
jntpwpwugnip - hunbpubnn - pp punpgnd - £ npwbu dwnwjngjwu hwugnyg,
wjpunpwupwih  dwnwjnejwu  hwugnyg  Jwd  wofuwwnwupwiht  hwugnyg'
hupuwywpgquynpdwu  dowyyws wignphpdh dhongny: Cuwnpdwu gnpdplpwghg
wudhowwbtiu  hGwnn  dwnwjnyejwu  hwugnygubpp  gbubpwgund  Gu  pwuwhubpp
Gupwlwnnigwdp'  hwlwwwwnwuuwt  woluwwnwupwihu  hwugnygubph  hwdwp:
Upryntupnud gnyg wotuwwmwupwihu hwugnygubipp hwodwpynid Gu punhwunip pwuwihu:

Cwyyh wnubin hwugnygubiph hhonnnpjwu  gbippbinudwu W hwpgnuwubph
uywuwpydwu N wwpwdbnph uwhdwuwthwy pubine hbn uwyws  fuunhputipp'
wuhpwdtignnigniu b wnweowunw dowyt| pwuwhubph pwofudwu b Yunwdwpdwu unp
ufutidw, npny Yupbih Yihuh wudnwug Yunwwpb| mwpwnbuwly hunbpubn hpbpp:

huwnbiputitn hpbiph udwu nwuwlywnpgnwp huwpwynpngintt £ wwhu  funwwtht
hhonnnipjwu gbipptinunidihg L hwpgnwiubiph uywuwnydwu gwdn
wpunwnpnnulwuniniuhg' Swnwnyejwu hwugnyg puwnpbing wju hwugnygp, npp wnyjw
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wwhhu  wbfuthywybu - (Yufuqws  pph $hahlwlwt  wwpwdbnptiphg) — wdtih
uwwunwlwhwpdwp k:

Unwownpywd fuunpph nddwt tywuwwyng  dowydb) £ wignphpd  hbwnlyw|
hwonpnwlwunipjwdp.

1. Snipwpwugnip hwugnyg punpynwd £ npwbu’

e Swnuwjnipjul hwugnyg,
e wjpUunpwupwihtu hwugnyg,
e woluwwwupwihu hwugnyg:

2. Ownwjnipjwu hwugnygh Ynndhg unbindynid £ pwuwhubph Gupwlwnniguwdp'
hwdwwwunwuuwt wluwwnwupwihu hwugnygubiph hwdwn:

3. Upfuwwnwupwjht hwugnygh b npw htinn juwdws dwnwjnigjut hwugnygh dholt
hwunwwynwd £ wudwnwug  Yuwwninh, nph  dhongny  woluwwnwupwihu
hwugnygubipp pwuwnt ybpwpbnuw) wdpnnowlwu hubnpdwghw Gu unwunid
hwidwwwunwuuwu dwnwjniyejut hwugnygutiphg:

4. Uhuunyu Swnwjnipjwu  hwugnygh  hbn Juuwyywd  wofuwwnwupwihu
hwugnygubipp utnwund Gu punhwunip/pwfudwd pwuwih, npnd wwwhnyynid £
Yuwuwh wuywnwugniegntutl wyn hwugnygubiph dholu:

Gupwnpynw £, np hwugnygubph npn2 wwpwdbwnpbp twuwuwhdwujws b
Uwfjuwpbnujwd BU' Uwjupwlu hwugnygh wbnwywydbp gwugnd, huswbu upqws &
wnynuwy 1-nud:

Unynwwy 1. <wugnygubiph twiiwuwhdwudwsé b twiuwpbnujwd ywpwdbwpbpp

Muwpwdbwnpbpp Mwpqupwundp/ujwpwgpnidp

Ts, Ownwjniejwu hwugnygh punpnyjwu dbY thnyh dwdwuwyp

a, b bpynt  wwpg phy’  pwlwjhubph  Bupwlywnngdwdph
ghubpwgdwu hwdwp' Nwphup wuhwdwswth
gunuuwhwdwlwngh pwuwnt ogunwagnpddwdp

A Ownwjnijwu hwugnygh Ynnihg uywuwnplynn hwugnygubinp
wnwybjwgnyu pwuwlyp

H Jbtipwhwugbwynpdwu uwhdwuwihu wndtipp

Ps Npwbu Swnuwjnijwu hwugnyg puwnpybnt
hwywlwywunigyniup

uiD Cwiugnygh bqulh unyuwlwuwgdwu ushsp' 6LowPAN

Ttotal Snpdpupwgh gnpdwpydwt wnwybjwgnyu dwdwuwlyp

Pwuwhubiph pwotudwtu gnpdpupwgp daluwnpynd § jnipwpwugnip hwugnyght
hp uywubint T wnwybjugnytu dwdwuwlyh, dwnwjniejwt hwugnygh punpniejwu
hwdwp Jd&y Ts thnyh b A wnwybjugnyu pwuwlh twhwpbnudwdp' hunwlybgubing



uwywuwpyynn  wofuwwnmwupwiht wju  hwugnygubiph  pwuwyp, npnup  Swnwjnijwu
hwugnyg GU nwnunu:

<wugnygh Uunyuwlwuwgdwu hwdwp Gupwnpynud k, np jnipwpwugnip hwugnyg
ntuh wuhwwwlwu IPv6 hwugk: Wn nbwpnid, ogunytiiny 6LoWPAN  winbfutuninghwjhg,
huwpwynp £ unwtw] unyuwywuwgdwu btquyh gnighs (UID): Ywpbih £ ugb, np
6LoWPAN-U thnpp hgnpnipjnit oguwgnpdnn wujwp pwotujwsd guug b, npinkin wdku Jdh
hwugnyg niup IPv6 hwugl' huinbipubnh han ninpnuh Yuw hwunwnbine hwdwp:

huswtiu hwjwnuh k£, wuhwdwswih qunnuwhwdwlwnpgbpp  wudunwugnipjwu
hhduwpwp gnpdwnnyp tu wwwhnynd wuwp gwugbpnd b oguwgnpdynid Gu twl
hptipp hpbiph hbwn fuwh wudnwugnyggniut wwwhndbine uywwnwyny: Ujnw Ynndhg'
hptpp  hunbputinnnud Jhwnbuwy hwugnygubiph nbuniputubph  uwhdwuwthwynyeyniup
(ntpe wngbip & pwuwihubph gnygbph Ywnwywpdwtu wjwunwlwu depnnubph hwdwp'
pwg pwuwihny gununuwgnpdwu b pwuwint pwludwt Yaunpnuh (Key Distribution Center)-
h Uhpwntihu:

Uhts wydd wuhwdwswih qununuwhwdwYuwnpgbpnd Yhpwnynd Gu pwofujwsd
pwuwhubph Gupwlwnnigwdph unbinddwu nwuwlwu bpynt dnnb|’ puwgqiwunwdwhtu b
dwuwnphgujhu:

Pwquwunwdwjht hhdpny twfuwgdjwsd pwuwhubph  Gupwlwnnigwdph
unbinddwu hwdwp ogunwgnpdynwd £ unnpl pipdwd A-wunpdwup pugdwunwdp'

f(x;Y) = f (J" x) = Zlil,j:(] aijxiyj ’ (1)

Yunmgywd Fq Ytipgunp nwawnh ypw, npintin g-u wwnq ehy £, nph wipdtipp pujwpwp
s £ W ogquuwgnpdynd npubu pwlwint wpdbp' hwpluynp qununuwlwyniunyeniu
wwwhnybnt hwdwp:  bpbiph hunbpubn wuwp gwugnw ogunwgnpdtiiny  hwugnygh
unyuwlwuwgdwu Gquyh uohsp' Ywnbih £ unwuw) pwuwint yepwpbipjw) wdpnnowlwu
hubnpdwghw, npp thnfuwugynd £ hwugnyghu: Wuwhuny, | hwugnyght  pwuwiht
hwuwubh £ wndyu f (i, j ) $niuyghwih hwojwuplydw wpryniupnid:

Lbnbwpwn, tpynt hwugnyg Yupnn Gu hwodwpytp punhwunip pwuwihtu hpbug
pwuwihubph hubnpdwghwihg' npwbu fix,y) = f(y,x): f(x,y) pwgqdwunwdwihu hhdp niubignn
pwuwhutph Gupwlywnnigwdph uwntindnwip hhduws £ Pintunnh L djnwubiph Ynndhg
ubipdnddwsé ufutidwih Yypw:

Uwwphgwjhtu hhdpny twfuwgdwd pwuwihubph Gupwywnnigywdph dnnbju
oguwgnnpdnud £ (A + 1) x (A + 1) hwupwyhtu G dwwphgp W (A + 1) x (A + 1) qunuuh D
dwwphgp' nupdjw Ytpgwynp Fq nwowh dpw, npinbn g-U unywbu wwng ehy
dbpnhhgup Gpynt dwwnphgu ogunwgnpdynd Gu Gppnpn A dwwnphgp gbubipwgubne
hwdwn:

A=(D-G)T )

Uyuhwyin k, np Geb D dwwphgp hwdwswih £, wwyw K dwwphgp unyuwbu
hwdwswth £, npp hwoywpyynud £ hbnlyw| auny.

K=A-G 3)
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(3) hwjwuwpniihg Ywpnn Gup unwuwy ki = k;i, npuintin kiu K dwwphgh i-pn wninnp W j-pn
ujwu nwppu B, j=1,2,3, ... N+ 1

Grb | hwugnyght hwwnywgyws b punhwunip pwuwih, npp ywpniwwynwd £ A-h
i-nn. winnp W G-h i-pn winnp, www i U j Gpynt hwugnygubipp Ywpnn Bu hwadwnyb) hpbug
punhwunip kij pwuwht' G-h uniuwlubph Ginfuwtwydwt dhongny:

Puwgh wyn, bt G dwwnphgp twuwgdws E Vander Monde Matrix-h Yhpwndwdp,
www dhwju npn2 dwup wtiwnp E thnfuwugdh hwugnygubiph dhol nng ujntuwyh thnfuwnbiu:

wpy £ ugk), np pwuwnt junwjwpdwu wnwowpyjws ufubdwu Yupnn k
watuwwnb) pwuwihubiph Bupwlwnnigudph qtiubipwgdwu Gpyne dnnbih htin:

hptiph  huwmbpubn  dhowdwiph  wnwowplyynn  dnnbnd  hwugnygubiph
gnpdwpynuip  Ywuwwpynwd £ huptwpbpwpwp, nph pupwgpnd  hwugnygubpht
YyGpwgpynwd bu hwdwwywunwufuwu nbpwywwnwpnudutp (uy.1):

Cwugnygp gwught  Jhwuwpne  wbu' dinpénd £ punpbp ppbu npuybu
Swnwjngjwt  hwugnyg' Ugnphpd 1-nd  pbpdwd pwybph hwdwdwju, bpp ndjuy
hwugnygn  Ywpnn £ punpdtp npwbu  Swnwjnypjwl,  wypunpwupwiht Jud
wluwwnwupwiht hwugnyg: Mwpgnejwu hwdwp Gupwnpbiup, np Twa = Ts - ¢, npunbin t-u
hwugnygh puwnpnipjwu b huptuwlywngwynpdwt thnybiph punhwunip phyu k: <wpy | ugk,
np hupuwYywpguwynpnuwip ptuntd £ hwugnygubiph huptwywgdwytpwyynn punyehg:

Wuwhuny, Ni-nn hwugnygp twfu thnpdnwd £ hupunipnyu puwnpbip hpbu npwtiu
Swnwynipjwt hwugnyg' Ps hwjwuwlwuniyeywdp: Gpb thnpdp hwonnnigniu & niubundd,
Ni-pn hwugnygp nwnunwd £ Swnwjnigjwu  hwugnygh pbluwdnt b unbndnud  k
hwdwwwuwwufuwt KPi pwuwnt Gupwywnnigywsdpp: Ujunthbwnl, Ni-pn hwugnygp
unngnud &, pb wprynp gnjnipyniu niup” hbinwpdwyywsd hwnnpnwgpniegniu:

/‘ O Swnwjnipjwu hwugnyg

— wjpunpwupwihu hwugnyg
t \ ‘ wluwnwupwihu hwugnyg
wuyinwg wofuwwnmwupwih
< Luunnh

Yuiuyninh

‘/ «—»  wugnuiug Sunwnipju

LY. 1. Swugwyhu hwugnygubipp W npwug Ywwtbipp

Grb Ni hwugnygp unwunwd £ hbnwpdwldwu hwnnpnwgpnyeiniu, tpwuwynd §
(H-1) gwwly dphowlwpnwd wnlw £ Swnwjnipjwu hwugnyg: <wugnygh wdpnng
hwoynnulwu nbunipup ogunwgnpddwu hwdwp Ni-pn hwugnygu punpynd £ npwtiu
w)jpuinpwupwihtu Swnwjniyjwu hwugnyg:



Greb Ni hwugnygp htinwpdwldwu hwnnpnwagpnyeintt sh unwunwd, www Ni-pn
hwugnygp nwnunw £ Swnwjnygywu hwugnyg, nphg htinnn wiu hp Yupguyhtwyh
ybpwpbipjw) wbnbYnyeyniup thnfuwugnud £ H gy dhowwph hp hwpliwtiubphu, nphg
htitnn hwugnygnud wjwpwnynid £ nbipwlwwnwpnygjw punpnigjut pupwgwyuwngp:

Get  hwugnygp sh puwnpynd npwbu dwnwjnyejwu hwugnyg, www upwu
ytpwagpynud £ wotuwwmwupwihu hwugnygh Yuwpgwyhtwy: Ni -nn hwugnygp unnignud
Pt wprynp wnlw’ b bnby dwnwjniejwu hwugnyg, npu wpnbu gninuyeyniu £ niubigl) (H-1)
gwwly dhowlwipnu: Grbl pupwghy thnynd ny Jdh  Swnwjnywu hwugnyg sh
hwjinuwpbipynud (H-1) guwwny dhowyuwjpnid, www Ni-nnp hwugnygp dwutwygnud £ hwenpn
thnuht, U wynwbu swpniuwy:

Lwfupwt  woluwwnwupwihtu  hwugnygubpp  hpbug  hwdwwwwnwufuwunn
Swnwynipjwt  hwugnygubiphg Yuywhwuebt pwuwnt hubnpdwghw, hwuwnwwnynd k
wuywnwug Yuwninh nbiwh Swnwjniejwu hwugnygp:

huswbu gnyg £ wpdwsd uy.l-nd,  uwpu hbnwpdwyynd L hwugnygh
unyuwlwuwgdwu bqulh ughsp b n pwg pwlwpt' ppbu  hwdwwywnwufuwunn
hwugnygubph  Jhowlwypnui:  Ujunthbunl' woluwwnmwupwihu  hwugnygp puwpnd k
wwunwhwlwu k phy U qunuuwgpnd b wwhwugywd hwnnpnwgpnieniup’
ognwgnndtiin wuhwdwswih qununuwhwdwlwnpgp

En (k||B) = (k|| B)2modn (4)

(4) hwjwuwpdwu ndwu wpryniupnd Eq (k|| B) || B qunuuwghpu ninupyynd k
Sdwnwynipjwl hwugnyght' Ygbin wju ninuipyynn thwpebphu: b Jbpon, Swnwjnipjwu
hwugnygp Ybpdwunw b wwhwugqwd pwuwint hubnpdwghwt' hwodwpytiny Dp.a (En (k ||
B)):

Wuwhuny, k-u Ywpnn £ oguwgnpddbp npwbu qununup  pwuwp’
woluwwnwupwiht hwugnygh b npwtu hwdwwwwnwufuwunn Swnwjniejwu  hwugnygh
dholu:

Pwuwnt hupnpdwghwih pwofudwu pupwgwlwngp pbnuynwd £ wujwp gwugh
jntpwpwusinn hwugnygnut® hanbuwy Ybpy.

Luwlu' Swnwnipjwt hwugnygp hbnwpdwynwd £ hp UID b n-p hwdwwwwnwufuwt
dhowlwypnud gqunuynn hwugnygubipht: Ujunthbwnl, dwnwjnipjuu hwugnygp dEluwpynwd
b woluwwnwupwihu hwugnygubiph Ywd wjpunpwupwiht dwnwjniejwu hwugnygubiph
Ynndhg ninwplynn hwpgnuiubiph uywuwpynip' pwuh nbin wyn hwpgnwubph pwuwyp sh
gbipwquugnwd A dtdnipniup:

Grb unwgywsd hwpgdwu hwnnpnwgpnienuu ninupyywsd £ woluwwnwupwihu
hwugnyghg, www SwnwjniEjwt hwugnygp Jbpdwund £ hwnnpnwgpnieiniup,
wjunthtinl gunund k£ sogqunugnpdwé pwuwih nyjw| hwpgdwu hwdwp W ninupynud wju
hwlwwwunwufuwu wluwwnwupwihu hwugnyghu:

SYuwhwunyb) £ uwl wnwowplyqws ufubdwih whwwubhnyeiniup' hhonnnuejw,
hwnnpnwygdwu, hwoynnuywu gbpptinujwdnipjwu b hwpdwyndubph  tywwndwdp
nhdwgyniunipjwu  swhwupgubipny:  Llwp  2-nWd - wwwnlybpwd £ Swnwnyejwuu
hwugnygubiph pwuwwlwu hwpwpbpwygnientup hwugnygubiph punhwunip pwuwyh
uywwdwdp: hPuswybu twl uywp 3-nd pbpwd £ pwuwhubph ywhywudwu hwdwp
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wuhpwdbon hhonnnigywt dwywn' hwibdwwnws nwuwlywlu pwuwhubph Wwhwwudwu
dbiennh htw:

N
o

=
(€]

ownuwjntjwu
hwugnygubiph pwuwy
n o

0 20 40 60 80 100 120 140
<wugnygubinh punhwunip pwuwly

LY. 2. Swnwynipjwu hwugnygubiph pwuwyh Ywiudwdnipniu hwugnygutiph
punhwunip pwuwlyhg

o 18000
3,

&< 15000

c 1o

£

&£ 12000

=g

o 3 9000

3 el

c 2,

ST 6000

==

S22 3000

= M
o 0 Ahk—dk—k—

60 80 100 120 140 160 180 200 220
Lwugnygubinh pwuwl

=d— Pwuwihubtiph dwywju puwn phptiph

LY. 3. Pwuwhubiph wwhwywudwu hwdwp wuhpwdtion hhonnnigywu dwywih
hwibdwwnwlywup nwuwlwu b wnwowpyws dbpnnubph nbwpnul

Spypnpn qiunud wnwowpyyby £ twl qununuwhwdwlwpg, npu wwwhnynud |
wdwwihu dhowywypnud wwng huwnbpubn hpbph hGn wudwnwug hwnnpnwygnuip:
SGununuwhwdwywpgp ubipwnnud £ uwl (pugnighs uwpph Yhpwnnd, npp, npwdwnpbiing
wwnpqg huwbpubn hpbiph hwdwp hwwnndy wujwp guug, wwwhnynw £ wyn guughg
ninupyywsé U unwgwd hwpgnwdubph  wudwnwugnyegniup: W tywnwyny
wnwowpyynw £, npwbu  gnpdwnnyputiph  dGluwpldwu  hpwdwuubph  wunwubp
ognwagnndtip uwfuopnp hbowynpywd hwuwnwwnnit hpwdwuubph wuniuubpp, npuntin
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hbowynpdwu pwuwht wuhwwnwlwt b wdbu uwpph hwdwp bW nh 2% pwpnnipjwu
wunhbwu: <bwynpdwt tywwnwyny oginwgnndtiiny hashcash niuyghwu huwpwynp k
Uwfupwu hwpgnuiubipp wwpg uwppbph Ynndhg punniut b Juybpwlwuwgubp win
hwpgnuiubpnud wnw hpwdwutpp:

Gppnpn qfunud dowlyybi £ huinbipubn hpbiph pwtujws gwugh Yunwywpdwu b
gnpdwnnyputiph wuywnwug hpwwlwgdwu wdpnnowlwu dnnb:

bpbiph huwnbpubn dhgwdwipp  nwpwnbuwy hpbiphg punyugws pwtuywsd
guwug £, nph Ynnihg wnpwdwnpynn gnpdwnnypep/dSwnwjnygyniut hp hbpphtu pwunlugwd
£ wwppbp ppbiph Ynndhg Yunwpws gnpdwnnyputiphg: Ybpnujw pwiudwsd gwugh
Ywnwywpnuip, gnpdwnnypubinh hwonpnwywunigjwu Ypwhuyniip W gnpdwnnyputiph
wdpnnowywunigjwt wwwhnynwp Ywplunp futunhp k:

Cwodh wnubind Jbpngpjup' wnwownplynd £ ppbph hunbpubnh  dnnbip
Yuwnnigb| ninnnpnywé dwnh wnbupny, npunbin hwugnygutip huptwlwqdwybpwynn b,
huy hpwhwuqubph b wwutph thnfuwtuwynwp hwugnygubiph dholt Yypwhuyynid £
wbntywunynipjut wudunwugnyejwu b wdpnnowwunipjwt dhfuwuhqdubpny:

Un uwwuwyny' dhowdwiph gnpdwnnypubph  wynndwunwgdwu  hwdwnp
wnwownpyynid £ ubipdnidt) hwugnygubiphu hwnnpnynn hwnnpnwagpnigyniuuinh hbinlyw)
duwswthp, npp ubpluwjwgund £ bwl jnipwpwtgnip hwugnyght ninnywd  qununuhph
(Jnwubph hwdwp wuybipdwubih) dwutwpwdhup:

Urynwiwy 2. <wnnpnugpnigjwt glfuwdwuh duwswihp

Unwudhu hwugnygubiph qununuwgpqwd ndjuiutipp Yjuwdwu

E; ) Es E4 Es Hashcash, Ni -Nm

Unwowpyynn dnnbju  ogunwgnpdnid £ hpbiph hunbpubn dhowdwyph hwdwp
dowlqwd wpdwuwgpnipniup b dbwswihp, npp huwpwynpnieniu £ wwjhu hpwgnpdty.

QGnpéwnnypubph Yunwyjwpnd, npp Yuwnwpynud £ duwswihnd uupwgpywd
hwonpnwlwuntejwu 2unphhy: Snpdwnnyputiph hwonpnwlwunyeniup tywpwgpynwd
ounphhy quugywdh, npp  pwnyugwd £ 168 pwye bplwpnyeniu  niubignn
wbntywwnynipiniuhg, npintin wnwehtu 128 pwyep tiquyh ushs(UID) L Ywd IP6 hwugh:
Lwugbihu hwonpnnn 32 pwyp Gplwpniejwdp L wmyjwip gnyg E mwihu duwswihh dwpdunid
gquuynn qunuuwgpqws nbntlwunynipjwu swihp: Ybpoht 8 pwypep' D-u gnyg § wiwihu
hwidwwwwnwufuwl hunbpubn hph gnpdwnnyph funpnieniup gnpdwnnypubiph dwnnud:

Urgnwiwy 3. <wnnpnwgpnipjut dwpduh dbwswihp

Ni gnpdwnnyp N2 gnpdwnnyp Nm gnpdwnnyp
uiD | IP6 | L D ulD | IP6 L D UD | IP6 | L D
128p 32p 8p 128p 32p | 8p 128p 32p 8p
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SYjwjubiph qunuuwqpnd, npp Ywwwpynd ' 1-hg dhush N pwuwyh
pwuwhutipny, npuintin N wwpwdbwupp thnpp juwd hwjwuwnp £ guugnd wnlw hunbpubun
hptph pYhu: Tunphhy wwppbp pwuwhubph Yhpwnneut' huwpwynp b wwwhnybg
wnwudht  hunbpubn - hpbpht wwwnwunn - qununuwgnywsd  hunpdwghwih
wuyunwugnipyniup guugnd' unyuhul wy humbpubu hpbph fungbhnejwu nbwpnd:
Qunuuwgpdwu pwuwint unbnddwu hwdwp oguwgnpdynid k htnbuw) pwuwslp' K = H
* Ki, npbin K-t punbpubn ppnd uwfuwpbinuws pwuwipu b, puy H ywpwdbnpp'
wnjw) hunbiputinn hpht hwpgnid ninwpud hwugnyght wwwnlwunn pwg ndjwjubph htip
wnpdbpp, npp hwugnygp niqupynd £ hwpgdwtu dwdwuwy: Sunphhy L wwpwdbwpp'
hwnnpnugpnipjwu  duwswihh dwpdund Ywpbih £ quub) ynuypbn hunbipubn hpp
hwnnpnwgpnigjwu uygpuwywu b Yypguwlwu wpdtipubpp hbnlyw) pwuwasuny

Lstart = Lo + L1 +* - * + Li-1, Lend = Lstart + Lend, D(Nl) = Lstart, .., Lend (5)

Lwpgnud ninupynn hwugnygp gunuynd £ D-1 fwd D +1 funpnigjwt ypw, npunbin
D-u nw wjjw; hwugnygh funpngnitt £ Lwpwgpwd  duwswihh  Yhpwnnuip
huwpwynpnipniu £ nwihu wwwhnyb hunbipubin hpbpht ywwnlwunn wnbntywndwywu
wuywnwugnipniut wj| hunbipubiv hptiphg:

Uluwjubph hwynuwpbpnud b gnpdwnnypubiph sknupynud, npp yuwwnwpynd £
hhduybnd qununtuwagpyws ntinklwwnyniejwu ypdwudwu wpryntuph ypw: huswbiu upybip
£, hunbpubun hpbipht wwwnlwunn wnbntlwwnyniegywu YyEpdwudwu hwdwp wuhpwdbow k
D-1 hunbiputwn hpbiphu ywwnlwunn pwg wndjwih hbawynpnuip b gy hunbiputin hpkiph
pwuwht: <bwynpdwt pwgwlwjnipjwt Ywd ufuw| ybpdwudwu nbwpnid, ogunybijiny
unnwgnn Ynnbiphg, huwnbiputivn hpp ulunud £ gnpdwnnyeh sEnupydwu gnpdwnnyep,
npwntin sknuplydwu hwpgnuubpp Yuwwpynd 5U hwlwnwy ninnnipjwdp:

Wuwhuny, ubpywjugnwsé wpdwuwgpnipjwu 2unphhy, hwpgnuwhg Yuiujws,
hubnpdwghwt thnfuwugynud £ gwugh hwugnyght, npp

¢ hpbu hwuwubh dwutwpwduh hwdwp hpwlwuwgunw £ Jbepdwunud b npwu
hwilwwwuwwufuwu gnpdwnnye,

e Slwynpnud t ybpdwudwd dwutwpwduh hbop, npp hwybynd £ gtipnhhgjwy
hwnnpnwgpnypyuwu  Jdbg'  qununupph  Jwutwpwduh  wdpnnowlwunipjwu
ytpwhulydwtu uywwnwyny:

Lwup np Lwswihp mbnbynyeinu £ wwpniuwynd wnjw) hwugnyghg nbwh wy’
wnpwdwpwunpbu hwenpn hwugnyg nwunn dwuwwwphh YyEpwpbpjwg, npp hwuwnnpbu
Gupwnpnu £ “vwdupynud” nbwh dwnh wybih unnpphtu dwywpnwynw/dwlwpnwyubpnid
wnbnwlwjyws dbY Ywd dh pwuh hwugnygubip, www uwnpht dwlwpnwyh wdbu
hwugnyg' unwuwny tpJwd Suwswihh hwnnpnugpnyginiup, twpe' dinpénd £ pp
Ywpgwiht hwdwpp quub] wn hwnnpnwgpnipjut  dbg, nphg hbtwn  YGpdwubing
gunwuupph hp dwutwpwdhup b wpunwnpbiny hwdwwwwwufuwu hbgp, Junwywpnuwp
thntuwugnid £ hwenpn hwugnyghu: Upryniupnid pninp wuhpwdtigum hwugnygubiph Ynndhg
dowyqwd U wpnwnpjwd hbp wpdbpubph hwjwpwdéniu  ybpwhulynd £ gwugny
thnfuwuwynn ndjuijutiph b gnpdwnnypubph  wdpnnowlwuniegynitup, huly pwatuynn
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pwuwihubph  Gupwlwnnigdwdpp'  wn  unyu  wuubph L gnpdwnnypubinh
wuywnwugnip)niun:

wply £ ugh, np gwugny wjwubph L hpwhwuqubph  thnfuwtuwydwu
wnwowpyynn dnnbp  hwonpnwywu £ U Bupwnpnd Lt ubuupnu  pwuwihubpp
Gupwlwnnigwdp, npp pwolund £ ubuuhnu  pwuwihubpp' dwnh Jwywpnwyubphu
hwdwwywwnwufuwu:

Uu nbwpnuw, tpp hwugnygp, nphtu hnfuwugyti £ ybpnhhgjw) duwswihh
hwnnpnwgpnigniup W npu hp - Yupgqwiht  hwdwpp  sh hwyntwpbpnud — wyn
hwnnpnwgpnigywu dbig, nuinh wquwwn £ qunnuhph npl £ dwutwpwdhu ybpdwubinig,
Ywnwywpnip dhinfuwugnud £ hweonpn hwugnyght' wwwhnydbiny dhwju hbpwynpndp:

<bp wpdbtipubiph  unniqdwt  wuhwonnnipjwtu  nbwpnuW  wnyjw|  hwugnygh
gnpdwnnyph wdpnne onpwu, stnwplydwu hbwn, wgnwuowu £ niqwplyynd unyu
hwonpnwlwuniejwdp:

Lwonnnipjwu nbwpnuwd hwugnygp npnond £ unwgywd hwnnpnwagpniegyntup
thnfuwugh wuhpwdbion hwugnyght' puwn UID-h: UdkU hwonpn hwugnygnid dlwynpywd
htigiph onpewu tpwatuhp £ hwdwuwnhwgubint hwdwp gwugh gnpdnnnieiniuubph Juybp
Lhutp:

Wuwhuny, wnwowpyyby Gu hptiph punbpubn dhowdwyph hwdwp dowyywd
wnpdwuwgpneniup b dlwswithp, npu niuwy £ wbnbynuygyniu hwnnpnb wy hwugnygubpp'
wnyw) hwugnygnd  wundwihwubph  ppwgbydwu hwdwp b wpgbjuyl wdpnne
hwdwlwpgh woluwwnwupp' pny| onwyh gnpdnuny’ pwgwntin hwdwlwpgh hbnwagqw
ghpdnnniejntup:

nppnpn qilund winbuwfununyejwu dbg ptipdwsd htnwgnwuinieniuttiph hhdwu
ypw ubpyuyjwgdbp Bu dowydwd Spwgpught ndnwdubpp, npnup  ubpwnnd Gu' IKS
pwuwihubph  pwofudwtu dnnnyp, SIT dnnnyp L bpbph  punbpubn  dhowywypnud
gnhpdwnnyputiph wdpnnowlwunyejniup wwwhnynn dnnnyn: dbpnhhgw)  dpwgpwjhu
(ndnuwiubiph  thnpdwplydwu hwdwp unbnddb) b hwdwwwunwufuwt  Yhpunnwjwgdwu
hwdwlwpg, npp hhdugwd £ Docker dpwgpwiht dhowywyph ypw: Wu huwpwynpnip)niu
E wwhu uwnbndti wphbunmwlwu hpbiph hunbpubn dhowduwjp, npunbin oguinwwnbnu
wnwownpnid £ gnpdwnlynn hwugnygubiph phup W Ywpnnwunwd £ hnub hwdwywpgh
woluwwwupht  hpwlwt  dwdwuwynwi: UbYnwwgdwtu hpdpnid  puwé Gu  Linux
dhowdwyph htnbiw) hwuluwgnieyniuubipp' cgroup, union $wjwihtu whpnypp b 0K dhonyh
gnpdpupwgubtiph wunwubph wmwpwdnieintup:

dhpwniwjwgdwu  dhowdwiph  punipwgpdwu  hwdwp  ognwgnpdynid  Gu
wwwnlybipubipp (images), npnup wwpniuwynwd Gu yhpunnuwugnpwé dhowywiph Spwagpwjhu
wuhpwdtiom Yupqwynpnuwiubipp b hwybwdubipp:  Unbndyt| Gu 4 wwppbp wbuwyp
wwwnytpubip.

e Muwuwhwlywtu wnwpwwnbuwy, npp bwfuwwnbujwsd £ gintju 2-nud uywpwgpwsd
pwuwihubph  pwpludwt upubdwh hhdwu Jpw  unbndJws IKS  Spwgph
thnpéwpydwu  hwdwp:  SYyjw| wbuwyh hwugnygnd  wnbnunpynd £ IKS
pwlwihubph pwoludwt Spwgpwiht  dnnyp' wuhpwdbon  Uwjuwpbnuws
Ywpgwynpnuwiubipny, npnup huwpwynp & thnthntub) yhpuinuwjwugnidhg wnwe
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hwdwwwunwupuwt ywinnthwunw: LoYwd nbuwlh hwugnygh nbfuthywywu
puntpwanbipp, dwutwynpwwbiu' hhonnnipjniup L wnpngbunph
wpuwnpnnwluwunyeniut punpynd B wwwnwhwlwunyzywu  uygpniupny
nwpwunbuwy dhowyduwjnp unwiwint tywwnwyny:

o Swdp wpunwnpnnulwunyzjwu, npp twuwwnbudws £ phy nbunipuubp niubignn
hptiph hunbpubwh Jhpnnuwwgdwt hwdwp: SYjwp wnhwh hwugnygubipp gnipy
Gu qunuuwgpdwu npub gnpdwnnyputiphg W hwuwpwy hwpgnwiubp Gu
Ywwwpnuw  wpdwlwlu  pwlwiniu  npnpwyh  wwppbpwywunyeyudp:  Geb
punpywsd k gnub dby gudp wpnwnpnnulwunygjwu hwugnyg, nw tpwuwynid
E, np Yuinbindyh owpdwlwt pwuwint yEpunuwwugnid wu:

¢ Cwpdwlwu pwuwnt wwwlybnp, nph dbe twfuwwbiu ubipnpqws SIT dpwgpwjhu
hpwlwuwgnuwp 2unphhy gudn wpunwnpnnuljwunieyniu niutignn hwugnygubiphg
unwgywsd U nbiwh wyn hwugnygubip ninupyywsd ndjuiubipp qununuwgpynud b
depdwuynwd  Gu  wwwhndbiny  wnduiubph wuduwug  hnfuwtwldwu
gnpdpupwgp:  Swpdwlywu pwbwint  ybp  gpwdphlulywu  Yuwnwdwpdwu
Jwhwuwyp hwuwubh Yihuh wdbu hwugnygnd |nlw) hwugtind 8086 wnpwnh
dhongny:

¢  Snpdwnnypubtiph  wdpnnowlwuniygyniup b wudunwugnyyntup - wwwhnynn,
hwdwlwpg, npp dowlyywd wpdwuwgpnipiwu unphhy wwwhnynd £ pninp
hwugnygutiph  dholt  Ywuwwpynn gnpdwnnypubph  wdpnnowlwunypniup L
gwnuupnigniup:  bpbiph  punbpubn  Yepunnuwpugpwsé  dhowdwjpnid  inyjug
hwugnygp Ywpnn £ gnjnieyniu niubtwg dhusl 15 ophuwyny:

Uhwdwdwuwy gnyg k wpyby, np hnwgnunwlywi twywwnwubph hwdwp dwjuwwnbujwsd
Spwaghpp huwpwynpngyntt £ wwhu depnnuwwgut) hpbiph punbputin dhowduwjpp
hwdwywpgsnd bW Yuwnwpb) thnpébip, nunwuwuhpb] pwuwihubph pwotudwu, swpdwlwu
pwuwint b ubpfunidnuiubph pwgwhwjndwu ufubdwubpp:

15



uchuusuuLh <pUtuuuu urM3nruLeusre

Uowlyt £ qunnuwgpuihtt pwuwihubph unwdwpdwu dbpnn, npu- wwwhnynud £
uwnpbiph huptwywpgwynpnuwip b ndjuubiph wuywnwug thnfuwuwynup (1, 2]:

Uswyyby & qunuuwhwdwywnpg' wdwwihu dhowduwypnud wwpg humbpubu hpbph
htn  wujunwug hwnnpnuiygdwu  wwywhnddwt twywwwyny, npu wwywhnybiny
wuhpwdbtigm  wudunwugnyeyntt,  uwppbiph wblubthluwywu  punewgnbiph
thnthnfunieyniu sh wwhwugnud [2, 4, 5]:

Uowlyt £ wdwwjhtu pwtujwd gwugbipnid gnpdwnnypubiph wdpnnowlwunipniut
wwwhnynn dbpnn, npp pwgwhwjnnu b Yuufuwpgbinu b wdwwihu dhowdwphtu
ninywd hwwnnwy gpnhubpp [3, 5, 6]:

Uowyyti t  pwtwhubph  Huwnwdwpdwu IKS  Spwgpwihu  dnnnyp,  npp
huwpwynpnipniu £ pudbnnud wnwug uwpph twitwlwu Yupgqupbpdw, dhwgub)
wju  gwught b wwwhnyb w) hunbpubin hpbph  hbn  wuunwiug  Yuwp:
Suwnunuwgpdwu huwpwynpnipjniuutiphg gniply uwppbiph dhole wuywnwug wyjwiubph
thnfuwtwldwu  tywwwyny uwmbndyty £ SIT Spwgpwht  wwwhnynuwp, npp
ubpnpynud £ gwugnid qunuynn [pugnighs uwppnud b wwwhnynud £ qununuwgndwu
gnpdwnnypubipp: Uswldt) £ uwl gntu 3-nd ufwpwgpywd wpdwuwagpnipjwu
Spwgpwihu hpwgnuip, nph Yhpwndwt wpryniupnd huwpwynp £ wwwhngby hptiph
hunbpubwn  dhowdwjpnid  Ywwwpynn  gnpdwnnypubph  wuywnwugniegniup L
wdpnnowlwunieiniup (2, 3, 5]:
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Hovsepyan Vladimir Hovsep
DEVELOPMENT OF ADDITIONAL TOOLS FOR SAFETY WORK OF CLOUD TECHNOLOGY

RESUME

The development trends of modern information technologies and telecommunication
systems, in particular, the large-scale introduction of cloud technologies in all the spheres of
human activity, puts forward new requirements to ensuring the information security without
which it would be impossible to provide the further progress of those fields.

The Internet of things is one of the fastest developing spheres of cloud technology.
The interrelation of the cloud Internet of things enables to control and automate the
transactions taking place. The devices of that class are produced to perform certain functions,
and as a rule their computation capacity is relatively low. On the other hand, the companies
engaged in the production of things, try to create easy-to-use and less resource consuming
internet devices without paying adequate attention to ensuring the information security. The
internet things, having such a problem from the viewpoint of information security, can be
classified in two groups: various devices which are able to perform enciphering, and devices
in which it is impossible to perform enciphering due to low capacity. Low productivity of these
devices can be called simple Internet things.

Restrictions on cryptographic systems in variety of Internet things require a
coordination within Internet of things and the cryptographic system, before joining to the cloud
network. This fact will have an unavoidable negative impact on the flexibility of the cloud
environment. At the same time, the already known key distribution systems for the vast array
of Internet things are not applicable, as they are designed for uniform devices, while the
production environment includes a wide variety of Internet devices.

As was mentioned, there are different types of internet things not allowing to apply
encryption technics due to incompatibility of some technical requirements or adequate
software. One of the approaches to overcome that difficulty is to make technical changes in
the device which will actually increase its initial cost. It is necessary to find a solution for this
problem without making technical or software changes in already produced devices.

The Internet of things may also have a physical impact on the external environment,
that is why, ensuring the integrity of transactions taking place is mostly important. The main
obstacle while ensuring the integrity of transactions is the vulnerability of the internet of things
against network attacks, in particular, to intrusions and DDoS attacks. The neutralization of
these threats along with the increase in the number of items in the Internet environment with
remote control devices becomes more and more important. Experience shows that the majority
of Internet things provides only basic security requirements, through the identification and
protection against network attacks. Existing solutions in this area are mainly software solutions
which are carried out usually for a centralized server environment and require significant
computing resources.
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The goal of the work is to develop additional security tools allowing to implement secure

data exchange in order to ensure full functionality and protection from network attacks.

To achieve that goal, the following tasks have been put forward and solved:

A method for managing cryptographic keys which will ensure self-regulation of
devices connected to the network and secure data exchange between them, has been
developed;

A secure method in the cloud environment for simple devices, which, due to limited
resources, do not provide cryptographic procedures, has been developed,;

A method ensuring the integrity of transactions in cloud distributed network which
will reveal the attacks against the cloud environment and preventing them, has been
developed.

The main results are:

A new cryptographic key management method has been developed which ensures
self-regulation of devices, also provides secure data Exchange [1, 2].

A cryptographic system for ensuring secure communication of simple things in the
cloud environment has been developed, which by ensuring the required security, do
not require changes in technical parameters [2, 4, 5].

A method to ensure the transactions integrity has been developed for a cloud-based
distributed network which detects and prevents attacks specific for the cloud
environment [3, 5, 6].

Based on the obtained scientific results, IKS a software of the key control method has
been developed allowing to connect the device to the network without its preliminary
adaptation and to ensure a secure link with other internet things. SIT module has
been developed, which, being introduced in the additional device inside the network,
ensures secure data exchange between the devices which do not support encryption.
Also, a software implementation of the protocol, presented in the third chapter, was
created to ensure the integrity and security of the transactions of the Internet of
things [2, 3, 5].
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OBCENAH BNAANMUP OBCENOBUY

PA3PABOTKA [OMONHUTENBHBIX CPEACTB A/ BE30MACHOIA PABOTbI C
OBJNTAYHbIMW TEXHONIOTMAMK

PE3IOME

PasBuTne coBpeMeHHbIX MH(POPMALMOHHBIX TEXHONOTUI U TENEKOMMYHUKALMOHHbIX
CHUCTEM, B YaCTHOCTH, LUMPOKOMAcLUTabHOe NMPOHMKHOBEHVE ObNayHbIXx TEXHONOrMiA BO BCE
chepbl YENOBEUECKON [JeATEeNbHOCTU MNpenbABnAeT HoBble TpeboBaHUA K obecrneueHuto
MHpopMaLMOHHOI be3onacHOCTU, 6e3 Yero HEBO3MOMHO JanbHellllee pasBUTUE yKasaHHbIX
obnacreii.

ObnayHaa peanusauma cpefbl UHTEPHET BelLel ABNAETCA OAHON U3 CTPEMUTENbHO
pasBuBatoOLLUXCA OTpacneil UH(POPMaLMOHHbIX TeXHoMormii. BsaumocBAsaHHOCTL 0bnauHbIX
MHTEpHET Belleil JaéT BO3MOMHOCTb YNpaBiATb TPaH3aKUMAMU W aBTOMATU3MpOBaTb
rnpoLecchbl. YCTPOICTBa TaKOro poja B OCHOBHOM CO3/iaHbl 1A OCYLLEECTBAEHUA ONpPeAenEHHbIX
pyHKUMIT U MMetoT Manyto MolHocTb. C Apyroit CTOpoHbI, MPeAnpuUATUA, BbiMycKatoLme
YCTPOIACTBA, MbITAOTCA CO34aTb WMHTEPHET BeLuW, KoTopble YAobHbI B 3Kcnayatauuu u
noTpebnAloT Manble pecypcbl, 4acTO He 3ajymblBaAcb Haj npobnemamu OesonacHoOCTU.
MHTepHeT BeLuy, MetoLLIMe BbllLieyKasaHHYo Npobnemy, [enATca Ha ABe rpynmbl: yCTPOICTBa,
CrnocobHble BbLINOMHATL KpunTorpaduyeckne YHKLMW, W YCTPOICTBA, NULLEHHbIE 3TUX
pyHKLMIT N3-3a HEXBATKN BbIYUCIUTENbBHbIX CMOCOBHOCTEA.

PasHopopHble WHTEpHeT Beluu, CMOCOOHbIE BBIMOAHATL KpunTOrpaduyeckue
dpyHKUMKM, TpebytoT ajanTtauun YCTpOWCTB elLg A0 NpUcoeauMHeHnA K obnayHoil ceTn, 4To
HensbemHO MmeeT HeraTMBHOe BAWAHME Ha pacluMpAeMocTb obnayHoii cpepbl. C ppyroid
CTOpOHbI, JAAA npeobnapjatoLieil  MacCbl WHTEPHET Bellell  CyLLeCTBYIOLME CUCTEMbI
pacnpepeneHua Kitoueil Hempuemnembl, Tak Kak OHU NPefycCMOTPeHbl ANA OAHOPOAHbIX
YCTPOWCTB, TOrAa Kak MHTEPHET-Cpefa COCTOUT U3 Pa3HOPOAHbIX 31EMEHTOB.

Kak 6b1n0 OTMeUeHO, eCTb BUAbI MHTEPHET BeLLiell, KOTOpble peLleHbl BO3MOMHOCTU
BbINOMHATL KpunTorpadpuyeckne byHKUMM MO NPUYUHE HECOBMECTUMOCTU TEXHUYECKUX
TpeboBaHWii uAM  nporpamMmHoro obecneyeHna. ITo npobnema MOMET NPUBECTU K
HeobXOAMMOCTU TEXHUYECKUX W3MEHEHWI YCTPOMCTB, YTO MPUBERET K MOBLILEHUIO WX
cebectoumoctu. CneposatenbHO, HEOOXOAMMO HallTW Takoe pelueHue nNpobnembl, KOTOPoe He
TpebyeT TeXHUYECKNX UN NPOrPaMMHbIX U3MEHEHWIA YyCTPOICTB.

3amMeTuMm, 4TO MHTEPHET Bellam CBOWCTBEHHO PU3MYeCKoe BO3AENCTBME Ha
BHELLHIOIO Cpefy, MO3TOMy LENOCTHOCTb TPaH3aKUWKM MHTEPHET BeLLEel MMEET OrpoMHoe
3HayeHve. [penaTcTeuem B obecrneyeHnn 3TOW LENOCTHOCTU CIYMUT YA3BUMOCTb MHTEPHET
Belleld K pasMyHOro pogja arakam, B YacCTHOCTM, MpOHWKHOBeHMAM U DoS artakam.
Kputnueckoe 3HauyeHWe 3TUX Yrpo3 ANA WHTEPHET Bellell YBENMYMBAETCA C YMHOMKEHVEM
KonunuecTea TeneynpasnAeMblx ycTpoiicts. OMbIT nokasbiBaeT, 4TO GONBbLUMHCTBO MHTEPHET
Bellell yAOBNETBOPAIOT TONbKO MpocTeiilune TpeboBaHUA 6€30MacHOCTU  MOCPEACTBOM
UAEHTUDUKALMM 1 He 3aluyLLeHbl oT atak. CylecTBytoLive A0 CUX MOP peLleHUA OCHOBaHbI
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Ha rMporpaMmHoM obecrneyeHun, KoTopoe pa3paboTaHO B OCHOBHOM ANA LEHTPaIM30BaHHOI
cepBepHOI1 cpeabl 1 TpebytoT HONbLUMX BbIYUCIUTENBHBIX PECYPCOB.

ueﬂb pa60'rb|. Pa3pa60TaTb AONONHUTENbHbIE CpEeACTBa 6e3onacHoCcTu AnAa pa6OTbI C
0bnaYHbIMU  TEXHOMOTUAMU  C Uenbro obecneyeHna 6GesonacHoro obmeHa AaHHbIMU,
LLENOCTHOCTU TpaH3aKuna u yCTOﬁHMBOCTM K CETEBbIM aTakaMm.

,D,Hﬂ AOCTUMKEHNA 3TOM uenn 6bInn NocTaBneHbl 1 PeLEeHbl Cheayrowmne 3anadn:

Paspabotatb MeToa ynpaBneHua KpunTOrpacoMyecKUMM Katouamu, KOTOPbIiA
obecneunBaeT camoperynmpoBaHue COeAMHAEMbIX YCTPOICTB cpefbl U be3onacHblit
ObMeH JaHHBbIMM MeMOYy HUMK.

Paspabotatb 6e3onacHblil KOMMYHWKALMOHHDBIN MeTod, B obnayHoii cpeie paa Tex
YCTPOICTB, KOTOpble U3-3a OrPaHUYEHHOCTU pPecypcoB He  obecneunBatoT
KpunTorpaduyeckmne npoueaypsbi.

Paspabotatb Metop pna  obecneveHuA LENOCTHOCTM TpaH3aKuuii  obnayHbix
pacrnpejeneHHbix ceTeid, KOTOPbIl Takxe OOHapyuBaeT W NpefoTBpaLLLAeT aTaku,
npucywe obnayHoii cpepe.

OcHoBHble pe3ynbTaTbl AUCCEPTaLUOHHOI paboTbl cneayiolue:

PaspaboTtaH HOBbIi MeTOA ynpaBneHWA Kao4amu, KOTopblii  obecneuvsaet
CaMOKOHMrypupoBaHue WHTepHeT Belleil u 6esonacHyto cpesy AnA obmeHa
JaHHbimm [1, 2].

PaspabotaHa kpunTocuctema nia 6esonacHoro obmeHa AaHHbIMU Mexay obnadyHbIMU
MHTEPHET BeLlLamm, KoTopasa obecriednsas Heobxoaumyto 6e3onacHoCTb, He Tpebyet
M3MEHEHWMI1 NX TEXHUYECKUX NapameTpos [2, 4, 5].

PaspaboTtaH MeTon, obecneumBatoLMil LENOCTHOCTb TpaH3aKuMM B 0bnayHbIX
pacnpefeneHHbIX CeTAX, KOTOpblil NpeaoTBpallaeT CBOWCTBEHHblE obnayHoll cpeae
aTaku u npegoTepalaet ux [3, 5, 6].

Ha ocHoBaHuM MoOMy4YeHHbIX HayuyHbIX pe3ynbTaToB pa3paboTaHO NpPOrpamMmmHoe
obecneyenve IKS ana ynpasneHusa kntovamm, 4TO Ja€T BO3MOMHOCTb MOAKNIOYEHUA
yCTpoiicTBa K ceTu 1 paboTbl C MHTEPHET BelAaMM 6e3 npepBapuTenbHoOli aganTaLmm
M HacTpoiiku. Hapagy c¢ 3Tum, cospgaHo mnporpammHoe obecneyeHne SIT,
no3BonAtoLLLEee YCTaHOBUTL JOMONHUTENbHOE YCTPOCTBO B C€TU U, obecneunBsatoLLiee
6e30nacHOCTb Tex YCTPOWCTB, KOTOpble He MOryT obecneuntb KpunTorpaduyeckue
npoueaypbl. Takwe co3faHa MporpaMMHas peanusauuA MpOTOKONa, KoTopas
obecneunBaeT LENOCTHOCTb M He30MacHOCTb TpaH3aKLmii MHTEPHET Belweit [2, 3, 5].
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