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Vi1 | Va2 | Viz | = | Vik
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Va1| Va2 | Vasz | = | Vak
V51| Vs2 | Vs3| = | Vsk
Vg1| Vg2 | Vg3 | = | Vgk
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wnhpwwbitnbiint - huwpwynpnyeyniuhg:  Ybpwnwuwynpdwt  hwdwp - wnwowpyynd L
gbubpwgub] npnawyh pwuwyniyejwdp uyniubiph hwdwpubp, npnup wuhpwdtion £ gnyg
wn gnyq wnbnwinfubp nhppbipnd: SEubpwgywsé hwonpnwywuniyeniup wwydwuwwu
wujwubup  JGpwnwuwynpdwu qunuuwpwn W npu niup  hbnlyw| wbupp’
ID;,ID,,IDs,...,ID,: Qbubpwgwd uniubph pwuwlyp wbwp £ |hup gnyg: Pwludwu
dwdwuwl ogquwgnpdywd gqunuuwpwnp wuhpwdbon | twl bpwlwugunn Ynndpu,
hwlywnwy nbwpnud huwpwynp sh |hup unwuw] Sduwihnfujwsd (qununuwgpywd)
wnynwwyp b Ywwwpb] qunuupph  JGpwlwugundp: Lwugh wjn  qunuuwpwnp
pwnuwnpwdwubpn (Swytipnd) pwg wnbupny wwhb] huwpwynp sk, wn ywwndwnny
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wnwowpyynid £ wju pwotubi) Yuwwnwpjw) qunnupnipniu wwywhnynn Swdhph 2tidw)hu
dipnnnd U unwgywd pwnwnpwdwubpp  (Qunuuwpwnh  pwnwnpwdwubpp)  Ygby
Guwdnpynn pwnunpwdwubpht - (unp dbeanny pwofuynn hubnpdwghwih
pwnwnpwdwubpht): Npwbu  pwotudwt  wnduubp  ogunwgnpdynd Gu  twfuwwbiu
punpjwd otidwihu  Ywnnigywdéph wyjwiutipp: Chdh pwuwyny pwnwnpwdwubph
dhwynpnwihg htnn huwpwynp Yihuph yepwlwugqut) ypwnwuwynpdwu qunntuwpwnp,
wnynwynw Yuwwnwpb) ybpwnwuwynpnup b dbpwlwuqut) qunnuhpp: Quwynpynn
pwnuwnpwdwu dwjph unnigudpp ubpyuwjwgyws £ uy. 2-nwd:

Ik

¢

3 5
i 0] [aup

Cundhp Cudpp | Mwpnibw-

Puqugpu- Pugugpu- St Yngh | Upniombh 1 | D IDa Nwpntbu-
dwuh hunfwpp | dwubph pubulp h?:ll}:lnlzb hmz:nl;];mh llnég]énh hudwpp | hwdwpp o il Ynipinth
Gunthph dkpnym] puphnjnn

UYy. 2. Pwnuwnpwdwu puyih Gunmgywdpp:

Cwyyh wnubin pwobudwu hwdwp punpwd Ynnh L hwdwwywwnwuluwu
wrynwwyh «wuhpwdbtionnigniup» hwwnwynpnh, win Gpynt mdjuip unyuwbu Ygynud
b ybpwnuwuwynpdwu qununuwpwnht b pwtuynid Swdhph dbpnnny: <wpluwynp £ uok,
np wjn hwnywsdh dwywip gwwn thnpp £ b wpwguwgnpdnipjwt wnnwing gnbipt sh wagnh
dowyJws dbpnnh wpwqugnpdnypjwu Ypw (pwugh dbpnnp Uwjuwwnbujws b dbGs
Swywih hupnpdwghw pwsofubint hwdwp):

LY. 3-nwd wwuwybpdws Gu Swdhph dbpnnh L dowyjws dbpnnh pwofudwu
wpwagnpdnipiniuubph  gpwdhlutipp: LY. 4-nd wwwnybpqwd £ owyn  dbpnnutiph
Ybpwywuqudwu wpwgugnpdnipjut gpwdhlubinp:

Wu gitunud ubipyuywgywd Gu wy) thnpduwlywu wpryniupubip unyuwbu: Ophuwy
2Gb Swdwin hubnpdwghw pwtubint nbiwpnd dowljwd dbennp 42.3%-ny wybih
wpwg b pwu Swdhph dbpnnp: Yepwlwuqudwt nbwpnd wnwybinyeniup 11.95%

12 CPU: Intel Core i3 2.00 GHz,
RAM: 2GB,
= ) HDD: 7200prm:
,_? 8.91
E 7.54
=
-é 6 6.42
5 5.81 =8— Cwdhnh pw2hudwl UGenn
i . — —ll 5 53 —@—Unntnny pw2hudwl JGpenn
:%\’ i 335 :
0 T T
(2,5) (3,5) (4,5) (5,5)

Chduyhtt Yurnigdwdpp (k,n)
UYy. 3. Upwldwé b Cwdpph dbennutpny 10Up dwyuwiiny pupnpdwghugh pwopudwi
wpwqugnnénupul gpubhlnp:
9
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a

CPU: Intel Core i3 2.00 GHz,
RAM: 2GB,
HDD: 7200prm:

[
N

2:23——

=@ Cwuhph pw2hudwl Utenn

71 & =—Unntnny pwphudwl UGenn
R 5 e

Yhpulubgiiwb dudwialyp (1)
=]

(2,5) (3,5) | (4,5) | (5,5)
Chdught hunnigdudpp (k,n)
UYy. 4. Upwlyws U Cwdhpph dGpnnubpny 10Up Swywiny htpnpdwghuyp
Ybpwlhwugudwl wpwquagnpdniygyuwt gnuwphljulinp:

Qniju Gppnpn: Wu gifund ubpyuwjwgynud GU - ufuwubp ninnnn Ynnbipnyg
pwoludwu nbwpnw  pwnwnpwdwuh  hwjwunhnygjuwt  unnigdwu b Ynpwd  Yud
Juwujwsé pwnunpwdwuh ybGpwywuqudwu dbennubpp: Pwununpwdwup  unnigdwu
dbpnnh hhdpnd puwé £ Cwdhph dbpnnnd  pwnwnpwdwuh  unnigdwu  dbpnnp:
Uowydwd wignpppdnd pwnwnpwdwup unnigndp hpdujwsé £ “Cwdhph dGpnnny
pw2fuynn” L “Nwpnibwynipynit” hwindwdubiph unnigdw ypw: Swnunthpp pwatunnp
pwotunwihg wnwe npnonwd £ Cwdhph dbpnnnu ogunwgnpdynn gq L p pYLpp, nphg
htiinn hwodwpynwd b hpwwwpwynw £ rg 1y, -t Wunthbnle punpnd £ pwiptudw
hwdwp ufuwjubp ninnnn Ynnp bW wju wynwwyp, npnyd whinp £ Juwwpdh qunutup
hubnpdwghwih pwtunudp: <wonpn puyinud pwofunnp ghubpwgunid b IDy, [0, ..., [0y
Ybpwnwuwynpdwt qunuuwpwnp, bpwu Ygnud ufuwiubp ninnnn Ynnh b wnynwwyp
hwdwputpp b hwdwpbind nw npwbu 5 qunuupp, Juuwpnwd £ winp hwndwsdh
pwotunip Gwdhph dbpnnny: Npwbu  pwotudwt  wdjwubp  punnignd Gu wju
pwnwnpwdwubph  pwuwyp L oGdph wpdbipp, npp  oguwgnpdybint £ qunuup
hubnpdwghwih pwotudwtu dwdwuwy: Uu  wdbuhg hbnn uuwpdnd £ qunutp
hubnpdwghwih pwalunwip, nphg htitnn wju nsuswgynwd k£: dbpoht pwynd pwsgtunnh
Ynndhg  hwodwpyynd L hpwwwpwlyynd o unwgwd  pwnwnpwdwubph
«MuwpniuwYnipyniu» hwndwsdubiph CRC32 wpdbipubpp (CRC1,CRC2,...,CRCn): <wayh
wnutiny, np CRC32-p dhwynnidwuh $niuyghw k, www Yuwpnn Gup wunb, np upw
hpwwwpwynwip nshus sh pwgwhwjnnd pwnwnpwdwuh ywpniwwynyejwu Ybpwpbipjug
U htnbwpwp wuywnwugnipjwu nbuwulyniuhg ny dp fuunhp sh wnwewgund: Wupwuny
pwtunnh Ynndhg pwotudwt gnpdptpwgt wjwpwnynud k:

Wdd nhunwnplybup wju gnpdnnnigynitubiph hwenpnwlwuniegyniup, npp wbinp L
Jwuwwph pwnwnpwdwu unwgnnp, npwtugh hwdngyh, np hp pwnunpwdwup hpwywu
E W thnipnfujwd sk:

1. Unwuwiny pwnwnpwdwup, hwpluwynp £ wnwiuduwgut] «Cwdhph dkennny
pwfuynn» hwwndwdp b dbpp uqupwgpwd wignphpedny uwnigb] win
hwwndwsdh huynipniup  (oguwgnpdtiiny  pwyfunnh  Ynndhg hpwwwpwlyywsd
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wnyjuiutipp): Gt wyn hwnjwsdnwd utuw) sh hwynuwpbpynud , www hwplwynp
E owpniiwybp uwnnignudp b wwpgl]  «Nwpniowyngniu»  hwndwsdh
huynigyniup: Get «Cwdhph dhpnnnd pwtudnn»  hwwndwoénd  ufuw k
hwjinuwpbpynd, www unnignp  wdwpnynd £, huYy  pwnunpudwup
hwdwpynw  thnthnfjujwsd (Ytndwsd Ywd Juwuywd):

Unweoht Ybwh uwnniqgiwt npwlwt  wpryniuph nbiwpnwd,  pwnwnpudwuh
utithwwuwwbpp  hwoqupynud £ «Nwpniswynyeyni»  hwindwsh CRC32
wpdpp W hwdbdwwnnWd wju pwofunnh  Ynndhg  hpwwwpwyyws
hwidwwwuwufuwu CRC32 wpdtiph htiwn: <wdpuyubint nbwpnid hwdwpynud k,
np wyn hwwndwdnd  thnihnfunieinit sh Juwnwpytp W upwuny  unnigdw
gnpdpupwgp wywpwuyntd

huswbiu nbuwup, unnigdwu gnpdpupwghg nnipu duwght «Pwununpudwuh

hwdwpp», «Pununpuwdwubph pwuwlp», «Ckdp», «Cwdhp hwnduéh swdwip» L
«Gwdhp hwwnjwsh CRC» hwwndwdubtipp: Wu hwwndwdubipp sunnigbint ywwnwnp

htinlywu k:

1

«Pununpuwdiwuh hwdwpp», «Pununpuwdwubph pwuwlp» U «Chdp»
wnuiutipp hwdwpynd Gu hwjiuh b npwug unnigdwu hwdwp  [pugnighs
wignphpdwywu [nwnidubp hwplywynp sku:

«Cwdpp hwnjwsh swjwp» U «Cwdhp hwwndwsh CRC»  hwwnywdubpp
unnigbiint Ywphp syw, pwugh upwughg wnujwqu deyh thnthnfunyeniuu wpnku
Ywnwowguh upuw) “Cwdhph dbennny pwifuynn» hwndwsh uwnnigiwu
pupwgpnLy:

Wupwuny pwnuwnpwdwubph uwnnigdwu  gnpdpupwgp Ywpbh £ hwdwpb)

wwpunyws:  Udd nhwnwpybup  wju  LGnwuwynd pwnunpwdwubph  unnigdwi
hwywuwnhniyniup: <uwpwyn’p £ wprynp “fuwih)” wju unnigdwu dbennhu: Rwuh np
unniqiwt gnpdpupwgp pwdwuywsd k Gpynt dwup, wwyw wujnwugnipjut unnigdwu
hwdwp nhwnwpybup upwughg jnipupwtgnipl wnwudhu:

1.

“Cwdhph dGpnnny pwfudnn» hwwnjwsdh wudunwugniyeiniup hhdujws L
Cwdhph dbpnnny pwnwunpwdwubph  unnigdwt  Jpw, huly wyn  dbpnnp
hwdwpynu £, np wywhnynwd £ Yuwnwpjw) wudunwugnigyniup: <Gnbwpwp wju
hwuinywsdh unnigiwt huynieyntup Yuwulwsd sh hwpnignud:

“Nupnibwynpynt”  hwwnjwdh unnigiwu  dwdwuwl  ogunwgnpdynd k
CRC32, npp Ywpbh £ hwdwpb) hby $niuyghw: bhwpyt hby $niuyghwubiph
nbwpnwd gnjnigniu nwh  Ynjhghwih  hwjwuwywunygniu b nbuwlwunpbiu
huwpwynp £, np (huh wy “Nupniawynyeyni” hwndwd, nph nbwpnu unwgyh
dphlunyu CRC32  wpdbipp: Uwlwju hwodh wnubiny, np “Nupniswynipynu”
hwwnjwdp niwh dbé dwywy b wyn dwdwp qunwnuh sk, wwyw hwlwnwlnpnh
fuunppp Ewlwunpbu pwpnwunwd £: Lw wbwp £ thnpdh gquub] wyn unyu
Gpywpnigywu wy; phpwihu hwonpnwlwunyeiniu, nph nbwpnud Yunwgyh unyu
CRC32 wpdtipp: Quuwjwd np wyu gnpdnnnipjniup  pwjwlwuhtu pwpn £ W
dwdwuwlwwwp, wjunuwdbuwjuhy wuhpwdbnnygyuwu nbwpnd Yupbh |
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CRC32-p thnfuwphuby wy' wybh Gpywp hby dniulghwyng, nph nbwpnid wwn
wybh nddwp Yhuh quub) dhlunyu htip wpdbp niubignn U unyu Gplwpnigjwu
phprwjhtu hwonpnuwywunieniu: CRC32-h puwnpnigyntup wwydwuwynpywd k upw
wpwgwagnpdnijwdp b dhwdwdwuwl thnpp Swywiny:

Wu gjfunwd twl bupwgpyws b ufuwubp ninnnn Ynnbpnd pwotudwu hwdwnp
Ynpws Ywd Juwujwsd pwnwnpwdwup Ybpwlwuqudwu dbennp: depwlwuqudwu
dbpnnp  hhdujwsé £ qunuupph  dhowtw| pwgwhwjnmdwt Jpw, uwlwiu wn
gnpdpupwgnid pwgwlwjnwd £ tpguwwu wwwynnwynpdwu gnpdnnnipinitup: Utipnnp
Fwywunptu wyblh wpwg b, pwt ywpquwbu qunuuhph Jbpwlwugqundp b Ypyhu
pwotunwip: Ubennh wofuwwmwuph tjwpwgpnygjwu hwdwnp hwplwynp £ ubpyujwugub
pwotudwt wignpppup pinYy-ufutidwu, npp Wwwnlbpdws £ uy. 5-nu:

Haunp. i__b_ll_?_,

i ; Uwu1
: dEpunuuwnpnid :
: | Unnuinpywd | Swdhpny pupfuniy ! Uwu 2

Qununiuhp T suuiitip :
: ~dpudnpmid
: Uwun
| Fuwounid

UYy. 5. Quninupph pwphudwt dbpnnp wppuwgpwbpp:

Jdbpwlwugudwu gnpdpupwgp wwwnybndws £ uy. 6-nw: huswybu nbuunw Gup
npwbiu dnunpwiht wjjwiubp wpdnd U t hwn pwnunpwdwu b wjt pwnunpwdwuh
hwdwpp, npp wuhpwdtion | Ybpwlwuqubp Punwnpwdwup dbpulwuqudwu hwdwp
Uwfu wuhpwdbion E yepwlwuqut “Cwdhph dGennny pwfuynn» hwndwsép b unwtiwg
Ybpwnwuwynpdwt qunnuwpwnp, ufuwubp ninnnn Ynnh b wnuwyh hwdwpubpp:
Mubuwiny wyn wywutipp huwpwynp £ Yuwnwpb) yepwnwuwynpdwu b fudpwynpdwu
hwlwnwd gnpénnnipniutipp: Wu wdbuhg hbinn qunuuhph JEpwlwuqudwt hwdwp
wuhpwdtion £ Yuuwwnpbp wwywynnwynpdwt gnpdnnnipniup, uwlwjt pwnwnpwdwuh
Yybpwywuqudwu hwdwp wjn gnpdpupwgp wuhpwdbon sk dbpwlwuqudwu hwdwp
wuhpwdtion £ unwgywsd nyjwiubphg wnwuduwgub| wju untubiph wyjwiubpp, npnup
ogunwgnndyb u k-pn pwnwnpwdwuh unwgdwu hwdwp:
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------- J e———— >
Uwu it E > E
E Gunihpny] Jkpujuiiqinid !
E I Epunuuwynpnid™ E JGpwywugunid
| : » Uwu k
Uwu ic E > E
E I Epwpdpwynpnd E
k i
. dGpwywuquned |

UYy. 6. Ynpwé pwnwnpwdwup Ybpwlwbqunidp:

Thunwpybup ophtwy: Bupwnpbup pwotudwu hwdwp oguwagnnpdyt £ wnynwwy 1-p, npu
wwwhnynd t (4,5) 2tdwiht Yunnigywdp: Npwbu Ynpwd pwnwnpwdwu nhunwpytup
wnwoht pwnuwnpwdwup: Wu nbwpnd Jepwywuqudwu hwdwp npubiu dnunpuwjht
wnuubp  hwplwdnp £ ww) 2-5 pwnwunpwdwubpp b 1 phyp: “Cwdhpny
JEpwlwuquny”, “dbpwnwuwynpnd™ L “dbpwjudpwynpnud” gnpdnnnipeiniuutiphg
htitnn Yuunwuwup wju uniubiph wuiutipp, npnup tpwd Gu 2-5 pwnwnpwdwubph
nhdwg: Hddwp sk nbutb), np wnweht pwnwnpwdwuh hwdwp wuhpwdboun unbpp
wjnintin wnlw Gu: Uuhpwdtiown L ybpgubip wyn uiniubph ndjwiutpp b dbwynpb) wnweht
pwnwnpwdwup:  Wu  gnpdplpwghg  nnipu duwg  wdblwdwdwuwlwwnwn
gnpdnnnipiniup’  hudnpdwghwih - wwwynnwdnpnwdp b pwgwlwinn  uniubiph
Jbpwywugqunwp:  Ljwpwgpyws  dbpnnp sh Jwupnn  JGpwlwuqub]  Ynpwd
punwnpwdwup wju nbwpnud, bpp t = n: Wn nbwpnd huwpwynp sh (hup yepwlwuqut
“Cwdhpny pwfunid” hwwndwdép b hGnbwpwp duwgwsd gnpdnnnipniutubpu wpntu
wuhuwp Yhuph Ywwwpbp Uuhupt, Ywpnn Gup hwuwnb|, np t = n nbwpnu pwfudwu
dbpnnp oww nhulwihtu £ L unyupuy dBY pwnunpwdwuh Juwundp Yud Ynpnwnp
Upbiph quninuhph Ynpuwnhu:

LY. 7-nd ywwlbpjwsd Gu Swdhph b dowyqwsd dbpnnubpnud pwnwnpwdwup
unniqiwt dbpnnubph wpwgnpdnieniuutph gpwbhyubpp: LY. 8-nu wwwnlybpjws L
wjn dbpnnubpnud pwnwnpwdwup ypwwuqudwu dbennubph wpwquagnpdnigyntuubph
gpwdhyutipp: Gpwdhlubpp gnyg tu wwihu, np dawlyws dbpnnubnu wybih wpwag b,
pwu Swdhph dbpnnh nbwpnid:
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140 - CPU: Intel Core i3

E 119.89  2.00 GHz,
120 119.¢
Ei / RAM: 2GB,
5 g 100 _ HDD: 7200prm:
5 = / ﬁw
% —5‘ sl =i Cwuhph UGpenn
23 60 60.05 /
5 |
g& E % /0/48.67 —&—Unnbnny Utpnn
E 20 -

10 50 100 200 500 1000

Pununpudwuh swuyp (Up)
UY. 7. Cwdppp U Jpwlhjws dbpnnubnnid pununpwdwup uipnigdwt dGpnntbinh
wpwagnpdnyayniiiph gpudhliupp:

600 CPU: Intel Core i3
o 2.00 GHz,
= “5 = /‘Wﬂ RAM: 2GB,
3 = > 400 HDD: 7200prm:
15E o
“5 2 300 ~@— Gwuhnh uGEnn
?_—r E /{40.78
E E‘E 200 =8 Unntpny Utpenn
e
=2 100
5.01
O b T 1 T T

10 50 100 200 500 1000
Pununpudwuh Suduyp (Up)

UY. 8. Cwdhpp b wldws dGennubinnid pwunwnpwdwup Jbpwlwuqtudwt dGpnntubph
wpnwannpdnypyniutibph gnuwphlytiinp:

Qinifu snppnpn: Uu gfunid - ubpluyugywsd £ ounwgyws ghunwlywu
wprynwupubph hpdwu Ypw dwyywd qununupph pwofudwu ECC Sharing hwdwlwpgp,
npp  huwpwynpnigntt £ wwhu wpwg  pwtubp b yEpwywuqultp d6§  dwlwih
hubnpdwghw, Ywwwpl) pwnwnpwdwuh  uwnngnd,  YbEpwlwuqutp  Ynpwd  Yud
Juwuws pwnwnpwdwubipp: Lwl uywpwgpyntd £ nunwWuwlywu bwwwnwlubph hwdwp
dowyJwd' qunuuhph pwofudwu dbennubph  hGnwgnundwu ECC  Sharing  Explore
hwdwlwnpgp, npp htwpwynigyntu £ wwihu hbnwgnnb) huswbiu Ynnbipnd, wjuwybu b
gnynipniu niubignn wy] pwofudwu dbpnnubpp: <wdwlwpgp htwpwynpnipniu £ wwihu
hwibdwwb]  pwofudwt  dbpnnubpp pun  wpwqugnpdnipjuu:  Uwupwdwut
Ugwpwgnyuwsd £ wn dpwgph wafuwnwupp:
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uchiusSuuLh <hUutuuul ur3nrueusre

Uowlyb) t qunnuhph pwotudwt stdwiht dbpnn’ hhdudwd ufuwiubp ninnnn Ynnbiph
Jpw, npu  h wwppbpnginiu gnyneyntu niubignnutiph - wdbih - wpwg £oL
huwpwynpnipintu £ wwhu uuwpbp 06 dwdwih hubnpdwghwih  pwofunud’
wwwhnybind huswbu qunuupnuygyniup, wjuwbu £ wdpnnowlwunygniu  ni
hwuwubihnieniup [1, 2, 3, 6, 7, 9]:

Unwewnpyyb) b pwnwnpwdwuph hwjwunhnipjut unniqdwt wpwg dbenn, npu h
wmwppbipneyntu gnjnipnlu niukignnubiph,  huwpwynpnigyniu £ wwihu  uwnnigh)
pwnwnpwdwup ufuwubp ninpnnn Ynnbpnd  pwotudwu nbiypnud W hwjnuwpbint
Ytndywsd Ywd Juwudwsd pwnwnpwdwubpp [4, 5]

Unwowpydt] b Juwuywsd Ywd Ynpwé pwnwnpwdwuph wpwg ybpwlwugudwu
dbipnn, npu h wwppbpnyeiniu gnjnieniu niubkignnutiph, huwpwynpniginit £ wwihu
ogunwgnndtip wju ufuwiubp ninnn Ynnbpny pwotudwt nbwpnd b dGdwgunud k
gunuupph wwywhny ywhwywudwu dwdwuwyp [8, 9, 10]:

Uunwgywsd ghunnwlwu wpryniupubiph hhdwt dpw dowyyb) b qunnuhph pwotudwu
ECC Sharing hwdwlwpgp, npp huwpwynpngnit £ wwhu wpwg pwfub b
ybpwywuqub) d&d dwdwih hupnpdwghw, Jwuwwnpb) pwnwnpwdwup unnignud,
Yybpwlwuqub] Ynpwd Ywd Juwujwsd pwnwnpwdwubipp, nph 2unphhy pwofudwu
gnpdpupwgp wnwquwgh| t 42.3%-ny, huy yepwywuqudwup' 11.95%-ny [4, 5, 7]:
Nwnuitwywu tywwwlubph hwdwp JYwyjwd qunnupph pwfudwu dbpnnubph
htitnwgnundwu ECC  Sharing Explore hwdwlwpgp  huwpwynyenitt £ wnwjhu
hGwnwgnunbp huswybu Ynnbpnd, wjuwbu £ gnngniu niubignn wy  pwtudwt
dbpnnutpp:  <wdwlwpgp huwpwynpniggni £ wwjhu  hwdbdwnb)  pwotudwt
dbipnnubipp pun wpwquagnpdniejwl [5, 7]:

<rusuruy4uo uchuusnrfe3nruLere
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Khemchyan Artak Ararat

RESEARCH OF METHODS FOR SECRET SHARING BASED ON ERROR-CORRECTING
CODES

RESUME

The rapid development of information technology has led to a significant part of the
confidential information to be stored in electronic formats, the loss or exposure of which can
cause undesirable consequences for the user. In parallel, the risk of possible attacks on
information systems increases, the purpose of which may be disclosure of confidential
information, its damage or modification. From the other hand, potential data loss is possible
due to natural phenomena. For the described cases, secret sharing methods may be useful.
The most popular secret sharing threshold methods were originally used for the distribution
of keys, i.e the secret information is being encrypted and encryption keys are distributed
afterwards. This solves the confidentiality problem, but doesn't address integrity and
availability problems, which are open and not solved yet. If encrypted information is not
available or is damaged, it is impossible to decipher it with recovered key. Currently, new
data sharing method is widely used. It offers new option for entire data sharing rather than
only key and solves Integrity and availability problems as well. Given the fact that existing
methods are slow and the volume of information is growing day by day, a question arises to
develop a faster threshold secret sharing method. Different researches show that the fast
threshold secret-sharing method can be achived by using the Error-Correcting Codes.

In secret sharing method not only the distribution and recovery speed, but also the
security of components has an important role. Therefore, secret sharing method must have
component checking mechanism, and if necessary, the possibility of restoring lost or
damaged components. These capabilities increase the safe storage time of information.

Goal and objectives.

The purpose of this research is a development of new secret sharing methods,
based on Error-Correcting Codes. To achieve this, following problems are listed and solved:

e develop a high-speed threshold secret sharing method that allows to recover and
distribute large volumes of information,

e develop components' verification method for secret sharing based on Error-
Correcting Codes,

e develop fast method of damaged or missing component recovery for secret sharing
based on Error-Correcting Codes.

17



The main results are:

e New secret sharing threshold method has been developed, which is based on Error-
Correcting Codes. Unlike existing ones, this is faster and enables distribution of
large volumes of information, ensures information confidentiality, as well as
integrity and availability [1, 2, 3, 6, 7, 9].

e Proposed a fast method of checking the authenticity of components, which, unlike
the existing ones, provides an opportunity to check the components shared via
Error-Correcting Codes and detect the falsified or damaged components [4, 5].

e Proposed method of rapid recovery of lost or damaged component, which usage
during sharing via Error-Correcting Codes, unlike the existing ones, increases safe
storage time of the secret [8, 9, 10].

e Based on the results obtained from the research developed, "ECC Sharing" Secrets
sharing system has been developed, which allows quick sharing and recovery of
large volumes of information, as well as performs component validation, recovers
lost or damaged components. From performance improvement point of view it
makes the distribution process faster by 42.3% and recovery by 11.95%
appropriately [4, 5, 7].

e "ECC Sharing Explore" system, designed for educational purposes, enables the
system to research secret sharing methods based on Error-Correcting Codes, as
well as to other distribution methods. The system allows also to compare the
performance of different sharing methods [5, 7].
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XEMYAH APTAK APAPATOBMY

PA3SPABOTKA CPEACTB PACMNPEAENEHNA CEKPETA HA OCHOBE KO/10B,
NCTNPABJIAOLWNX OLLUNBKN

PE3IOME

BbicTpoe pasBuTME UHGOPMALMOHHBLIX TEXHOMOrMiA MPUBENO K TOMY, 4TO
3HauMTeNbHaA 4aCTb CEKPETHbIX JaHHbIX XPAHATCA B 3NEKTPOHHOM chopmate, U notepa unm
pacKpbITUE MOMET MPUBECTU K HemenaTenbHbIM MOCNEACTBUAM [AJA MONb30BaTeNA.
MapannenbHoO € 3TUM, YBENMYMBAETCA PUCK BO3MOMHbIX aTak Ha MH(POPMAaLMOHHbIE CUCTEMbI,
LeNblo KOTOPbIX MOMET OblTb Kak pacKpbiTUe [aHHbIX, a TaKkKe MOBpEKAEeHNe Wnu
moandmkauma. C fpyroii CTOPOHbI, BO3MOMHbI MOTEPU AaHHbIX U3-3a NPUPOAHbLIX ABNEHMUIA.
B onucaHHbIx cnydasx MoryT 6biTb MonesHbl METOAbl pacnpepeneHus cekpeta. Hambonee
nonynApHble MeToAbl MOPOrOBOr0O pacnpejeneHna CekpeTa NepBoHayanbHO UCMONb30BaIUCH
AnA  pacnpepeneHua Kitoveil. To ecTb, cekpeTHaa uHdopmauma wudpyeTca, a Koy
wndpposaHna pacnpepensetca. B atom cnyyae pelnaetca npobnema KoHduaeHUManbHOCTH,
HO He pellieHbl Npobnembl LENoCTHOCTM U AocTynHocTu. Ecnn windpposanHaa uHdopmaumsa
6ynet noBpemjeHa WAW  HENOCTYNHA, TO BOCCTAaHOBNEHMEM  K/OYa  HEBO3MOMKHO
paclumncbposatb MHpopmaumto. B HacToALlee BpemAa pacnpocTpaHAETCA MeToj, LenoCcTHOro
pacnpegeneHna nHopMaLLMn, KOTOpblii yie peluaeT npobnemy AOCTYMHOCTU W LENOCTHOCTM.
YuutbiBaa TOT chaKT, YTO CYLLECTBYIOLLME METOAbl ABMAIOTCA MEAJEHHbIMU, a obbem
WHpopMaLMM  pacTeT € KaxablM AHEM, noasnAetcA HeobxoaumocTb paspaboTku 6Honee
bbicTpopeiicTBylOLLLErO  MeTofia MOPOroBoro  pacripefeneHus cekpeta. MccneposaHus
nokasanu, 4To ObICTPOAENCTBYIOLLMIA MeTof, MOPOroBOrO pacrpefeneHne cekpera MOMHO
MOMy4NTb C MOMOLLLbIO KOJLOB, UCMPaBAAOLLIMX OLLUOKM.

B meTope pacnpepeneHus cekpeTa BaMHYlO pofb UrpaeT He TONMbKO CKOPOCTb
pacnpocTpaHeHWA M BOCCTAHOBNEHUA, HO U 6E30MacHOCTb KOMMOHEHTOB. TakuM obpasom,
METOZ, pacrnpepeneHna fomkeH ObiTb HafeneH BO3MOMHOCTAMM MPOBEPKU KOMMOHEHTA, U, B
ciy4yae HeobXOAMMOCTH, BOCCTAHOBNEHWA MOTEPAHHONO WM MOBPEMAEHHOIO KOMMOHEHTA.
OTU BO3MOXKHOCTU YBENMYMBAIOT BpeMA 6e30MacHOro XpaHeHua UHdopMaLmum.

Llenbto paboTbl ABnAeTcA paspaboTka ObICTpbIX CPEACTB pacripefeneHua cekpeTa C
MOMOLLLbIO KOJ0B, UCMpaBiAoLWmUX ownbku. [ina joctumeHna aToii uenm bbiam noctaeneHbl n
peLleHbl crepytoLLme 3aaa4m:

e PaspabotaTb 6bICTPOAENCTBYHOLLMIT NOPOroBbIii METOL, pacnpefeneHna cekpeta,
KOTOpbIVi MO3BOMUT pacrpeiennTb U BOCCTaHOBUTb MHAOpMaLLMio 60onbLLOro
obbema.
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e Paspabotatb mMeTop NpoOBEPKM MOAJMHHOCTU KOMMOHEHTa NpY pacrnpeneneHnii
NMOMOLLLbHO KOJLOB, UCMPAaBAOLLUX OLLUMOKK.

e Paspabotatb mMeTop, ObICTPOro BOCCTAHOBEHMA MOBPEMAEHHOTO MU NOTEPAHHOIO
KOMMOHEHTA MpyW pacrpeieneHnm ¢ NoMOLLbHO KOLOB, UCMPaBAIOLLUX OLLUNOKK.

OcHoBHbIe pe3ynbratbl J],VICCGpTaLI,VIOHHOVI pa60Tbl cnepyrowmne:

e PaspaboTtaH moporosblii MeTon, pacrpefeneHus CeKkpeTa, OCHOBaHHbI Ha Kopjax,
UCMpaBRAIOLLUX OLIMOKU, KOTOpLIN, B OTIMYME OT CyllecTyloLLux bonee ObICTpbIii
1 no3BonAeT pacnpepenaTb bonblume obbembl faHHbIX, obecneunBas He TONbKO
KOH(pMAEHUMANbHOCTb, a TaKkKe UX LeNnoCcTHOCTb U gocTtynHocTs [1, 2, 3, 6, 7, 9].

e PaspaboTtaH ObICTpblii METOA NPOBEPKU MOAJMHHOCTU KOMMOHEHTA, KOTOpbIi B
OT/IMYME OT CYLLECTBYIOLLMX MO3BONAET MPOBEPUTL KOMMOHEHT MpW pacrnpeaeneHum
C MOMOLLBIO KOAOB, WCMPaBAAIOWLMX OLWKUOKU, M OOHapyWUTb NOAAENbHble WK
noBpeMJeHHble KOMMOHeHTbI [4, 5].

e PaspabotaH  MeToA ~ ObICTPOrO  BOCCTAaHOBJEHWWM  MOBPEKAEHHOrO UM
OTCYTCTBYIOLLLETO KOMMOHEHTA, KOTOPbIN, B OTMYME OT CYLLECTBYIOLLMX, NO3BONAET
ucrnonb3oBaTb €ro rnpu pacnpepeneHuu C MOMOLLbIO  KOAOB, WCMpPaBiAOLLMX
oLmnbKM 1 yBennumnsaeT Bpema besonacHoro xpaHenua cekpeta [8, 9, 10].

e Ha ocHoBaHMM Mony4eHHbIX Hay4HbIX pe3ynbTatoB paspaboTtaHa cuctema «ECC
Sharing» pacnpepeneHua cekpeTta, KoTopaAa no3BonAeT ObICTPO pacnpefenatb u
BOCCTaHaBnMBaTb WHdpopmauuio 6onblioro obbema, BbINONHATL TECTUPOBaHWE
KOMMOHEHTa, BOCCTaHaBAMBaTb MOTEPAHHbIE WM MOBPEHKAEHHbIE KOMMOHEHTbI, C
MOMOLLbIO  KOTOPbIX —Mpouecc — pacnpefeneHua  yckopunca Ha 42.3%, a
BoccTaHoBneHue - Ha 11.95% [4, 5, 7].

¢ Cucrema uccneposaHua metopos pacnpegenenuna cekpeta «ECC Sharing Explore»,
pa3paboTaHHbIil fna obpasoBaTenbHbIX Leneii, AaeT BO3MOMHOCTb UCCNefoBaTb Kak
MeTOj, Ha KOJax, Tak W [pyrue CyLLLecTBylOLME METOAbI pacripefeneHua cekpeTa.
Cuctema paeT BO3MOMKHOCTb CpaBHUTb METOAbI pacnpeaeneHua no ckopoctu [5, 7].

20



