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Upfluwwnwuph punhwunip puniypwughpp

fBtdwjh wpnhwlwunipiniup

dwdwlwlwyhg qunuuwgpnipjwt Yuplnp - fuinhpphg £ dh - pwup  Ynndtiph
dnunpwiht ndyuijutiph qunuupneniup ywhwwunn hwyduwplutiph  hpwlwuwgnudp:
“thgnip n pYny dhdjuug syuinwhnn Py, ..., B, Ynndbpp gwulwund Gu hwouplyby
twfuwwbu punpgwd dh $niulyghw, npnd jnipwpwtgnip dwutwyhg niuh hp qununuhp
hwunhuwgnn dnunpwjht ngjuiutipp: Ywplnp wwpdwu £ jnipupwggnip dwutwlygh

dnuwnpwihtt - nyuijubph  qunuupngywu  wwhwwunwp  w)  dwutwyhgubphg  Yud
dwutwyhgubiph fudpbiphg, wjuhupt hwoqwpyh hpwwiuwgdwt  wprynpnd  nplk
dwutwygh dnunpwjhtu myjwiubph dwuht hwjnuh nwpdwsé nbinkynigyniuttipp swtiinp &
lhubu  wdbihu, pwu  dhwiu  $ndiyghwih - Gpwihu  wdpwiutphg  nnipu plipgnn
nbinkyniejniutbipp:

Sniyghwyh'  dnunpwihu - wdyujubph qunuupnyginiup wwhwwunn  hwowplyh
ppwlwuwgnwp  Juunwhbih  Ynndp  dwutwygnpjwdp  Yupbh b juqdwlbpwt
wnpwdwnnbiny gunuup nuiutpp Junwhbih Ynndhtu, nd Yhpwlwuwguh pniuyghwyh
hwodwpyp b wpryniupp  Yupwdwnph  dwutwyhgubipht, wnwug  pwgwhwjntint
jntpwpwuginiph ndjuiubpp: Wu nbwpnud uwlwit wnwowunwd U wuywnwugnipjul
fuunhpubip, pwuh np qunuuhpubiph Ytuwmpnuwgnuip huwpwynpniegyniu £ pudtinnid
pwgwhwyinb mbinbYnieyniuubp pninph dnwnpwihu ndjwiubph dwuht' gpnhbing dhwju
Juwnwhbih dwutwyghu: Upnw Ynndhg npn2 hwogwplubph nbwpnid Juinwhbih Yynndbph
wnlwynigyniup - wd  wnwhuhpht - wyjwiubph - wpwdwnpnwip - wupnywwpbh  k
opbuunpwlywu  Jdwlwpnwyny'  wwpwuwdnpdwd  dnuwnpwiht - wdjwjubph hnyd
gunuuhnigjudp: Wnwhuph nbwptiphg Gu pd2julwu hwunwwnnienuubph huwpwynp
hwdwgnpdwygniejniuutipp, npnug  pupwgpnd  hpwlwuwgynn  hwodwnplutipnid
ogunwgnpdynd G dwpnywug pdojuwlwt wwwndnieniiubpp Yud Yhuuwswihwywu
wnjuiutipp: Yunwhbh Ynndhg funwwihtiine dey wy hhdwuwynpnud £ gtipghuhu Ynndhg
gunuuh wnduutiph gnpéwddwt Ywutunwp nunbuwlwt wnwybiinuyentt unwuwnt
Jwd Ynnuwwwhnipjwi tywwwyny wngwug wénipnubiph Ywd dpgulgnn wuhwwnubph
Yuwd Yuqiwybpwnieiniuubph hwdwgnpdwlgniejwu nbwpbipnud:

Uujunwtug pwqiwdwutuwyhg hwojwplyubp (URL) hpwlwuwgunn hwnnpnwlwpgbph
htwnwgnungniuubpp GBplup dwdwuwy dhwju wbuwlwu punye Ehtu Ypnud, vwywju
ytipoht nwutwdjwynw hpwlywuwgyt) tu wudunwug hwodwpyubp hpwlwuwgunn dh
pwuh dpwgpwihtu hwdwihputip, npnup hhdudwd Gu wmwppbip hwnnpnwlwpgbph ypw:
UP<-h wnwoht hpwlywu Yppwnnwp Yuwjwgwy 2008-hu TFwuhwnd  wuglwgynn
wénipnh pupwgpnu: Ldwu hwdwlwpgbph Yhpwnnigniuubpp ubpluwjwgyb) Gu twl
ElGYunpnuwhu punpnienuutiph, wngwug wnlunph, gbundh hGnwgnuingyniuubph L
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wjl nnpunubpnud: 2012 2nhu b wynp  ubipluwywgpl) B wjuwbu  Yngwds GMW
hwnnpnwywnpgh ypw hhdujwsé dh hwdwywng, npp hwunhuwund Ep URPL jwjwgnyu
hpwlwuwgnuwip hhdujws wuwnbnuly thnfuwugdwu (oblivious transfer) hwnnpnwlwpgh
Ypw: Uuwmbnuy thnfuwugdwu hwnnpnwlwpgbiph nippond unp - quipgugnuiutiph
Yhpwnnuwip htwpwynp £ nupdunwd  gbpnugjw) hwdwlwpgh  wpryniupubiph  bwwbu
pwpbjwynidp:

Whiwwnwuph tywwmwlyp

Ustuwwnwuph qifuwynp tywwnwlu b Yunnigtip Spwagpwihtu hwdwihp, npp ey b twihu
dh pwup Ynndbph hpwlwuwgub hwodwplubp hhdugws Ynndbiph qununup dnwnpuwjhu
wndjwiubph ypw ' wnwiug pwgwhwpnbine wn nduiubpp b fwwbu  pwpbwyb)

twfuypund  ppwlywiwgws Udwuwwhwy  hwdwlwpgbph  wpwquagnpdnieiniup,
funwwthGiny pwg pwuwihny qunuuwgpniguu gnpdnnnipniuttiphg W thnfuwpbup
ognwgnnpdtiiny uwhwwly wpynh qunuuwgpniejwu  (white-box cryptography) ynw
hhdudws wunbinyuy thnfuwugndubip: Swulywh £ twlb wywnpgbgub) oguinwgnpdnnutiph
woluwwnwupp  hwdwlywpgh  hGwn'  Ubpwnbind  wjunbn  pwpép  Jwlwpnwyh
Spwagpwynpdwu |Gqyhg pnyjwi ufubdw Ywnnignn Yndwhywwnnp, npu oguiwgnpdnnhu
wqwunw £ ufubdw Yunnigbine fuunphg b hwpdh £ wnund wndup hwdwlwpgh
wnwuduwhwwnynipniuubpp:

Lhwnwgnndwy dkpnnubkpp
Upfuwwnwupnu  oquwgnpdyti Gu  uwhwwy wpynh qunuuwgpnipjut  dbpnnubp,

uhdbwnphly pwuwihn qununuwgpnigjwtu  dbennutp L Spwgpwiht  wwwhnydwu
Uwluwgddwu dbennubp:

Shuwlwu unpnypp

e  Uwhwwly wpynh qunuuwgpnigjw Yhpwnnd wudnwug pwqiwdwutwyhg
hwodwplubph hpwlwuwgdwu hwdwnp

e Uwhwwly wpynny wunbquy thnjuwugdwtu hwnnpnwyuwngh purwjudwu
YJunnignud

e Gpwlwunppywu dby hwjnup  (wuwbu  Yngqws GMW)  hwnnpnwlwpgh
pupwjudwu Ywnnignwd, npp pnyp  wwijhu dnunpwiht b Gpwht tnndyujutp
ntubignn, uwYwju hwoywpydwup sdwutwlygnn Ynndbph ubpwnnid

UWuwwwuph wpnyniupubph  hwjwuwpnieiniup  hhduwynpynd £ ppwywtwgyuwd
Spwagpwiht hwdwlwngh Yhpwndwdp unwgywd dh owpp thnpduwlwu wpnyniupubipny:




Uwnwgywé wpryniupubph Yhpwnwlwt tywwynipyniup
UwnbBuwtununipjwt ppowtwlyubpnud twjuwaqéyb) bW hpwlywuwgyby k dpwapwjhu
hwdwlwpg, npp
e ubpwnnui £ ytpohu tnwphubpht wnwowpyywsd wmwppbip wmbuwlwu dbpnnubph
Spwagnpwiht hpwlywuwgnwiubp b hGwnwgnnnnht huwpwynpnigynitu £ wwihu
Juwuwwpb]  wwpwwbuwly  thnpdwpynwittp npwug  hbw,  phuswbu  twl
gnpduwyuwund hwoduwnyb) unp dowlynn dninbignidubiph wpryntuwybunnigywu
nwpwwnbuwl punipwgnphsubn
e oguuwgnpdnnubpht  htwpwynpnyeyniu £ wwjhu  ufupwgpl)  dnwnpwhu
wnwiubph  ogquiwgnpddwdp  Ywuwwpynn  hwoqwplubp b Ywpnn  k
ogunwgnndybp UPL wwhwuonn gnpduwlwu Yhpwnnipjniiubpnud

Wyhuwwnwuph wpnniuputiph uipnpnudp

Upfuwwnwuph wpryniupnud unbindywsé dSpwgpwiht hwdwlwpgp ubpnpyt) £ «Cwup
Lndthjny UNC-h Ynndhg, «Uj ®ph Eu Up» Rwnwpwlwu U unghnnghwlwu
funphpnwwnynigyniuph  htuwpwnnun UNMC-h - wwuwdbph  2powuwlubpnd  dowlyynn
wuwunt Juwpywuppwiht  hwdwyuwpgnd b gnugnd £ hnpduwlwu swhwgnpddwu
thnynud:

MNMu)onmyuwunipjuup uipuyugdnn npnypubipp

e  Luwfuwgdyty b hpwhwuwgyb) b wudunwiug pwgqiwdwutwyhg hwodwnlutiph
hwdwlwpg, npu nuh bwwbu pwpbuwdqwd wpryniwwybnngeni bwpuyht
hpwlwuwgnwiubph hwdbdwwn:

e Ywnnigyb] b uwyhunwy wpynny wunbnyuy nfuwugdwu  hwnnpnwlwpgh
purjqwjunwd, npp peny £ wwhu  udwgbgul] wuhpwdbon  wunbnuy
thnfuwugnwiubiph pwuwyn:

e Ppuwlwuwgyty £ dnunpwpt - $niuyghwih pwpdp  dwlwpnwyh - kqyny
uwpwgpnieyniuhg pnyywu ufubdw Ywnnignn Yndwhywwnp' hwadh wnubing
GMW hwnnpnwlwngh wnwuduwhwwnyniejniuubipp:

Uzluwnwuph wpryniupubpp qtlnigyl; Gu
UwnbGuwununipjut hhduwywu wnpryntupubpu nt npnypubipp giynigyt bW putwpyyb) Gu
e <UL «Applied Cryptography Laboratory» hbwnwgnunwlwu [jwpnpwwnnphwih
ubidhuwpubiph pupwgpntd (2013-2016 ppR., p. Gplwu)
e bMC bpubnpdwwnpyuwih b Yppwnwlywu dwpbdwnpluwih  dwynynbnp
utidhuwpubiph pupwgpntd (2013-2016 ppR., p. Gplwu)
e «Computer Science and Information Technologies» 10-nn  dhowqqujhu
ghwnwdnnnynwd (CSIT, 2015 ., p. Gpliw)
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o  LwiMnwwlwu (Uwynuwlwu) <Lwdwpuwpwuh  10-nwpblwu  ghnwlwu
dnnnyh pupwgpnu (2015 p., p. Gplwu)

¢ 4L SUU phudnpdwunhlwih b wynndwinwgdwt wpnpbdubph  huuwnhwninh
punhwunip uGdhtwpnud

Lpwywpwlyndubp
Uwnbuwfununyggwt  hpduwlwu  wpryniuptbpp wwwgpduwséd  Gu 4 ghunwlwu
wofuwwnnipniuubpnu, npnup pYwpyywd Gu utindwagph ybpontd:

Uluwwnwtuph Yunnigjwdpp b swywyp

Uwnbuwfununipjniup  pwnugwd £ ubpwonigyniuhg, 3 gnifutbphg, wdihnihnudhg L
ogtnwgnpdywd gpwlwunipjwu gwulyhg: Upfuwwwuph punhwunp dwywiu £ 103 k'
ubpwnjw| 92 wunw ogunwgnpdywd gpwwunipjut gwuynid:

Upfluwwnwuph pnjwunwynipyniup

Ubpwdénipjwt  pwdunwd  hhduwynpwd £ hGunwgnuinput - wpnhwlwunyeniup b
ptpwé Gu  Yhpwnwywt vpwuwynipniup  hwuwmwwnnn  thwunbp: Lwb  hwyhpb
ubpywjwgyws Gu npppuind wnlw  dwdwuwlwyhg fuunhpubpp LW dninbignuwiubnp,
ptipwé Gu  gnpduwlwu  Yhpwnnipniuutiph  ophtuwlubp,  duwybpwyws  Lu
htitmwagnunigjwu hhduwywu tywwnwyubpp b pugdywsd Gu wotuwwniewu ghnwlwu

unpnyp hwunhuwgnn npnypubinp:

Unwgohu gntfup wwpniuwynwd £ wofuwwnnyewu dbg oguwgnpdynn hwulwgnigyntuubiph
hpduwlwu uwhdwunwiubpp, Wywpwgpnyeniuubpp b bpwuwynwiubpp: Ywnnigqusd b
wjipuinpwupwihtu dpwgpwiht hwdwhpubpnuw gnpdwdynn Ywd Ybipindnipjut hwdwp
wuhpwdtiogmn  qununuwgnpnipjwu  gnhpdhpubiph  Uwpwagpniegniuutpp bW Yhpwnwlwu
Upwuwynipniuutipp, uhdbnphy W ng uhdbinphy pwuwhny qununuwgpdwu dbpnnubpp
Lu pbpqwd Gu wju gfunud: LEpYwjwgyws tu wudunwug hwodwplubph fuunhpp,
(nénwiubiph  hhdpnd puwé hpduwlwu hwnnpnwywpgbpp b wy pwnwnphsubipp:
Lutwnyywsé b ybpnddws Gu bGpynt dwutwygny b pwqiwdwutwyhg hwogwnplubph
hpwlwuwgdwu fuunhpubpp, nhunwpywsd Gu wmwppbpnyggniutubpp: L{wpwgpwsd Gu
$nuyghwubiph wwppbp ubpyuywgnuiutp, dwutwynpuwbu pnyywu b pYwpwuwywu
ufubdwubiph  wnbupny ubiplwjwgdwu dwuht, npnup oquwgnpdynud Gu  wudnwug
hwodwplubph  hwnnpnwlwpgbpnd b ubplujwgdws  Gu  uwhwwly  wpynh
gwnuuwgpnipjwu dbpnnubipp:



Upfuwwnnugyut Gpypnpn. gnifup udhpyws £ uwhnwl wplnh wunbnuy dinfuwtgnudp
purjwjunn  hwnnpnuywnpgh Ywnnigdwup, npp pnyp £t wwjhu upndy udugbigub
wuhpwdtion  thnfuwugnwiubph pwuwyp: Ljwpwgpjwd Gu wuwnmbnuy  thnfuwugnid
hpwlwuwgunn wwppbp hwnnpnwyuwnpgbn, ybpnddws Gu upwug wwppbipniegniuutipp
hhdpnu pujwé hwulwgnieniuutiph, wignphpdwlwt Yuwnnigwdph b wudunwugnipjwu
wwwhnyiwu dwlwpnwyh wbuwuyniuubphg: RPpdwd £ wunbinuly  thnfuwugdwu
hwnnpnwwnpgbph purqujudwyu qunwithwpp b unenigwd £ punujunud uyhunwy
wpynh wuwnbnuy thnfuwugdwu hwnnpnwlwpgh hwdwp:

Uuwnbnuy thnfuwugnwip bpynt dwutwlygny qununuwgpwiht hwnnpnwywpg £, npp
eyl £ wnwihu Ynndbphg dblhtu (ninwplnn) thnfuwugby pp qunnuhp hwunhuwgnn
wnjuiutiph dh dwup djnw (unwgnn) Ynndhu: enfuwugdw wpryniupnid utnwgnn Ynndp
sh unwunud hwnnpnwlwpgny twfuwnbujwdhg pwgh wy) wmbntynieyntuubin ninwpynnh
gqwnwuuhpubph dwuhtu, huy ninwpynn Ynndp dunwd £ wunbnuly, gt hp wndjwiubph np
dwup unwguwy djnw Ynndp :

Gnpypnpn qifuh wnweoht dwunwd ywpwgpynd Bu wuwmbnuly hnfuwugdwu dh pwup
hwnnpnwywngbp, wn pYnw Mwphuh tbpdndwsd wwppbpwyp, 1-p 2-hg wuwnbnuy
thntuwugdwu hwnnpnwywpgp b npw ybpwihnfuwsé wwppbpwyp unwgnnh hwdwp
punpdwt huwpwynpniejwdp, huswbu uwl ytipghtuhu punhwupwgnid hwunhuwgnn 1-p
n-hg hwnnpnwlwngp: LhpYwjwgywd hwnnpnwlywnpgbiph twppbp hpwlwuwgnuubp
Jtipndynud Gu wpryniiwybinnygwu bW wudwnwugnipjwt inbuwlyniuiubphg:

Mwphuh ubpdnldws uygpuwlwu nwppbipwynud ninwnpynn Ynndh dnunpwiht tnduwgutipp
p U ¢ wwng pybtipu Gu, huy unwgnn Ynndp dnunp sniuh: Ninupynnp thnfuwugnid £ wn
wwnq pYtph wpnwnpup unwgnnht b Ybpghtu, hwnnpnwlwpgh hpwjwuwgdwu
wpryntupnd % hwjwuwlwunyjwdp nnipu £ pbipnd wyn pytipp, huy ninwpynnp sh
wbnGywunwd wprynp unwgnnhtu hwennybg pUbtph nnipupbipnidp: 1-p 2-hg wuwnbnuy
thntuwugdwu hwnnpnwlwpgh nbiwpnd ninwpynn Ynndh dnunpwiht ndyuiubipp my L
my, qununuh hwnnpnugpnieyniuubp Bu, huy unwgnnhup' o € {0,1} puwpnyejwu phep:
Lwnnpnwlywpgh hpwlwuwgdwt wpryntupnid unwgnnp nnipu b pbipnid mg-u W nghug
my_s-h dwuht, huy ninupynnp dunwd £ wunbnuy o-h wnpdtiphg: 1-p n-hg wuwnbinjuy
thnfuwugnwip 1-p 2-hg hwnnpnwlwpgh punhwupwgnuiu £, npnbin ninwpynnu nip
Mmy,..., My quuiihpubn, hulj unwgnnp' 1 < o < n punpniRywu gnighs: <wnnpnwlwpgh
hpwlwuwgdwu wpryntupnd unwgnnp nnipu b pbipnd mg-u b ng dh wnbinbynieniu
duwgjw) qununuhpubiph dwuht, huy ninwpynnp Ypyhtu dunwd £ wunbinyuly o-h wndtiphg:

Bpypnpn. gfup Gplpnpn. dwund upyuywgynud Bu uwhnwly wplynh qunnuwgpniejw
dbpnnutph hpdph Ypw Yuwnnigywd wuwnmbnuly thnjuwugdwu hwnnpnwywpgbpp L
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npwug  hwdbdwwnwlwu  ybpndnigniuubpp wypunpwupwiht wwppbpwlubiph
hwunbw: Ubpyuwjwgwd Gu  Gpynt uyhwnwly  wpynh  wunbnuly  nfuwugdwu
hwnnpnwlwng, npnup hpwlwuwgunw tu ybpp vwhdwudwsé 1-p 2-hg b 1-p n-hg
wwppbpwyubipp: Wu  hwnnpnwluwnpgbph - gquwdnp - wnwybinygyniup juwywunwd &
upwunwi, np  wjypunpwupubpnud  oquiwgnpdynn  pwg pwuwihny qunuwgpdwl
gnpdnnnipiniutiph  thnfuwpbu  oquwgnpdynud GU - uwhwwly wpynh L updbwnphy
gqunuuwagpniRjwu hwojwplywihtu wnbuwuyniuhg qqwihnpbit wpwag gnpdnnnuegniuubinp:
Lwnnpnulwpgnid ninupynn hwunhuwgnn Ynndp twfuwwbiu uwnnignid £ bwfupuwnpbih
uhdbinphy qunuuwgpnn dbpnnh uyhwnwly wpynh ubpywjwgndip hp qunnuph pwtwnt
gnpdwddwdp b wju hwuwubih nwpdund unwgnn Ynndht: Unwgnnh qununuwgpwd
hwnnpnwgpneniuubpp ninupynnp Yupnnwunw £ Jbpdwub)’ ogunwgnpdtind quinunup
pwuwht: Uwywgnigwd b wju hwnnpnulwpgbph wwwhny hubip Yhuwwquhy (semi-
honest) hwlwnwynpnubiph (hwywnwynpnp hwdwpnd b ybpndnd £ hwnnpnwwnpgh
hpwlwuwgdwu pupwgpnd unwgywsd dhowulyw) hwnnpnwgpneniutbipp, uwwju
owpniuwynwd £ hbnlb) hwnnpnwywnpgh pwjitiphtu) gnnhubiph hwuntiw:

Bpypnpn. qifuh Bpppn dwunud ubpluywgynid £ Yunnigyws punjuiunn hwnnpnwlwngp
uwhwwly wpynh wunmbnuy hnfuwugdwu hwnnpnwlwngh hwdwn:

Ununpwyht wyugubip: s: I-phe fphuwpniepuidp Jiywnpubph m enyg (] ).x) € {0,13%
R: m bplupnuguidp pumpnigjwt Jeynnp » = (g, ry, ... 24), n {01}, 0 i <m.

Conhwinp dnunp: hpwljwuwgdbhp winmbywly thnfuwtgnuiubph pwtiwly k,
UUU® - vwhiwwbu hwdwdwjubgywd wwhwwly wplnh wumbnuwly dinfuwtignud

Puy 1: 5p Yunngnud £k Gpljwpniepuidp yunwhwljwt JeYmnp s,
R-p Jwnnignud £ m X k-swihwth dwnphg T° wwwnwhwljwl fEdEuwmubpng.

L) 2: TUUS hwnnprwlwpgh hpwgnpdnud |, npnbn B-p hwbnhuwtnud £ nipwipling
Ynnd'

(th t' @) ; 0 < i< kdnunpbipny, hulj S-p' unwgnn Ynnd" s dnunpny;

5-h unwiguid Jelwnp-undibpp bpwiwlup g/-ny, upwigny Gugdwd dwnphgp' @-ny.

Lugyp 3: S-U niuipnud £ R-ht I -Gplwipnyepudp JGymnpubph m gnyghip (yf,yjlj . npunkin
y=x! @ H(.q;) L yi=x}@H(j.q; +5), q;-U S-hg Puiy| 2-nud unwgwd @ dwiwnphgh
j-prewnnu £

T s . .
R-p uunwiunud £ xj” = yjf o= H[j,tj), 0=<j<m.

Llwp 1: Uyhwwly wpynh wunbnuly thnfjuwugdwu punjwjunid k x UUUQ, - m X UTUQ,
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I Gpywpnijudp ywnnpubph m hwwn 1-p n-hg wuwnbinuly thnfuwugnidp, tpwuwlynd £
m x 0Ty, uwhdwuynw £ hbnlyw) Ybpw. S ninupynn Ynndp niwh 1 Bplupnigjudp
{xjp,x]-l}, 0 <j <m dJbywnpubph m qnyg. R unwgnn Ynndp ntuh m hwwn punpnijwu
phR 7o, 71, -+, Tm—1. Swinnpnulwnpgh hpwywuwgnwihg htitnn R-p whwp E niubuw m hwwn
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ABSTRACT
Davit H. Danoyan

“Secure multiparty computations based on a novel oblivious transfer protocol”

Suppose mutually distrustful parties Py, ..., B, are willing to cooperate for computation of a
preliminarily determined function with their private inputs. The computation might not
include any trusted parties and nothing should be revealed to any party or coalition of
parties about someone’s input beyond what could be implied from the function output itself.

One of key properties of secure multiparty computation (SMC) is the elimination of trusted
parties. Without these protocols computations are being conducted in a centralized manner.
This approach, although being very effective with regards to performance, has several
security threats which are irrelevant for SMC. First, the collection and/or processing of
secrets by a central party enable adversaries to concentrate attacks on that party only.
Second, there computations can possibly be conducted in areas where revealed secrets can
cost human lives. In case of some computations carried out in military or intelligence
services trusted parties are impermissible. Also medical records of patients are private and
cannot be shared among hospitals or other organizations.

Research objectives.
The purpose of the thesis is to design and implement a generic framework for secure
multiparty computation, construction of an extension protocol to white-box oblivious transfer
protocol which will decrease the required invocation count of the latter, resulting in
enhancement of the overall performance of the applications based on the framework and
design of applications using the framework’s capabilities. The lifecycle of implemented
framework consists of the following stages:
e The participants of computation input a program implementing their desired
function described in a high level programming language.
e A single pass Boolean circuit implementing the same function is being generated
by the compiler module of the framework.
e The generated circuit is being executed securely based on GMW SMC protocol.

Practical significance of results.
The results are important for the following scenarios of practical interest:
e The framework consists of separate modules, which allows to integrate or replace
those with new developments in the field, resulting in enhancement of overall

performance.
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e The framework can be used for implementing secure voting and rating systems, as
well as for research in bioengineering.
e The proposed extension for GMW protocol adds computationally passive parties.

Scientific novelty.
Design and implementation of a generic framework for secure multiparty computations,
which:
e use of white-box cryptography based oblivious transfer instead of public-key
methods in field of SMC,
e construction of an extension protocol to white-box oblivious transfer(WBOT) that
reduces required WBOT invocation count,
e enables participation of computationally passive participants.

The main results of the thesis are:
¢ Design and implementation of secure multiparty computation framework with
enhanced performance compared to existing implementations.
e  Extension protocols for white-box oblivious transfer protocols.
e A generalization for GMW SMC protocol enabling participation of computationally
passive participants.



PE3HOME
HOaeung A. [laHosH

«be3onacHble MHOTOCTOPOHHUE BbIYMC/IEHUA OCHOBaHHblE HA HOBOM NPOTOKONeE
3a6bIBYUMBOIA Nepepaun»

Mpeanonoxum, 4To B3aUMHO HEAOBEPYNBLIE CTOPOHbI Py, ..., B, roToBbl COTPYAHUYaTb AN1A
BbIYUCIEHUA 3aBEJOMO YCTaHOBNEHHOW (PYHKLUMM C UX YaCTHbIMU KOHDUAEHLMATBHBIMU
BXOAHbIMW JaHHbIMU. BbluncneHne moxeT He BKMtouaTb B cebA Kakux-nmbo AoBepeHHbIX
CTOPOH W HUYTO HE [LOMKHO ObITb PACKPbITO O YaCTHbIX BXOAAX, KPOME TOro, YTO MOTOo Obl
BbIT€KaTb U3 3HAYeHWUA camoii PyHKLMM, ANA Kakol-NbO CTOPOHbI UK KOAMLMK CTOPOH.
OpaHUM 13 KNtoueBbIx CBOMCTB 6€30MacHOro MHOroCTOpOHHero Bbluncnenua (BMB) aenaetca
ycTpaHeHMe [OBEepeHHbIX CTOPOH. Dbes 3Tux npoToKonos, BbIYUCNEHUA NPOBOAATCA
LleHTpanM3oBaHHo. TaKoii Noaxod, XOTA U ABNAETCA OYeHb 3(PPEKTUBHLIM B OTHOLUEHWUU
NMPOU3BOAUTENBHOCTU, UMEET HECKOMBKO Yrpo3 6e3omacHoCTH, koTopble oTcyTcTBytoT B BMB.
Bo-nepBbix, cbop wu/unn o06paboTKa CEKPETOB LEHTPaNbHOW CTOPOHOM  MO3BONAOT
3M10YMbILLIEHHUKOB COCPEAOTONUTD aTaku TONbKO Ha 3Toii CTopoHe. Bo-BTOpbIX, BbluMCIEHUA
MOFYT MPOBOAMUTLCA B 0ONACTAX, rAe PacKpbITUA TaliH MOryT CTOUTb YENOBEYECKNX KU3Hell. B
CNyyae HEKOTOPbIX BbIYUC/IEHWIA, NPOBEEHHbIX B BOEHHbIX UMW pa3BefblBaTenbHbIX crymbax,
JOBEPEHHble  CTOPOHbl  HEJOMYCTUMbL.  Takike, MEOUUMHCKME  3anucu  nauueHToB
KoHbUAeHUManbHbl M He MoryT ObiTb nepepjaHbl Mexay OonbHULAMM UAM  APYrUMK
opraHu3auuamm.
LLenu pa6ortbi.
Llenb pucceptaummn 3akntovaeTca B paspaboTke U peanusaumu  oblueii OCHOBbI AnA
6e30MacHOr0  MHOrOCTOPOHHETO  BbIYMCIIEHUA, MOCTPOEHME PacLUMPEHHOro  MPOTOKoNa
3abbiBUMBOIi nepepaun 6enoro AWMKa, KOTOpPbI MO3BOMMT YMeHbLNTb Tpebyemoe
KONMMYECTBO BbI30BA MOCNEAHErO, YTO MPUBOAUT K MOBbILWEHUIO 3EKTUBHOCTU paboThbl
MPUNOKEHUI, OCHOBaHHbIX Ha nnathopMe U An3ailiHe MPUIOMEHUN, UCMONBb3YHOLLMX
BO3MOMHOCTU (ppelimBopKa. FKM3HEHHbIN LWKN peanu3oBaHHOW OCHOBbI COCTOMT U3
CnepyroLLyX 3Tarnos:
e  CTOpOHbI BbIYMCNEHUII BBOAAT NPOrpamMmy, PEaU3YIOLLYIO UX Kenaemyto (OyHKLMIO
- OMUCAHHYO Ha A3blKe NPOrPamMMMPOBAHUA BbICOKOrO YPOBHA.
e Mogaynem Komnunatopa nnatpopmbl reHepupyeTca opHorpoxogHaa Oynesa cxema
peannsauumn Toii e PyHKLUMK.
¢ CreHepupoBaHHasa cxema BbinonHaetca besonacHo 3a cyet npotokona GMW BMB c
BbIOPaHHbIMW ONTUMMU3ALUAMK.
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MpakTuyeckas UEHHOCTD.
PesynbTaTbl vMetoT BaMHOe 3HaueHUE [OJA CHEAYIOLUMX CLEHapueB, MpPeACTaBaAOLLUX
NpaKTUYECKNIA UHTepec:

e [lnathopma COCTOMT U3 OTAENbHBIX MOAY/EN, YTO NO3BONAET MHTErPUPOBaTb HOBbIE
pa3paboTku B 3TOll 0ONAacTU MM 3aMEHUTb UMKU MMELOLLMECA, YTO MPUBOAUT K
MoBbILLEHNIO 06LLeli MPON3BOANTENBHOCTY.

e [Inatdpopma moeT bbITb UCMONb30BaHa AN1A peain3sauyum 6e30nacHoOro ronocoBaHusA
U PETUHIOBbIX CUCTEM, a Takke AJA WUCCnefoBaHWUi B obnacTu GuonHeHepun u
aHanu3a JaHHbIX.

e [lpepnaraemoe pacwmpenve pna npotokona GMW pobasnsetr naccusHble B
BbIYUCIUTENBHOM OTHOLLEHUWN CTOPOHBI.

Hay4Has HoBu3Ha.
Paspabotka wn peanusauma obweii nnatcpopmbl  AnA  6e30nacHbIX  MHOMOCTOPOHHWX
BbIYUCNEHUI, KOTOpas:

e ucronb3yeT 3abbIBUYKBYIO Mepefadvy OCHOBaHHYKO Ha KpunTorpacduu 6enoro AlLMKa
BMECTO METOJ,0B, OCHOBAHHbIX Ha LUMPOBAHUN C OTKPbITLIM KITHOHOM,

e 1CMoOnb3yeT HOBbI MPOTOKON pacluvpeHua pna 6enoro AwWMKa 3abbIBUMBOIA
nepeAayu, YTobbl yMEHbLUMTL KOMMYECTBO Bbi30Ba 3abbIBUMBOIA Nepeaaun,

o jaet BO3MOMHOCTb yqacwm NacCUBHbIX B BblYNCNINTENIbBHOM  OTHOLUEHUU
yHaCTHl/IKOB.

OcHoBHble pe3ynbTaTbl JUCCEPTaLUOHHOI paboTbl:

e PaspaboraHa u peanuszoBaHa nnatopma AnA  6e30macHbIX MHOFOCTOPOHHMUX
BbIYUCNEHUI C MOBbILLIEHHOW npon3BOANTENBHOCTBIO no CpaBHEHUIO C
CYLLLECTBYHOLLMMU peanu3aLmamm.

e [locTpoeHo paclumpeHune Aja npoTokona 3abblBUMBOI Nepefaynm OCHOBAHHOMO Ha
Kpuntorpacgpum 6enoro  ALIMKA, COKpaLLaloLMii  KONMYECTBO  BbIMONHEHWIA
npoTokona.

e PaspabotaH KoMnunAaTop UCMONb3YHOLLINIA 0cobeHHOCTH 6e3onacHbIx
MHOTOCTOPOHHMX BbIYUCIEHWUIA, KOTOPbIK reHepupyeT byneBy Cxemy peanu3yioLLyo
PYHKLMIO HAaMUCaHHYIO Ha A3bIKE BbICOKOTO YPOBHSA.
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