
ÐÐ ¶ÆîàôÂÚàôÜÜºðÆ ²¼¶²ÚÆÜ ²Î²¸ºØÆ²
ÆÜüàðØ²îÆÎ²ÚÆ ºì ²ìîàØ²î²òØ²Ü äðà´ÈºØÜºðÆ ÆÜêîÆîàôî

Ü³ëñÇÝ ²ýß³ñ

¶²ÔîÜÆ Ð²Ôàð¸²¶ðàôÂÚàôÜÜºðàì È²ÚÜ²êöÚàôè Î²äàôÔÆÜºðÆ
E-àôÜ²ÎàôÂÚ²Ü Ðºî²¼àîàôÂÚàôÜ

º. 13. 05 §Ø³Ã»Ù³ïÇÏ³Ï³Ý Ùá¹»É³íáñáõÙ, Ãí³ÛÇÝ Ù»Ãá¹Ý»ñ ¨ Íñ³·ñ»ñÇ
Ñ³Ù³ÉÇñÝ»ñ¦ Ù³ëÝ³·ÇïáõÃÛ³Ùµ

ýÇ½ÇÏ³Ù³Ã»Ù³ïÇÏ³Ï³Ý ·ÇïáõÃÛáõÝÝ»ñÇ Ã»ÏÝ³ÍáõÇ
·Çï³Ï³Ý ³ëïÇ×³ÝÇ Ñ³ÛóÙ³Ý ³ï»Ý³ËáëáõÃÛ³Ý

ê º Ô Ø ² ¶ Æ ð

ºñ¨³Ý 2013

NATIONAL ACADEMY OF SCIENCES OF ARMENIA
INSTITUTE FOR INFORMATICS AND AUTOMATION PROBLEMS

NASRIN AFSHAR

INVESTIGATION OF E-CAPACITY OF BROADCAST CHANNELS WITH
CONFIDENTIAL MESSAGES

SYNOPSIS

of dissertation for obtaining of scientific degree of candidate of physical-mathematical
sciences on speciality 05. 13. 05 “Mathematical Modeling, Numerical Methods and Software

Complexes”

YEREVAN 2013



²ï»Ý³ËáëáõÃÛ³Ý Ã»Ù³Ý Ñ³ëï³ïí»É ¿ ÐÐ ¶²² ÆÝýáñÙ³ïÇÏ³ÛÇ ¨ ³íïáÙ³ï³ó-
Ù³Ý åñáµÉ»ÙÝ»ñÇ ÇÝëïÇïáõïáõÙ:

¶Çï³Ï³Ý Õ»Ï³í³ñª ýÇ½. Ù³Ã. ·Çï. ¹áÏïáñ º. ². Ð³ñáõÃÛáõÝÛ³Ý

ä³ßïáÝ³Ï³Ý ÁÝ¹¹ÇÙ³ËáëÝ»ñª ï»Ë. ·Çï. ¹áÏïáñ ¶.Ð. Ê³ã³ïñÛ³Ý
ýÇ½. Ù³Ã. ·Çï. Ã»ÏÝ³Íáõ ².è. Øáõñ³¹Û³Ý

²é³ç³ï³ñ Ï³½Ù³Ï»ñåáõÃÛáõÝª Ð³Û³ëï³ÝÇ å»ï³Ï³Ý ×³ñï³ñ³·Çï³Ï³Ý
Ñ³Ù³Éë³ñ³Ý

ä³ßïå³ÝáõÃÛáõÝÁ Ï³Û³Ý³Éáõ ¿ 2013 Ã. Ù³ÛÇëÇ 10-ÇÝ, Å³ÙÁª 15:00 - ÇÝ,
ÐÐ ¶²² ÆÝýáñÙ³ïÇÏ³ÛÇ ¨ ³íïáÙ³ï³óÙ³Ý åñáµÉ»ÙÝ»ñÇ ÇÝëïÇïáõïáõÙ ·áñÍáÕ
´àÐ-Ç 037 §ÆÝýáñÙ³ïÇÏ³ ¨ Ñ³ßíáÕ³Ï³Ý Ñ³Ù³Ï³ñ·»ñ¦ Ù³ëÝ³·Çï³Ï³Ý ËáñÑñ-
¹Ç ÝÇëïáõÙ, Ñ»ï¨Û³É Ñ³ëó»áíª ºñ¨³Ý, 0014, ä.ê¨³ÏÇ 1:

²ï»Ý³ËáëáõÃÛ³ÝÁ Ï³ñ»ÉÇ ¿ Í³ÝáÃ³Ý³É Æ²äÆ-Ç ·ñ³¹³ñ³ÝáõÙ:

ê»ÕÙ³·ÇñÝ ³é³ùí³Í ¿ 2013 Ã. ³åñÇÉÇ 10-ÇÝ-:

Ø³ëÝ³·Çï³Ï³Ý ËáñÑñ¹Ç ·Çï³Ï³Ý ù³ñïáõÕ³ñª

ýÇ½. Ù³Ã. ·Çï. ¹áÏïáñª Ð. ¶. ê³ñáõË³ÝÛ³Ý

Theme of the dissertation has been approved in Institute for Informatics and Automation
Problems of NAS of RA.

Scientific advisor: Doctor of phys. math. sciences E. A. Haroutunian
Official reviewers: Doctor of technical sciences G. H. Khachaturyan

Candidate of phys. math. sciences A. R. Muradyan

Leading organization: Armenian State Engineering University.

The defense will take place during the meeting of the Specialized Council 037 “Informatics
and Computer Systems” at the Institute for Informatics and Automation Problems of NAS of
RA. on 10 May 2013 at 15.00.

The dissertation is available in the scientific library of IIAP.

The synopsis has been distributed at 10 April 2013.

The Scientific Secretary of the Specialized Council,

Doctor of phys. math. sciences, H. G. Sarukhanyan

2



CH ARACT E RI ZAT I ON OF T H E T H E SI S

Actuality of the pr oblem
Secrecy is an important requirement of many communication applications. The information-
theoretic problem for single receiver secure communication system was solved by Wyner
in famous paper “The wire-tap channel” 1. The object of study of wiretap channel is to
maximize the rate of reliable communication from the source to the legitimate receiver, while
the wiretapper learns as little as possible about the source output. Wyner has determined the
achievable rate-equivocation region when both the main and the wiretap channels are discrete
memoryless. Later, Csiszar and Korner made the next important step by generalizing Wyner's
result. They considered a discrete memoryless broadcast channel with a confidential message
for one of the receivers and a common message for both receivers2.

In this thesis, we study information protection systems requiring both the reliability and
the confidentiality from eavesdropping.

Nowadays, new wireless devices are deployed. The broadcast nature of a wireless medium
allows for the transmitted signal to be received by all users within the communication range.
For example, many devices like telephones, computers, keyboards or headphones, traditionally
connected via cables, are now connected in a wireless manner. With pervasive use of wireless
data and voice services, the demand for reliable and secure communications with broadcast
systems is becoming more urgent.

Objectives of the wor k
Important properties of each communication channel are characterized by the reliability func-
tion E ( R ) , which was introduced by Shannon 3. The reliability function defines the optimal
exponent of the exponential decrease e xp f¡NE ( R ) g of the decoding error probability for
given R, when N increases. Another approach in channel coding problems is the E-capacity
(rate-reliability function) denoted by C ( E ) (also R ( E ) ) introduced by E. Haroutunian 4, which
presents optimal dependence of the code rate R on given error probability exponent (reliability)
E. The function C ( E ) is in natural conformity with Shannon’s notion of the channel capacity
C and of the zero-error capacity C0. When E increases from zero to infinity, the function
C ( E ) decreases from C to C0. This characteristic of the channel is also called E-capacity.
Due to principal difficulty of determining the E-capacity function, it is usual to study its esti-
mation. This approach can be more effective to study complicated systems rather than study of
reliability function. The estimation of E-capacity region of broadcast channel without secrecy
constraint is obtained by M. Haroutunian.

The main purpose of the dissertation is to generalize the previous results on the capacity
region of the BCC, BC-2CM and the generalized wiretap channel. The results also develop the
previous results in estimation of E-capacity of the DMC and the BC over secure communication
systems. To this end, the following tasks are solved:

² construction of inner estimate for the E-capacity region of the wiretap channel,
1Wyner A. D., \The wire-tap channel," Bell System Technical Journal, vol. 54, no. 8, pp. 1355 { 1387,

1975.
2Csisz¶ar I. and KÄorner J., \Broadcast channel with con¯dential messages," IEEE Transactions on

Information Theory, vol. IT-24, no. 3, pp. 339 { 348, 1978.
3Shannon C. E., \Probability of error for optimal codes in Gaussian channels", Bell System Technical

Journal, vol. 38, no 5, pp. 611 { 659, 1959.
4Haroutunian E. A., \Upper estimate of transmission rate for memoryless channel with countable

number of output signals under given error probability exponent," (in Russian) 3rd All Union Conference
on Theory of Information Transmission and Coding, Uzhgorod, Publishing House of the Uzbek Academy
of Sciences, pp. 83 { 86, 1967.

3



² to find inner estimate of E-capacity region of the broadcast channel with confidential
messages,

² to estimate secrecy E-capacity region of the broadcast channel with two confidential
messages,

² to find upper bound of the E-capacity of secrecy leakage of the BCC.

Objects of investigations
In this thesis, the E-capacity region of the wiretap channel and of some models of broadcast
channels with confidential messages are studied. The secrecy leakage of the broadcast channel
with confidential messages and the upper bound of the E-capacity of secrecy leakage are
investigated.

M ethods of investigations
In the work, we apply methods of information theory. Especially, we use effectively the method
of types developed by Csiszar and Korner 5 (disscused in Chapter 1) and fundamental notions
of information, entropy and the divergence of Kullback-Leibler (presented also in chapter 1).

Scienti¯c novelty
All results presented in the thesis are new. Dependence of optimal rates on error exponents of
the wiretap channels and the broadcast channel with confidential messages was not estimated
before our works.

P r actical and theor etical signi¯cance of the r esults
The results of the thesis can be used in different application of information theory. The
expressions characterizing rates of optimal code for given reliabilities are derived which can
be applied in different practical situations.

T he following statements ar e pr esented for defending

² The stochastic encoding for random coding bound construction of E-capacity of the
asymmetric broadcast channel without secrecy constraint is not effective.

² Random coding bound of E-capacity region of the wiretap channel is obtained.

² Random coding bound of E-capacity region of the broadcast channel with confidential
messages is constructed.

² Sphere packing bound of E-capacity of secrecy leakage of the broadcast channel with
confidential messages is found.

² Random coding bound of secrecy E-capacity region of the broadcast channel with two
confidential messages is determined.

Appr obation of the r esults
The results of the thesis have been presented in the following conferences.

² The 8th International Conference on Computer Sciences and Information Technologies,
Yerevan, 2011, [2].

² Scientific Conference Devoted to 80th Anniversary of Doctor of physical-mathematical
science I. Zaslasvky, Yerevan, 2012 [3].

² IEEE 20th Telecommunication Forum (TELFOR), Belgrade, Serbia, 2012 [6].

² The 7th Annual Conference RAU, Dedicated to the 90th Anniversary of Academician S.
Hambartsumian, Yerevan, 2012.

5Csisz¶ar I., \Method of types", IEEE Transactions on Information Theory, vol. 44, no. 6, pp. 2505 {
2523, 1998.
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P ublications
The results of the thesis are presented in 6 publications (3 articles and 3 presentations in
conferences), the list of them is at the end of the text.

T he str uctur e and volume of the wor k
The dissertation consists of Introduction, five Chapters and Conclusion. The list of references
include 97 entries. The text of the thesis is expounded on 100 pages.

Contents of the wor k

In Chapter 1, the necessary definitions of Information Theory, e.g. the method of types,
typical sequences are introduced and the previous results related to the subject of the thesis
are shortly presented. In Chapter 2, we study the stochastic encoder’s affection on the random
coding bound construction. In Chapter 3, the E-capacity of the generalized wiretap channel
is studied. There the problem of finding inner bound of E-capacity of the wiretap channel,
where error probability of the wiretapper decrease not exponentially, is solved. In Chapter 4,
the broadcast channel with confidential messages is studied and the problem of finding inner
bound of E-capacity of the BCC, where probability of decoding error at the eavesdropping
receiver decreases exponentially, is solved. There the problem of upper bounding the E-
capacity of the secrecy leakage of the BCC is also solved. In Chapter 5, the notion of secrecy
E-capacity is introduced and the inner bound of secrecy E-capacity of the broadcast channel
with two confidential messages is obtained.

We denote random variables by capital letters X; Y; U; : : : and specific realizations of them
by the corresponding lower case letters x; y; u; : : :. The respective random vectors of length
N will be denoted by bold-faced letters X; Y; U; : : : and x; y; u; : : :. We consider finite sets
and denote sets by script capitals X ; Y; U ; : : :. The cardinality of the finite set X is denoted
by jX j. The functions e xp and lo g are taken to the base 2.

Chapter 2: E stimation of E-capacity Region of the Asymmetr ic B r oadcast
Channel

We investigate a discrete memoryless asymmetric broadcast channel (ABC) with a finite
input alphabet set X , and finite output alphabets Y and Z .

The ABC is defined by the pair ( WY jX ; WZjX ) of conditional probability distributions,
WY jX : X ! Y , WZjX : X ! Z , where

WN
Y jX ( yjx)

4
=

NY

n=1

WY jX ( ynjxn ) ; WN
ZjX ( zjx )

4
=

NY

n=1

WZ jX ( znjxn ) :

@
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¡
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Source

Source
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L

m

l

Encoder
x

Channel
WY jX

y Decoder 1 m0; l0 Receiver 1

m00Channel
WZjX

z Decoder 2 Receiver 2

Figure 1. The model of asymmetric broadcast channel.

The MN is the set of common messages which should be sent to the both receivers and
L N is the set of private messages which should be sent to receiver 1. Let U 1; U 2 be some
auxiliary finite sets and U1; U2; X; Y and Z are random variables with values in U 1; U 2; X ; Y
and Z , correspondingly.
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The randomized encoding is defined as follows.
A stochastic encoder f with block length N for the asymmetric broadcast channel is

specified by a matrix of conditional probabilities f ( xjm; l ) , where x 2 X N ; m 2 MN ; l 2 L N

and
P

x2XN

f ( xjm; l ) = 1 :

A code is a triple of mappings ( f; g1; g2 ) , where f : MN £ L N ! X N is a stochastic
encoder and g1 : YN ! MN £ L N and g2 : ZN ! MN are deterministic decoders.

A code ( f; g1; g2 ) is characterized by rates R1; R2; where R1 and R2 are the transmission
rates for m 2 MN and l 2 L N , respectively,

R1 =
1

N
lo g jMN j; R2 =

1

N
lo g jL N j:

The maximal probabilities of erroneous transmission of the pair of messages ( m; l ) 2
MN £ L N by the channels WY jX and WZjX using a code ( f; g1; g2 ) are defined, respectively,

e( f; g1; WY jX )
4
= m a x

m2MN ; l2L N

X

x2XN

f ( xjm; l ) WN
Y jX ( YN ¡ g¡1

1 ( m; l ) jx ) ;

e ( f; g2; WZjX )
4
= m a x

m2MN ; l2L N

X

x2XN

f ( xjm; l ) WN
ZjX ( ZN ¡ g¡1

2 ( m ) jx) ;

and the average error probabilities for messages assuming that the pair of random messages
MN ; LN is uniformly distributed over MN £ L N are the following

¹e ( f; g1; WY jX )
4
=

1

jMN j £ jL N j
X

m2MN ; l2L N

X

x2XN

f ( xjm; l ) WN
Y jX ( YN ¡ g¡1

1 ( m; l ) jx ) ;

¹e( f; g2; WZ jX )
4
=

1

jMN j £ jL N j
X

m2MN ; l2L N

X

x2XN

f ( xjm; l ) WN
ZjX ( ZN ¡ g¡1

2 ( m ) jx) :

We consider the following joint distributions

Q ± P ± VY jX = fQ ± P ± VY jX ( u1; u2; x; y ) = Q( u1; u2 ) P ( xju1; u2 ) V ( yjx ) ;

u1 2 U 1; u2 2 U 2; x 2 X ; y 2 Yg;
Q ± P ± VZjX = fQ ± P ± VZ jX ( u1; u2; x; z ) = Q( u1; u2 ) P ( xju1; u2 ) V ( zjx) ;

u1 2 U 1; u2 2 U 2; x 2 X ; z 2 Zg:
Let ( U1; U2 ) ! X ! ( Y; Z ) be a Markov chain.

To formulate the inner bound of E-capacity region, we consider the following inequalities

0 · R1 · m in
½

m in
VY jX :D(VY jXkWY jX jQ;P )·E1

¯̄
¯̄IQ;P;VY jX ( Y ^ U1 ) + D ( VY jXkWY jXjQ; P ) ¡ E1

¯̄
¯̄
+

;

m in
VZjX :D(VZjXkWZjX jQ;P )·E2

¯̄
¯̄IQ;P;VZjX ( Z ^ U1 ) + D ( VZjXkWZjX jQ; P ) ¡ E2

¯̄
¯̄
+¾

; ( 1 )
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0 · R2 ·

m in
VY jX :D(VY jXkWY jX jQ;P )·E1

¯̄
¯̄IQ;VY jX ( Y ^ U2jU1 ) + D ( VY jXkWY jX jQ;P ) ¡E1

¯̄
¯̄
+

; ( 2 )

and the region
Rr ( E ) =

S
QP2QP (U1£U2£X )

f ( R1; R2 ) : (1) and (2) take place for some

( U1; U2 ) ! X ! ( Y; Z ) g:

The following theorem asserts that the stochastic encoding in inner bound construction of E-
capacity of the ABC is not effective. The result is the same as random coding bound for
E-capacity of the ABC 6, where deterministic encoding is applied.

T heor em 1. F or all E1 > 0 ;E2 > 0 the region Rr ( E ) is an inner estimate for
E-capacity region of the broadcast channel:

Rr ( E ) µ C ( E ) µ C ( E ) :

We present the proof of the theorem in chapter 2 section 2.
Chapter 3: E stimation of E-capacity Region of the Gener alized Wir etap Chan-
nel

The message m is encoded into an N-vector x which is the input of the main channel. Let
y and z be the output of the legitimate receiver and the wiretapper, respectively. The object
of study wiretap channel is to maximize the rate of reliable communication from the source to
the legitimate receiver, while the wiretapper learns as little as possible about the source output.
Wyner has determined the achievable rate-equivocation region when both channels are discrete
memoryless.

Csiszar and Korner’s BCC generalized Wyner’s wiretap channel (Fig.2). We call it the
generalized wiretap channel.

- - - -

?
-

/cm

Source bm Encoder x Main
channel

y Decoder bm0 Legitimate
receiver

Wiretap
channel

z Wiretapper

Figure 2. The model of generalized wiretap channel.

We investigate a DMC with a finite input alphabet set X , and finite output alphabet set Y.
Let Z be the set of output alphabets of the wiretapper. The wiretap channel is defined by the
pair ( W1; W2 ) of conditional probability distributions, W1 : X ! Y, W2 : X ! Z , where

WN
1 ( yjx )

4
=

NY

n=1

W1 ( ynjxn ) ; WN
2 ( zjx )

4
=

NY

n=1

W2 ( znjxn ) :

Let M̂N be the message set. The message m̂ 2 M̂N is communicated reliably to legitimate
receiver at rate R. We use the technique of rate splitting. The message set M̂N is split into
two parts, one part is denoted by MN , which can be decoded by the legitimate receiver

6Haroutunian M. E., \Random coding bound for E-capacity region of the broadcast channel," Math-
ematical Problems of Computer Science, no. 21, pp. 50 { 60, 2000.
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and the wiretapper at rate R0, and the remaining part is represented by L N , which can be
decoded by only the legitimate receiver at rate R1 and must be kept as secrete as possible
from the wiretapper. The level of ignorance is measured by equivocation rate Re, which is the
uncertainty of the wiretapper with respect to the message l.

A code is a triple ( f; g1; g2 ) , where f is a stochastic encoder, g1 : YN ! MN £ L N and
g2 : ZN ! MN are deterministic decoders.

A code ( f; g1; g2 ) is characterized also by coding rates

R0
4
= lim

N!1
1

N
lo g jMN j ; R1

4
= lim

N!1
1

N
lo g jL N j:

The equivocation H ( LN jZ ) is the uncertainty of receiver 2 with respect to the private
message. We also consider equivocation rate ( 1 =N ) H ( LN jZ) .

Let U be some finite set and MN ; LN ; U; X; Y and Z are random variables with values
correspondingly in MN ; L N ; U ; X ; Y and Z .

Let Q0 be a type and Q1 be a conditional type of x 2 X N given u. Define Q = Q0 ± Q1.
Let

V1
4
= fV1 ( yjx ) : x 2 X ; y 2 Yg; V2

4
= fV2 ( zjx ) : x 2 X ; z 2 Zg

be conditional types of random variable Y , Z, respectively, for given value x.
We assume that U ! X ! ( Y; Z ) forms a Markov chain.
Let us define the following functions appearing in our inner estimates of E-capacity region:

R¤
0 ( Q;E1; E2 )

4
= m in

½
m in

V1:D(V1kW1jQ)·E1

¯̄
¯̄IQ;V1 ( U ^ Y ) + D ( V1kW1jQ ) ¡ E1

¯̄
¯̄
+

;

m in
V2:D(V2kW2jQ)·E2

¯̄
¯̄IQ;V2 ( U ^ Z ) + D ( V2kW2jQ) ¡ E2

¯̄
¯̄
+¾

;

R¤
1 ( Q; E1 )

4
= m in

V1:D(V1kW1jQ)·E1

¯̄
¯̄IQ;V1 ( X ^ Y jU ) + D ( V1kW1jQ ) ¡ E1

¯̄
¯̄
+

;

R¤
e ( Q; E1 )

4
= m in

V1:D(V1kW1jQ)·E1

¯̄
¯̄IQ;V1 ( X ^ Y jU ) + D ( V1kW1jQ) ¡ E1

¯̄
¯̄
+

¡

IQ;W2 ( X ^ ZjU ) :

T heor em 2. F or E > 0 , the inner bound for E-capacity region C W ( E ) of the
generalized wiretap channel is:

R¤
W ( E ) =

S
Q

½
( R; Re ) : for U0 ! U1 ! X ! ( Y;Z )

R = R0 + R1;

0 · R0 · R¤
0 ( Q; E1; E2 ) ;

0 · R1 · R¤
1 ( Q; E1 ) ;

0 · Re · R¤
e ( Q; E1 ) ; Re · R

¾
:

We present the proof of the theorem in Section 2 of Chapter 3.

Chapter 4: E stimation of E-capacity of the B r oadcast Channel With Con-
¯dential M essages

The discrete memoryless broadcast channel with confidential messages (BCC) involves two
discrete memoryless channels with two sources, one encoder and two receivers. The model

8



is depicted in Fig.3. A common message must be transmitted at rate R0 to both receivers
and a private message to the intended receiver at rate R1 while keeping the other receiver
ignorant of it with equivocation rate less than Re. We consider error probability exponents
(reliabilities) E1; E2; E3; of exponentially decrease of error probabilities of the first decoder,
the second decoder and of the decoder trying to find the confidential message, respectively. For
E = ( E1; E2; E3 ) the E-capacity region is the set of all achievable rate triples R0; R1; Re of
codes with given reliabilities E1; E2; E3. We construct a random coding bound for E-capacity
region of the BCC.

@
@

@R

¡
¡

¡µ
-

-

-

- -

- -

- -

Source

Source

M

L

m

l

Encoder
f

x

Channel

WY jX

y Decoder
g1

m0; l0 Receiver 1

m00Channel
WZjX

l00

z Decoder
g2

Receiver 2

Decoder
g02

Figure 3. The model of discrete memoryless BCC.

The E-capacity C ( E ) of secrecy leakage is the rate Rs of optimal code ( f; g0
2 ) with the

given exponent E of average error probability.
Let Q0 = fQ0 ( u0 ) ; u0 2 U 0g be PD of RV U0. We use conditional PD

P0 = fP ( xju0 ) ; x 2 X ; u0 2 U 0g:

Let

VY jX = fVY jX ( yjx ) ; x 2 X ; y 2 Yg; and VZjX = fVZjX ( zjx ) ; x 2 X ; z 2 Zg

be some conditional PDs of the channels.
We assume that U0 ! X ! ( Y; Z ) forms a Markov chain.
For the given E > 0 consider the following functions

Rsp
s ( E;Q0; P0 )

4
= m in

VZjX :D(VZjXkWZjX jQ0;P0)·E
IQ0;P0;VZjX ( X ^ ZjU0 ) ;

Rsp
s ( E )

4
= m a x

Q0;P0

Rsp
s ( E; Q0; P0 ) :

The purpose of the following theorem is to establish a sphere packing bound for E-capacity of
secrecy leakage of the BCC [4]. The proof of the theorem is presented in Section 2 of Chapter
4 .

T heor em 3: F or all E > 0 ,
C ( E ) · Rsp

s ( E ) :

Consider RVs X; Y; Z and auxiliary RVs U0; U1 with joint PDs:
Q ± P1 ± VY jX =

fQ ± P1 ± VY jX ( u0; u1; x; y ) = Q0 ( u0 ) Q1j0 ( u1ju0 ) P1 ( xju1 ) VY jX ( yjx ) g;

Q ± P1 ± VZ jX =

fQ ± P1 ± VZ jX ( u0; u1; x; z ) = Q0 ( u0 ) Q1j0 ( u1ju0 ) P1 ( xju1 ) VZjX ( zjx ) g:

9



We define the following functions appearing in our inner estimates of E-capacity region:

R¤
0 ( Q; P1; E1; E2 )

4
= m in f

m in
VY jX :D(VY jXkWY jX jQ1;P1)·E1

jIQ;P1;VY jX ( U0 ^ Y ) + D ( VY jXkWY jX jQ1; P1 ) ¡ E1j+;

m in
VZjX :D(VZjXkWZjX jQ1;P1)·E2

jIQ;P1;VZjX ( U0 ^ Z ) + D ( VZjXkWZjXjQ1; P1 ) ¡ E2j+g;

R¤
1 ( Q; P1; E1 )

4
= m in

VY jX :D(VY jXkWY jX jQ1;P1)·E1

jIQ;P1;VY jX ( U1 ^ Y jU0 )

+D ( VY jXkWY jX jQ1; P1 ) ¡ E1j+;

R¤
e ( Q; P1; E1; E3 )

4
= m in

VY jX :D(VY jXkWY jX jQ1;P1)·E1

jIQ;P1;VY jX ( U1 ^ Y jU0 ) +

D ( VY jXkWY jXjQ1; P1 ) ¡E1j+ ¡ m in
VZjX :D(VZjXkWZjX jQ1;P1)·E3

IQ;P1;VZjX ( U1 ^ ZjU0 ) :

Let us consider the following bounds of rates R0; R1; Re:

0 · R0 + R1 · R¤
0 ( Q; P1; E1;E2 ) + R¤

1 ( Q; P1; E1 ) ; ( 3 )

0 · R0 · R¤
0 ( Q; P1; E1; E2 ) ; ( 4 )

0 · Re · R¤
e ( Q; P1; E1; E3 ) ; ( 5 )

Re · R1: ( 6 )

The main result of Chapter 4 is formulated in the following:
T heor em 4. ([5], [6]) F or E1 > 0 ; E2 > 0 ; E3 > 0 , the region

R¤ ( E )
4
=
[

Q;P1

f ( R0; R1; Re ) : ( 3 ) ¡ ( 6 ) take place for U0 ! U1 ! X ! ( Y; Z ) g ( 7 )

is an inner bound for E-capacity region C ( E ) of the BCC:

R¤ ( E ) µ C ( E ) µ C ( E ) :

Chapter 5: E stimation of secr ecy E-capacity of the B r oadcast Channel With
T wo Con¯dential M essages

The broadcast channel with two confidential messages (BC-2CM) involves two sources,
one encoder, two discrete memoryless channels and two receivers. The model is shown in Fig.
4. Each private message mi 2 Mi;N ; i = 1 ; 2 is transmitted to the respective receiver at rate
Ri; i = 1 ; 2 ; while ensuring the eavesdropping receivers to be kept in total ignorance of it. The
level of ignorance is measured by the equivocation rate Ri;e; i = 1 ; 2 ; at the eavesdropping
receiver.

The secrecy E-capacity region is the set of rate pairs R1; R2 of codes with given error
probability exponents (reliabilities) E1; E2 at respective receivers, while Ri;e = Ri; i = 1 ; 2 .

@
@@R

¡
¡¡µ

-

-

-

-

- -

-Source

Source

M1;N

M2;N

m1

m2

Encoder f
x

Channel
WY1jX

y1 Decoder g1
m0

1 Receiver 1 m2/

m0
2Channel

WY2jX
y2 Decoder g2 Receiver 2 m1/

Figure 4. The model of BC-2CM.
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The vector x = ( x1; :::; xN ) 2 X N is the input, y1 = ( y1;1; :::; y1;N ) 2 YN
1 and y2 =

( y2;1; :::; y2;N ) 2 YN
2 are the output vectors after N uses of channels. We introduce some

additional finite sets U 0, U 1, U 2. The RVs M1;N ; M2;N ; U0; U1; U2; X; Y1; Y2 take values,
correspondingly, in M1;N ; M2;N ; U 0; U 1; U 2; X ; Y1; Y2.

Let P0 be a type of a vector u0 2 U N
0 and Pij0; i = 1 ; 2 ; P1;2j0, PXjU1;U2

and VYijX ; i = 1 ; 2 ;
be conditional types.

We consider RVs X; Y1; Y2 and auxiliary RVs U0; U1; U2 with joint PDs

P0±P1;2j0±PX jU1;U2±VYijX = fP0±P1;2j0±PXjU1;U2±VYijX ( u0; u1; u2; x; yi ) =

P0 ( u0 ) P1;2j0 ( u1; u2ju0 ) PXjU1;U2
( xju1; u2 ) VYijX ( yijx) ;

u0 2 U 0; u1 2 U 1; u2 2 U 2; x 2 X ; yi 2 Yig; i = 1 ; 2 : ( 8 )

Let U0 ! ( U1; U2 ) ! X ! ( Y1; Y2 ) form a Markov chain.
For i = 1 ; 2 ; we define conditional PDs P 1

YijUi;U0
and PYijUi;U0

as follows,

PYijUi;U0 ( yijui; u0 )
4
=

X

u3¡i;x

PU3¡ijUi;U0
( u3¡ijui; u0 ) PXjU1;U2

( xju1; u2 ) WYijX ( yijx ) ; ( 9 )

P 1
YijUi;U0

( yijui; u0 )
4
=

X

u3¡i;x

PU3¡ijUi;U0 ( u3¡ijui; u0 ) PX jU1;U2 ( xju1; u2 ) VYijX ( yijx ) ; ( 1 0 )

Let V N ( P0;i;Yi ) be the set of all conditional types P 1
YijUi;U0

of yi 2 YN
i ; i = 1 ; 2 .

Let us define the following set of distributions

Di ( Ei ) = fP 1
YijUi;U0

2 V N ( P0;i;Yi ) : D( P 1
YijUi;U0

kPYijUi;U0 jP0;i ) · Eig:
To formulate the inner bound of secrecy E-capacity region of the BC-2CM, we define the

following region of rates R1; R2:
0 · R1 ·

m in
P 1

Y1jU1;U0
2D 1(E1)

¯̄
¯̄IP0;1;P 1

Y1jU1;U0

( U1 ^ Y1jU0 ) + D( P 1
Y1jU1;U0

kPY1jU1;U0
jP0;1 ) ¡ E1

¯̄
¯̄
+

¡IP0;1;PY2jU2;U0
( U1 ^ Y2jU2; U0 ) ¡ IP0;1;2 ( U1 ^ U2jU0 ) ; ( 1 1 )

0 · R2 ·

m in
P 1

Y2jU2;U0
2D 2(E2)

¯̄
¯̄IP0;2;P 1

Y2jU2;U0
( U2 ^ Y2jU0 ) + D( P 1

Y2jU2;U0
kPY2jU2;U0jP0;2 ) ¡ E2

¯̄
¯̄
+

¡IP0;2;PY1jU1;U0
( U2 ^ Y1jU1; U0 ) ¡ IP0;1;2 ( U1 ^ U2jU0 ) : ( 1 2 )

We define the inner bound R¤ ( E ) of secrecy E-capacity region C ( E ) as follows

R¤ ( E )
4
=

[

P0;1;2

f ( R1; R2 ) : (11), (12) take place for some

Markov chain U0 ! ( U1; U2 ) ! X ! ( Y1; Y2 ) g:
T heor em 5. F or all E1 > 0 ; E2 > 0 ; the region R¤ ( E ) is an inner bound for secrecy

E-capacity region of the B C-2CM :

R¤ ( E ) µ Cs ( E ) µ Cs ( E ) :

We present the proof of this theorem using the method of types.

1 1



M ain r esults of the disser tation ar e the following:

² The affection of using the randomized encoder in the random coding bound construction
of the E-capacity region of the asymmetric broadcast channel in comparison to applying
the deterministic encoder, is studied.

² The E-capacity region of the generalized wiretap channel in two cases, when error
probability of the eavesdropper to find a part of message decreases either exponentially
or not exponentially is studied.

² The upper bound of E-capacity of the secrecy leakage of the BCC is found.

² Using the obtained sphere packing bound of the secrecy leakage and the method of
rate-splitting, the inner estimate of E-capacity region of the BCC is derived.

² A single letter characterization of random coding bound for secrecy E-capacity region
of the broadcast channel with two confidential messages is derived.

These results generalize the previous results on
a) the capacity region of the BCC, BC-2CM and the wiretap channel,
b) the E-capacity of the DMC and the BC over secure communication systems.
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Ü³ëñÇÝ ²ýß³ñ

¶³ÕïÝÇ Ñ³Õáñ¹³·ñáõÃÛáõÝÝ»ñáí É³ÛÝ³ë÷Ûáõé Ï³åáõÕÇÝ»ñÇ E-áõÝ³ÏáõÃÛ³Ý
Ñ»ï³½áïáõÙ

²Ù÷á÷áõÙ

²ï»Ý³ËáëáõÃÛáõÝÁ ÝíÇñí³Í ¿ ·³ÕïÝ³·áÕÇ ³éÏ³ÛáõÃÛ³Ùµ Ï³åáõÕáõÙ ¨ ·³ÕïÝÇ
Ñ³Õáñ¹³·ñáõÃÛáõÝÝ»ñáí É³ÛÝ³ë÷Ûáõé Ï³åáõÕÇÝ»ñáõÙ ûåïÇÙ³É Ïá¹»ñÇ ëË³ÉÇ Ñ³í³-
Ý³Ï³ÝáõÃÛ³Ý óáõóÇãÇ í³ñùÇ áõëáõÙÝ³ëÇñáõÃÛ³ÝÁ:

¶³ÕïÝÇáõÃÛáõÝÁ ¨ Ñáõë³ÉÇáõÃÛáõÝÁ Ï³ñ¨áñ å³Ñ³Ýç »Ý µ³½Ù³ÏÇ Ï³åÇ Ñ³Ù³-
Ï³ñ·»ñÇ ÝÏ³ïÙ³Ùµ: ÆÝýáñÙ³óÇáÝ-ï»ë³Ï³Ý ËÝ¹ÇñÁ Ù»Ï Ñ³ëó»³ï»ñáí Ñáõë³ÉÇ
Ñ³Õáñ¹Ù³Ý Ñ³Ù³Ï³ñ·Ç ÝÏ³ïÙ³Ùµ ÉáõÍí»É ¿ñ ì³ÛÝ»ñÇ ÏáÕÙÇó 1975 Ã. Ñ³ÛïÝÇ “Î³-
åáõÕÇ ·³ÕïÝ³·áÕáí“ Ñá¹í³ÍáõÙ: ¶³ÕïÝ³·áÕÇ ³éÏ³ÛáõÃÛ³Ùµ Ï³åáõÕáõ Ñ»ï³½áï-
Ù³Ý Ýå³ï³ÏÝ ¿ ÑÝ³ñ³íáñÇÝ ã³÷ Ù»Í³óÝ»É ³ÕµÛáõñÇó ¹»åÇ ûñÇÝ³Ï³Ý Ñ³ëó»³ï»ñÁ
Ñáõë³ÉÇ Ñ³Õáñ¹Ù³Ý ³ñ³·áõÃÛáõÝÁ, å³ÛÙ³Ýáí, áñ ·³ÕïÝ³·áÕÁ ÑÝ³ñ³íáñÇÝë ùÇã
ï»Õ»ÏáõÃÛáõÝ ëï³Ý³ Ñ³Õáñ¹Ù³Ý Ù³ëÇÝ: ì³ÛÝ»ñÁ ·ï»É ¿ ³ñ³·áõÃÛáõÝ-³ÝáñáßáõÃÛáõÝ
Ñ³ë³Ý»ÉÇ ïÇñáõÛÃÁ, »ñµª ¨ ÑÇÙÝ³Ï³Ý Ï³åáõÕÇÝ, ¨ ·³ÕïÝ³·áÕÇ Ï³åáõÕÇÝ ÁÝ¹Ñ³ï
»Ý ¨ ³é³Ýó ÑÇßáÕáõÃÛ³Ý: ²ÛÉ Ï³ñ¨áñ áõëáõÙÝ³ëÇñáõÃÛ³Ý ³é³Ï³ ¿ ·³ÕïÝÇ Ñ³Õáñ-
¹³·ñáõÃÛáõÝÝ»ñáí É³ÛÝ³ë÷Ûáõé Ï³åáõÕÇÝ, áñÁ ³é³çÇÝ ³Ý·³Ù ¹Çï³ñÏ»É »Ý âÇë³ñÁ
¨ ÎÛáñÝ»ñÁ 1978 Ã.: Üñ³Ýù ëï³ó»É »Ý ³Û¹ Ï³åáõÕáõ áõÝ³ÏáõÃÛ³Ý ïÇñáõÛÃÁ:

Úáõñ³ù³ÝãÛáõñ Ï³åáõÕáõ Ï³ñ¨áñ Ñ³ïÏáõÃÛáõÝÝ»ñÁ µÝáõÃ³·ñáõÙ ¿ Ñáõë³ÉÇáõÃÛ³Ý
E ( R ) ýáõÝÏóÇ³Ý, áñÁ Ý»ñÙáõÍ»É ¿ Þ»ÝáÝÁ 1959 Ã.: Ðáõë³ÉÇáõÃÛ³Ý ýáõÝÏóÇ³Ý áñáßáõÙ
¿ ïí³Í R ³ñ³·áõÃÛ³Ý ¨ Ïá¹Ç N Í³í³ÉÇ ³×Ù³Ý ¹»åùáõÙ ëË³ÉÇ Ñ³í³Ý³Ï³ÝáõÃÛ³Ý
óáõóã³ÛÇÝ expf¡NE ( R) g Ýí³½Ù³Ý E óáõóÇãÁ:

Î³åáõÕáõ Ïá¹³íáñÙ³Ý ËÝ¹ñÇÝ ³ÛÉ Ùáï»óáõÙ ¿ º. Ð³ñáõÃÛáõÝÛ³ÝÇ ÏáÕÙÇó 1967 Ã.
³é³ç³ñÏí³Í E-áõÝ³ÏáõÃÛáõÝÁ (³ñ³·áõÃÛáõÝ-áõÝ³ÏáõÃÛáõÝ ýáõÝÏóÇ³Ý), áñÁ Ýß³Ý³Ï-
íáõÙ ¿ C ( E ) (Ï³Ù R ( E ) ) ¨ ³ñï³Ñ³ÛïáõÙ Ïá¹Ç R ³ñ³·áõÃÛ³Ý ûåïÇÙ³É Ï³Ëí³-
ÍáõÃÛáõÝÁ ëË³ÉÇ Ñ³í³Ý³Ï³ÝáõÃÛ³Ý E óáõóãÇó (Ñáõë³ÉÇáõÃÛáõÝÇó): C ( E ) ýáõÝÏóÇ³Ý
µÝ³Ï³Ý ÁÝ¹Ñ³Ýñ³óáõÙ ¿ ß»ÝáÝÛ³Ý ·³Õ³÷³ñÝ»ñÇ‘ C áõÝ³ÏáõÃÛ³Ý ¨ ½»ñáÛ³Ï³Ý ëË³ÉÇ
Ñ³í³Ý³Ï³ÝáõÃÛ³Ùµ C0 áõÝ³ÏáõÃÛ³Ý: ºñµ E-Ý ³×áõÙ ¿ ½»ñáÇó ÙÇÝã¨ ³Ýí»ñçáõÃÛáõÝ,
C ( E ) ýáõÝÏóÇ³Ý Ýí³½áõÙ ¿ C-Çó ÙÇã¨ C0: ÜÏ³ïÇ áõÝ»Ý³Éáí E-áõÝ³ÏáõÃÛáõÝ, Ï³Ù
Ñáõë³ÉÇáõÃÛ³Ý ýáõÝÏóÇ³Ý ·ïÝ»Éáõ ëÏ½µáõÝù³ÛÇÝ ¹Åí³ñáõÃÛáõÝÁ , ÁÝ¹áõÝí³Í ¿ áõëáõÙ-
Ý³ëÇñ»É Ýñ³Ýó ·Ý³Ñ³ï³Ï³ÝÝ»ñÁ: È³ÛÝ³ë÷Ûáõé Ï³åáõÕáõ E-áõÝ³ÏáõÃÛ³Ý ïÇñáõÛÃÇ
Ý»ñùÇÝ ë³ÑÙ³ÝÁ‘ ·³ÕïÝÇáõÃÛ³Ý å³ÛÙ³ÝÝ»ñÇ µ³ó³Ï³ÛáõÃÛ³Ý ¹»åùáõÙ, ëï³óí»É ¿
Ø. Ð³ñáõÃÛáõÝÛ³ÝÇ ÏáÕÙÇó:

Ü»ñÏ³ ³ßË³ï³ÝùáõÙ ÉáõÍí»É »Ý‘ ·³ÕïÝ³·áÕÇ ³éÏ³ÛáõÃÛ³Ùµ Ï³åáõÕáõ ¨ ·³ÕïÝÇ
Ñ³Õáñ¹³·ñáõÃÛáõÝÝ»ñáí É³ÛÝ³ë÷Ûáõé Ï³åáõÕÇÝ»ñÇ áñáß Ùá¹»ÉÝ»ñÇ E-áõÝ³ÏáõÃÛ³Ý
áõëáõÙÝ³ëÇñÙ³Ý ³Ïïáõ³É ËÝ¹ÇñÝ»ñÁ: ²ï»Ý³ËáëáõÃÛáõÝáõÙ ëï³óí³Í ³ñ¹ÛáõÝùÝ»ñÁ
ÁÝ¹Ñ³Ýñ³óáõÙ »Ý Ñ»¨Û³É ³ñ¹ÛáõÝùÝ»ñÇ ÝÏ³ïÙ³Ùµ.

² ·³ÕïÝÇ Ñ³Õáñ¹³·ñáõÃÛáõÝÝ»ñáí É³ÛÝ³ë÷Ûáõé Ï³åáõÕáõ áõÝ³ÏáõÃÛ³Ý ïÇñáõÛÃÇ,

² ·³ÕïÝ³·áÕÇ ³éÏ³ÛáõÃÛ³Ùµ Ï³åáõÕáõ áõÝ³ÏáõÃÛ³Ý ïÇñáõÛÃÇ,

² »ñÏáõ ·³ÕïÝÇ Ñ³Õáñ¹³·ñáõÃÛáõÝÝ»ñáí É³ÛÝ³ë÷Ûáõé Ï³åáõÕáõ áõÝ³ÏáõÃÛ³Ý ïÇ-
ñáõÛÃÇ,

² º. Ð³ñáõÃÛáõÝÛ³ÝÇ ÏáÕÙÇó ëï³óí³Í ÁÝ¹Ñ³ï ³é³Ýó ÑÇßáÕáõÃÛ³Ý Ï³åáõÕáõ
E-áõÝ³ÏáõÃÛ³Ý,
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² Ø. Ð³ñáõÃÛáõÝÛ³ÝÇ ÏáÕÙÇó ëï³óí³Í É³ÛÝ³ë÷Ûáõé Ï³åáõÕáõ E-áõÝ³ÏáõÃÛ³Ý ïÇñáõÛÃÇ
Ý»ñùÇÝ ë³ÑÙ³ÝÇ:

²ï³Ý³ËáëáõÃÛ³Ý ÑÇÙÝ³Ï³Ý ³ñ¹ÛáõÝùÝ»ñÁ Ñ»ï¨Û³ÉÝ»ñÝ »Ý:

² àõëáõÙÝ³ëÇñí»É ¿ ³ÝÑ³Ù³ã³÷ É³ÛÝ³ë÷Ûáõé Ï³åáõÕáõ E-áõÝ³ÏáõÃÛ³Ý ïÇñáõÛÃÇ
å³ï³Ñ³Ï³Ý Ïá¹³íáñÙ³Ý ë³ÑÙ³ÝÇ Ï³éáõóÙ³Ý Ñ³ñóáõÙ å³ï³Ñ³Ï³Ý³óí³Í
Ïá¹³íáñÙ³Ý û·ï³·áñÍÙ³Ý ³½¹»óáõÃÛáõÝÁ ¹»ï»ñÙÇÝ³óí³Í Ïá¹³íáñÙ³Ý û·-
ï³·áñÍÙ³Ý Ñ³Ù»Ù³ï:

² àõëáõÙÝ³ëÇñí»É ¿ ·³ÕïÝ³·áÕÇ ³éÏ³ÛáõÃÛ³Ùµ ÁÝ¹Ñ³Ýñ³óí³Í Ï³åáõÕáõ E-áõ-
Ý³ÏáõÃÛ³Ý ïÇñáõÛÃÁ »ñÏáõ ¹»åùáõÙ, »ñµ ·³ÕïÝ³·áÕÇ ÏáÕÙÇó Ñ³Õáñ¹³·ñáõ-
ÃÛ³Ý ÙÇ Ù³ëÇ áñáßÙ³Ý ëË³Éí»Éáõ Ñ³í³Ý³Ï³ÝáõÃÛáõÝÁ Ýí³½áõÙ ¿ Ï³Ù óáõóã³ÛÇÝ
ûñ»Ýùáí,, Ï³Ù áã óáõóã³ÛÇÝ ³ñ³·áõÃÛ³Ùµ:

² ¶ïÝí³Í ¿ ·³ÕïÝÇ Ñ³Õáñ¹³·ñáõÃÛáõÝÝ»ñáí É³ÛÝ³ë÷Ûáõé Ï³åáõÕáõ ·³ÕïÝÇáõ-
ÃÛ³Ý å³Ï³ëÇ E-áõÝ³ÏáõÃÛ³Ý ïÇñáõÛÃÇ í»ñÇÝ ë³ÑÙ³ÝÁ:

² Ü³Ëáñ¹ ³ñ¹ÛáõÝùÇ ¨ ³ñ³·áõÃÛáõÝÝ»ñÇ ïñáÑÙ³Ý »Õ³Ý³ÏÇ û·ï³·áñÍÙ³Ùµ ¹áõñë
¿ µ»ñí»É ·³ÕïÝÇ Ñ³Õáñ¹³·ñáõÃÛáõÝÝ»ñáí É³ÛÝ³ë÷Ûáõé Ï³åáõÕáõ E-áõÝ³ÏáõÃÛ³Ý
Ý»ñùÇÝ ë³ÑÙ³ÝÁ:

² êï³óí»É ¿ »ñÏáõ ·³ÕïÝÇ Ñ³Õáñ¹³·ñáõÃÛáõÝÝ»ñáí É³ÛÝ³ë÷Ûáõé Ï³åáõÕáõ ·³Õï-
ÝÇáõÃÛ³Ý E-áõÝ³ÏáõÃÛ³Ý ïÇñáõÛÃÇ å³ï³Ñ³Ï³Ý Ïá¹³íáñÙ³Ý ë³ÑÙ³ÝÇ ÙÇï³-
é³ÝÇ µÝáõÃ³·ñáõÙÁ:

²ï»Ý³ËáëáõÃÛ³Ý ³ñ¹ÛáõÝùÝ»ñÁ ½»Ïáõóí»É »Ý »ñÏáõ ÙÇç³½·³ÛÇÝ ¨ »ñÏáõ Ñ³Ýñ³-
å»ï³Ï³Ý ·Çï³ÅáÕáíÝ»ñáõÙ, Ññ³å³ñ³Ïí»É »Ý 6 ·Çï³Ï³Ý Ññ³å³ñ³ÏáõÙÝ»ñáõÙ:
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Íàñðèí Àôøàð

Èññëåäîâàíèå E-ïðîïóñêíîé ñïîñîáíîñòè øèðîêîâåùàòåëüíîãî êàíàëà ñ ñåêðåòíûìè
ñîîáùåíèÿìè

Àííîòàöèÿ

Äèññåðòàöèÿ ïîñâÿùåíà èçó÷åíèþ ïîâåäåíèÿ ýêñïîíåíòû âåðîÿòíîñòè îùèáêè îïòè-
ìàëüíûõ êîäîâ â êàíàëå ñ íàðóùèòåëåì è â ùèðîêîâåùàòåëüíûõ êàíàëàõ ñ ñåêðåòíûìè
ñîîáùåíèÿìè.

Ñåêðåòíîñòü è íàäåæíîñòü ÿâëÿþòñÿ âàæíûìè òðåáîâàíèÿìè êî ìíîãèì ñèñòåìàì ñâÿçè.
Èíôîðìàöèîííî-òåîðåòè÷åñêàÿ ïðîáëåìà äëÿ ñèñòåìû íàäåæíîé ïåðåäà÷è ñ îäíèì àäðåñàòîì
áûëà ðåùåíà Âàéíåðîì â çíàìåíèòîé ñòàòüå ”Êàíàë ñ íàðóùèòåëåì” â 1975 ã. Öåëü èçó÷åíèÿ
êàíàëà ñ íàðóùèòåëåì - ìàêñèìèçèðîâàòü ñêîðîñòü íàäåæíîé ïåðåäà÷è îò èñòî÷íèêà ê
çàêîííîìó àäðåñàòó, ïðè óñëîâèè ÷òî íàðóùèòåëü óçíàåò îá ñîîáùåíèè íà âûõîäå èñòî÷íèêà
ïî-âîçìîæíîñòè ìåíüùå. Âàéíåð îïðåäåëèë äîñòèæèìóþ îáëàñòü ñêîðîñòü-íåîïðåñåëåííîñòü,
êîãäà è îñíîâíîé êàíàë, è êàíàë íàðóùèòåëÿ ÿâëÿþòñÿ äèñêðåòíûìè è áåç ïàìÿòè. Äðóãèì
âàæíûì îáúåêòîì èçó÷åíèÿ ÿâëÿåòñÿ øèðîêîâåùàòåëüíûé êàíàë ñ ñåêðåòíûìè ñîîáùåíèÿìè
âïåðâûå ðàññìîòðåííûé ×èñàðîì è Êåðíåðîì â 1978 ã. Îíè ïîëó÷èëè îáëàñòü ïðîïóñêíîé
ñïîñîáíîñòè òàêîãî êàíàëà.

Âàæíûå ñâîéñòâà êàæäîãî êàíàëà ñâÿçè õàðàêòåðèçóþòñÿ ôóíêöèåé íàäåæíîñòè E ( R)
ââåäåííîé Ùåííîíîì â 1959 ã. Ôóíêöèÿ íàäåæíîñòè îïðåäåëÿåò îïòèìàëüíóþ ýêñïîíåíòó
ýêñïîíåíöèàëüíîãî óáûâàíèÿ e xp f¡NE ( R ) g âåðîÿòíîñòè îùèáêè ïðè çàäàííîé ñêîðîñòè
R è óâåëè÷åíèè îáåìà êîäà N .

Äðóãîé ïîäõîä ê ïðîáëåìå êîäèðîâàíèÿ äëÿ êàíàëà - E-ïðîïóñêíàÿ ñïîñîáíîñòü (ôóíêöèÿ
ñêîðîñòü-íàäåæíîñòü) îáîçíà÷àåìàÿ C ( E ) (èëè R ( E ) ) ïðåäëîæåííàÿ Å.Àðóòþíÿíîì â 1967
ã., êîòîðàÿ âûðàæàåò îïòèìàëüíóþ çàâèñèìîñòü ñêîðîñòè êîäà R îò ýêñïîíåíòû âåðîÿòíîñòè
îùèáêè (íàäåæíîñòè) E. Ôóíêöèÿ C ( E ) ÿâëàåòñÿ åñòåñòâåííûì îáîáùåíèåì ùåííîíîâñêèõ
ïîíÿòèé ïðîïóñêíîé ñïîñîáíîñòè C è ïðîïóñêíîé ñïîñîáíîñòè ïðè íóëåâîé âåðîÿòíîñòè
îùèáêè C0. Êîãäà E óâåëè÷èâàåòñÿ îò íóëÿ äî áåñêîíå÷íîñòè, ôóíêöèÿ C ( E ) óáûâàåò
îò C äî C0. Â âèäó ïðèíöèïèàëüíîé òðóäíîñòè íàõîæäåíèÿ E-ïðîïóñêíîé ñïîñîáíîñòè
èëè ôóíêöèè íàäåæíîñòè, ïðèíÿòî èçó÷àòü èõ îöåíêè. Âíóòðåííàÿ ãðàíèöà îáëàñòè E-
ïðîïóñêíîé ñïîñîáíîñòè ùèðîêîâåùàòåëüíîãî êàíàëà áåç óñëîâèé ñåêðåòíîñòè áûëà ïîëó-
÷åíà Ì.Àðóòþíÿí.

Â íàñòÿùåé ðàáîòå ðåùåíû àêòóàëüíûå çàäà÷è èçó÷åíèÿ E-ïðîïóñêíîé ñïîñîáíîñòè
êàíàëà ñ íàðóùèòåëåì è íåêîòîðûõ ìîäåëåé ùèðîêîâåùàòåëüíîãî êàíàëà ñ ñåêðåòíûìè
ñîîáùåíèÿìè. Ïîëó÷åííûå â äèññåðòàöèè ðåñóëüòàòû îáîáùàþò ðåçóëüòàòû îòíîñèòåëüíî:

² îáëàñòè ïðîïóñêíîé ñïîñîáíîñòè øèðîêîâåùàòåëüíîãî êàíàëà ñ ñåêðåòíûìè ñîî-
áùåíèÿìè,

² îáëàñòè ïðîïóñêíîé ñïîñîáíîñòè êàíàëà ñ íàðóùèòåëåì,

² îáëàñòè ïðîïóñêíîé ñïîñîáíîñòè øèðîêîâåùàòåëüíîãî êàíàëà ñ äâóìÿ ñåêðåòíûìè
ñîîáùåíèÿìè,

² E-ïðîïóñêíîé ñïîñîáíîñòè äèñêðåòíîãî êàíàëà áåç ïàìÿòè, ïîëó÷åííûå Å.Àðóòþíÿíîì,

² îáëàñòè E-ïðîïóñêíîé ñïîñîáíîñòè øèðîêîâåùàòåëüíîãî êàíàëà ïîëó÷åíîé
Ì.Àðóòþíÿí.
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Îñíîâíûìè ðåçóëüòàòàìè äèññåðòàöèè ÿâëÿþòñÿ:

² Èçó÷åíî âëèÿíèå èñïîëüçîâàíèÿ ðàíäîìèçèðîâàííîãî êîäèðîâàíèÿ ïðè ïîñòðîåíèè
ãðàíèöû ñëó÷àéíîãî êîäèðîâàíèÿ E-ïðîïóñêíîé ñïîñîáíîñòè àñèììåòðè÷íîãî øèðî-
êîâåùàòåëüíîãî êàíàëà â ñðàâíåíèè ñ ïðèìåíåíèåì äåòåðìèíèðîâàííîãî êîäèðîâàíèÿ,

² Èçó÷åíà îáëàñòü E-ïðîïóñêíîé ñïîñîáíîñòè îáîáùåííîãî êàíàëà ñ íàðóùèòåëåì â
äâóõ ñëó÷àÿõ, êîãäà âåðîÿòíîñòü îùèáêè íàðóùèòåëÿ ïðè îïðåäåëåíèè ÷àñòè ñîî-
áùåíèÿ óáûâàåò èëè ýêñïîíåíöèàëüíî, èëè íå ýêñïîíåíöèàëüíî,

² Íàéäåíà âåðõíÿÿ ãðàíèöà E-ïðîïóñêíîé ñïîñîáíîñòè íåäîñòàòêà ñåêðåòà øèðîêîâå-
ùàòåëüíîãî êàíàëà ñ ñåêðåòíûìè ñîîáùåíèÿìè,

² Èñïîëüçîâàíèåì ïðåäûäóùåãî ðåçóëüòàòà è ìåòîäà ðàçáèåíèÿ ñêîðîñòåé, âûâåäåíà
âíóòðåííÿÿ ãðàíèöà îáëàñòè E-ïðîïóñêíîé ñïîñîáíîñòè øèðîêîâåùàòåëüíîãî êàíàëà
ñ ñåêðåòíûìè ñîîáùåíèÿìè,

² Ïîëó÷åíà îäíîáóêâåííàÿ õàðàêòåðèçàöèÿ ãðàíèöû ñëó÷àéíîãî êîäèðîâàíèÿ ñåêðåòíîé
E-ïðîïóñêíîé ñïîñîáíîñòè øèðîêîâåùàòåëüíîãî êàíàëà ñ äâóìÿ ñåêðåòíûìè ñîî-
áùåíèÿìè.

Ðåçóëüòàòû äèññåðòàöèè áûëè äîëîæåíû íà äâóõ ìåæäóíàðîäíûõ êîíôåðåíöèÿõ, äâóõ
ðåñïóáëèêàíñêèõ ñîâåùàíèÿõ, è îïóáëèêîâàíû â 6 ïóáëèêàöèÿõ.

1 6



Ì³í³ÉÁ - 1 ï.Ù. îå³ù³Ý³ÏÁ - 100 ûñÇÝ³Ï
îå³·ñí³Í ¿ ÐÐ ¶²² Æ²äÆ ÏáÙåÛáõï»ñ³ÛÇÝ

åáÉÇ·ñ³ýÇ³ÛÇ É³µáñ³ïáñÇ³ÛáõÙ


