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1. GENERAL CHARACTERIZATION OF THESIS 

 

Actuality of the subject 

In the recent years, rapid growth of the internet field, quick advances in digital 

technology, and also increasing development information technology, specially, the vast 

use of Personal Computers that are connected to the internet have provided the easy 

access to the digitalized media like audio, image, and photography media (pictures, 

images and etc). This increasing use of digital multimedia service has made new 

problems related to this technology. Beside  many  advantages  like  high  quality  of  

digital  technology  that  has  made it  popularity  and  usage  among  people,  there  are  

also  some  problems  in these  digital  services  like the capability of copying a great 

number of original version without any decrease in quality and ability of manipulation or 

malicious changing the information content. Although digital data have many advantages 

in comparing with analogue data, because of these problems, service providers often do 

not prefer to present their services in digital format. The main reason is their worries 

about nonexistence of the copyright protection. 

Because of some possible problems of copyright, digital registered products must be 

reasonably protected. Hence, some activities are required for developing security systems 

and protection of digital data. Besides, it seems finding a way for solving the mentioned 

problems should be considered as the important problems in the communication filed, 

especially in signal processing. 

Watermarking is an effective method for reaching these goals; so that with adding 

invisible information into a product, its security is guarantied against the copying, 

content alteration, and etc. 

It is well known that major properties of a desired watermarking scheme include 

security, imperceptibility and robustness to different attacks.  

In most of the watermarking applications, the watermarked data is expected to be 

probably processed in some way, before it reaches to the watermark receiver. However, it 

is possible that the watermarked data before that, has affected by some attack. For 

example, it can be compressed, cropped, noised and etc.  
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High imperceptibility means the amount of quality degradation that is caused by the 

watermark embedding into the original image, be insensible with the human visual 

system (HVS). However, in most applications increasing the robustness by embedding a 

more powerful watermark signal may cause loss of imperceptibility. In this case, a trade-

off must be made between imperceptibility and robustness. This fact is the most 

important problem which must be solved for developing of any watermarking algorithm. 

The analysis of scientific works shows that there are some problems in the area of 

watermarking of color images, which are not yet comprehensively investigated. The 

properties of the images, represented in the concrete color spaces are important for many 

technical applications and for HVS perception as well. Many investigations are made 

which are devoted to the watermarking problems for certain color spaces. But 

comprehensive and comparative analysis is not yet done. Hence this problem is still 

topical. 

Many watermarking methods are described and investigated in the scientific 

literature, but there are notable methods based on wavelet-analysis, because it is the most 

flexible and compact representation of the signals and images. Therefore it is no wonder 

that the wavelet-analysis is the widely used mathematical technique in the watermarking 

area. 

The most applications of wavelet-analysis to the watermarking problems originate in 

well-known investigations of Dugad and Inoue. So that Dugad describes a watermarking 

technique that inserts the watermark in the most significant coefficients in the DWT 

domain and does not require the original image in the detection process. However, 

Dugad's technique does not embed the watermark into many coefficients of the image, 

and also its retrieval algorithm can tell only if the watermark is present or absent but it 

cannot recover the actual watermark. Also, Inoue describes a watermarking technique 

that inserts watermark into the detailed coefficients at the coarsest scales in the DWT 

domain and like the Dugad algorithm, the watermark is embedded in the perceptually 

significant coefficients, but it requires a file to be saved detailing the locations where the 

watermark bits are embedded. Thus, direct using of these two algorithms does not allow 
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the effective manipulations between different color spaces and needs to be solved and 

improved.  

This thesis is devoted to the problem of creating of methodology, algorithms and 

program system for effective watermarking of the images, represented in different color 

spaces, and the comprehensive and comparative investigation of their properties.     

 

Objectives and Tasks 

The main goal of this thesis is development of a watermarking procedure to reach the 

best watermarking requirements in different color spaces by means of creating and 

investigation of effective complex of algorithms and programs using discrete wavelet-

analysis technique. 

To reach the specified goal following tasks were solved: 

 Creating appropriate mathematical model for watermarking procedure based on 

wavelet-analysis and solving Dugad and Inoue algorithms problems by improving 

them; 

 Study and concretizing the color space representations and relations between 

them, taking into account the simulation  possibilities of MATLAB system, creating 

the necessary program system in MATLAB environment;  

 Investigation of imperceptibility, robustness and error rate properties of the 

watermarking procedure in different color spaces under widespread types of attacks. 

 

Methods and resources of research 

 Theory and technique of image processing;   

 Methodology of application of discrete wavelet-analysis to image properties 

investigation; 

 Basics of mathematical and computer modeling; 

 MATLAB language.     
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Scientific novelty 

 Created wavelet-based watermarking methodology based on improved Dugad 

and Inoue algorithms. 

 Scheme for experiments and comparative analysis of watermarking procedure 

properties for every color space are proposed.  

 Numerical results of comparative analysis of robustness, imperceptibility and 

error bit rate for every color space are obtained. The dependence of the watermark 

extracting error on various attacks parameters is obtained. 

 Recommendations on the color space choosing to reach the best watermarking 

requirements, subject to the human visual system perception are given. 

  

The following topics are presented to the defence  

 Methodology for development of an image watermarking algorithm by using of 

wavelet-analysis subject to properties of various color models under widespread 

types of attacks;  

 Results of experimental investigations for robustness and imperceptibility of the 

proposed watermarking algorithms to attacks; 

 Results of comparative analyzis in different color spaces and recommendations 

on the color space choosing to reach the best watermarking requirements. 

 MATLAB software system to realize the proposed watermarking procedure.  

 

Practical significance  

 Program system in the MATLAB environment is created. It is usable for wide 

range of areas including business, education, copyright protection, ownership 

identification etc. 

 Concrete recommendations for using the proposed procedure of image protection 

in different color spaces to reach the best results, are made. 

 The created program tools can be easily changed and adapted for other purposes 

related to an image processing. 
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Approbation  

The results of the dissertation have been presented at: 

 Computer Science and Information Technologies conferences (CSIT 2009, CSIT 

2011), Yerevan, Armenia. 

 Workshop PNU University, Ray branch, January, 2010, Tehran, Iran. 

 Scientific seminar of Institute for Informatics and Automation Problems, 

National Academy of Science, December 15, 2011, Yerevan, Armenia. 

 

Practical Implementation 

Proposed Watermarking procedure design has been presented and tested successfully, 

to guarantee the ownership and image authentication of documents of Panda Security 

Company. 

   

Publications  

Material results of this thesis which is included 150 pages, 68 tables and also 73 

figures, were published in 9 scientific publications which are listed in the end of the 

abstract. 

 

2. THE MAIN CONTENT OF THESIS 

In Introduction, we explain the actuality of watermarking; so that, after explaining of 

some possible problems in copyright protection and ownership of the products, we have a 

brief look on the major properties of a desired watermarking scheme. Then, we note that 

there are some problems to be solved in the area of color image protection related to the 

properties of different color spaces. 

We also explain the causes of choosing DWT for solving the existing problems in 

watermarking. Afterwards, we explore the main goals of the thesis and tasks of reaching 

these goals. Then we have a look on investigation methods, scientific novelties and also 
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statements which are presented for defense, practical significance of results and other 

general characterizations of thesis. 

In Chapter 1, some general points about digital watermarking are presented 

completely and this subject is analyzed; so that after introducing a general theory about 

digital watermarking and then reviewing some data hiding words, we explain different 

kinds of watermarks and their applications, completely. In the next section, we analyze 

the most important watermarks characteristics and then explain related problems with the 

probable attacks on watermarks. Then, we review some digital watermarking techniques 

based on correlation and non correlation in spatial and frequency domains. 

In Chapter 2, we see, according to processing domain, the watermarking techniques 

can be broadly classified in two categories: spatial domain and frequency domain. So 

with a brief considering on different domain properties, we find out that in frequency-

domain techniques we can embed more bits of watermarks. Moreover, it is very robust 

against attacks involving image compression and noising because the watermark is 

actually spread through out the image, not just operating on an individual pixel. Thus, we 

explore which domain is most effective to solve the existing problems in watermarking; 

so that, we explain DCT-based methods are easy to implement, have been wildly 

employed for multimedia compression, and are suitable to embed pseudo random 

numbers as watermarks, it is weak to claim the ownership of intellectual property; 

moreover, watermark embedded in DCT coefficients seems easily lost. In the other hand, 

it is well known that the wavelet transformation has the excellent properties to minimize 

the data loss in the frequency transformation of images, to reduce noise and bias 

generation in images, and to provide extra robustness against irregular attacks. This cause 

makes us to choose this domain to reach our goal in this thesis. Thus, we concentrate on 

this transformation domain and for more familiarity with this kind of transformation, we 

discuss more detailed on it; so that after an introduction of wavelets, we discuss about 

tow dimensional wavelet transform, briefly. So that, we point that in a DWT of 2-D 

signal (image), signal firstly decomposes into the one approximation subband (LL1) and 

three details subbands (HL1, LH1, HH1) by cascading the signal horizontally and 

vertically with critically subsampled filter banks. Then, the approximation subband LL1 
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decomposes again for obtaining the coarser-scaled wavelet coefficients. At last, we refer 

to some watermarking schemes based on wavelet transformation in recent years. 

In Chapter 3, we propose a novel image watermarking algorithm which satisfies 

imperceptibility and robustness more than similar works, simultaneously. The 

watermarking embedding process in proposed scheme is by Least Significant Bit (LSB) 

insertion as a watermarking technique based on non correlation. Figure 2 illustrates the 

block diagram of proposed algorithm to implement on six famous original images shown 

in Figure 1. In this algorithm, in RGB color space, a host image is decomposed into 

wavelet coefficients; then after quantization of approximation coefficients, and creating a 

sign matrix, coarsest coefficients which have smallest quantization error are selected to 

embed the watermark image which is scrambled with Arnold transform algorithm, with 

LSB insertion method as a representative of non correlation based watermarking 

techniques. In the other color spaces, after conversion of RGB color space to other color 

spaces using equations shown in Table 1, quantization of approximation coefficients and 

also creating a sign matrix, the scrambled watermark image is embedded into coarsest 

approximation coefficients of wavelet decomposition of first channel which have 

smallest quantization error with the same method. 

 
Figure 1. Original Host images; (a) Lena, (b) Peppers, (c) Baboon, (d) Arm, (e) F16 and (f) Pills 
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After implementation of aforementioned algorithm in RGB color space the proposed 

algorithm is implemented into seven other color spaces: YCbCr, JPEG-YCbCr, YIQ, 

YUV, HSV, HSI and CIELab in the similar conditions and improved YCbCr color space 

called JPEG-YCbCr to compare color spaces effects on image watermarking and reach 

the best results of besed non correlations watermarking properties. The related 

summarized results are shown in Table 2. 

 

 
Figure 2. Block diagram of the proposed method as a representative of                          

watermarking techniques based on non correlation;                                                                              
(a) watermark embedding and (b) watermark extraction 
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Table 1. The conversion algorithms of RGB color space to the other color spaces 
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Table 2. The summarized results of proposed scheme 

 

 

In Chapter 4, after a brief explaining about Code Division Multi Access (CDMA), as 

a representative of watermarking techniques based on correlation, we propose a novel 

effective, imperceptible and robust CDMA image watermarking algorithm, for solving 

Dugad and Inoue problems. The proposed algorithm for embedding watermark is 

described as follows: 

Step 1: The watermark W is converted to a sequence and then a random binary 

sequence R of size n is adapted to W, where n is the size of the watermark image. Then, 

the new watermark sequence W1 is generated by a pseudo-random number generator to 

determine the pixel to be used on a given key. 

Step 2: Decompose the host image into a one-level structure with four DWT 

subbands, F(H). The coarsest coefficient of subbands HL and LH are taken as the target 

for embedding the watermark. In the other color spaces, after converting the host image 

from RGB color space into the intended color space, DWT will be performed on the first 

channel of selected color space.  
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Step3: Take absolute values on coefficients of all LH and HL, and record their signs 

in sign matrices. 

Step 4: Quantize absolute values of selection coefficients. 

Step 5: Embed watermark W1 into the coarsest coefficient of subbands HL and LH 

by the watermark embedding strategy as follows: 

                      




 =+

=
OtherwiseW*I

0WifW*kI
)v,u(I

iy,x

iy,x
y,xW                                  (2.1) 

where k denotes a gain factor for completely controlling the imperceptibility of 

watermarked images and the robustness of watermarks and also IW is the resulting 

watermarked image. 

Step 6: Effect sign matrices into the embedded coefficients. 

Step 7: A watermarked image I' is then generated by inverse DWT with all changed 

and unchanged DWT coefficients. In the other color spaces the watermarked image will 

be generated after re-converting the intended color space into RGB color space. 

Step 8: Record the pseudo-random noise generator algorithm and the key. 

The embedded watermark in details subbands coefficients of the host image is 

extracted using the same pseudo-random noise generator algorithm which is seeded with 

the same key and computation of the correlation between the noise pattern and possible 

watermarked image as follows: 

Step 1: Decompose the watermarked image into four DWT subbands. In the other 

color space, DWT will be performed on the first channel of considered color space after 

converting watermarked image from RGB color space into intended color space. 

Step 2: Seeding the recorded key using the recorded pseudo-random noise generator 

algorithm. 

Step 3: Quantize absolute values of HL and LH subbands. 

Step 4: Computation of threshold T as follows: 

                             
2

)()( LHnCorrelatioHLnCorrelatioT +
=                                (2.2) 

Step 5: Computation of the threshold T and each embedded coefficient correlation, 

separately. 
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Step 6: The sequence watermark is extracted as follows: 

                                              








=

〉=
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ii

1

0                                         (2.3) 

Step 8: The image watermark is produced by reconverting the extracted sequence 

watermark.  

It is necessary to note that these two proposed approaches have no need of the 

original host image to extract the watermarks. 

After explaining the embedding and extracting processes we perform the proposed 

scheme on the same famous host images shown in Figure 1 and the same color spaces 

under similar conditions to compare the effects of different color spaces on correlation 

based watermarking techniques and reaching the best. Then we test imperceptibility and 

robustness of proposed algorithm against JPEG compression and Gaussian and salt & 

pepper noises. We will see that the proposed scheme reaches to suitable watermark 

extraction under aforementioned attacks, as it is shown for Baboon in Table 3 for quality 

factor of JPEG compression Q=15, Gaussian Noise V=0.9 and noise density of Salt & 

Pepper N.D=0.5. In the end of this chapter, after comparing with the earlier works we 

summarize the obtained results in all color spaces like it is shown in Figures 3, 4, and 5 

for k=1. 

 

Table 3. The extracted watermark from Baboon with k=1; Q=15, V=0.9 and N.D=0.5 
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Figure 3. The percentage of error bit rate of extracted watermarks for different color 

spaces under JPEG compression with k=1; (a) Lena, (b) Peppers, (c) Baboon, (d) Arm, 
(e) F16 and (f) Pills 

 
Figure 4. The percentage of error bit rate of extracted watermarks for different color 

spaces under Gaussian noise with k=1; (a) Lena, (b) Peppers, (c) Baboon, (d) Arm,        (e) 
F16 and (f) Pills 
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Figure 5. The percentage of error bit rate of extracted watermarks for different color 

spaces under salt & pepper noise with k=1; (a) Lena, (b) Peppers, (c) Baboon, (d) Arm, (e) 
F16 and (f) Pills 

Besides increasing imperceptibility and robustness against different attacks in 

comparing similar methods, from proposed scheme, we can see that in JPEG 

compression, YIQ color space has the greatest error bit rate values; while after that, 

respectively, JPEG-YCbCr, YUV, RGB, YCbCr and CIELab color spaces have the 

greatest values. It means, performing the proposed method on CIELab color space and 

after that, respectively, YCbCr, RGB, YUV, JPEG-YCbCr and YIQ color spaces lead to 

the most robustness against JPEG compression. In addition, except Pills under Gaussian 

noise of 0.6%, 0.7% and 0.8% with gain factor 0.5, in all cases; YCbCr and JPEG-

YCbCr color spaces have the same robustness against Gaussian noise attack. The 

percentage of error bit rate values in RGB color spaces are greatest comparing the other 

color spaces; while after that, respectively, YCbCr & JPEG-YCbCr, YIQ, YUV and 

CIELab color spaces have the greatest values. It means, performing the proposed scheme 

on CIELab color space and after that respectively, YUV, YIQ, YCbCr & JPEG-YCbCr 

and RGB color spaces lead to the most robustness against Gaussian noise attack. Also, it 

can be found that, in salt & pepper noise attacks, RGB color space has the greatest error 
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bit values rates comparing the other color spaces; while after that respectively, YIQ, 

JPEG-YCbCr, YCbCr, YUV and CIELab color spaces have the greatest values. It means 

that performing the proposed scheme on CIELab color space and after that respectively, 

YUV, YCbCr, JPEG-YCbCr, YIQ and RGB color spaces lead to the most robustness 

against salt & pepper noise attack.  

 

3. THE MAIN RESULTS OBTAINED IN THE THESIS 

 

The main obtained results in the thesis can be summarized as follows:  

 An effective wavelet-based watermarking methodology based on improved 

Dugad and Inoue algorithms is created [2]; 

 Scheme for experiments and  comparative analysis  of watermarking procedure 

properties for every color space is proposed [3-5];  

 Numerical results of comparative analysis of robustness, imperceptibility and 

error bit rate for every color space are obtained. The dependences of the watermark 

extracting error on various attacks parameters are obtained [3-5];   

 The new formula for improved YCbCr color space called JPEG-YCbCr which 

enhances the properties of this color space is proposed [6,7];  

 The novel JPEG-YCbCr color space to improve YCbCr color space properties is 

proposed [6,7];  

 In correlation based watermarking techniques, watermark imperceptibility is 

increased more than the other color spaces using proposed JPEG-YCbCr color space 

formula [6-8]. 

 Recommendations on the color space choosing to reach the best watermarking 

requirements, subject to the human visual system perception are given [1]. 

 MATLAB software system to realize the proposed watermarking procedure is 

created [1,9]. 

 The imperceptibility and robustness properties, satisfied simultaneously, in 

proposed schemes. 
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ºðÎâ²ö²ÜÆ ìºÚìÈºîÜºðÆ ÎÆð²èØ²Ø´ ¶àôÜ²ÚÆÜ î²ð²ÌàôÂÚàôÜÜºðàôØ 
Âì²ÚÜ²òì²Ì ä²îÎºðÆ æð²ÜÞØ²Ü ²È¶àðÆÂØÜºðÆ àôêàôØÜ²êÆðàôÂÚàôÜ 

(²Ù÷á÷áõÙ) 
 

ØºÐ¸Æ Ê²ÈÆÈÆ 
  
 ²ñ¹Ç³Ï³ÝáõÃÛáõÝÁ:  ì»ñçÇÝ ï³ñÇÝ»ñë Ð³Ù³ó³ÝóÇ ïÇñáõÛÃÇ ³ñ³· ³×Á, Ãí³ÛÇÝ 
ï»ËÝáÉá·Ç³Ý»ñÇ ³ñ³· ½³ñ·³óáõÙÁ ¨ ÏÇñ³éáõÃÛ³Ý  µÝ³·³í³éÝ»ñÇ ÁÝ¹É³ÛÝáõÙÁ, 
Ð³Ù³ó³ÝóÇÝ ÙÇ³óí³Í ³ÝÑ³ï³Ï³Ý ÏáÙåÛáõï»ñÝ»ñÇ Ñ³Ù³ï³ñ³Í û·ï³·áñÍáõÙÁ 
ÑÝ³ñ³íáñáõÃÛáõÝ ïí»óÇÝ Ñ»ßïáõÃÛ³Ùµ  û·ïí»Éáõ Ãí³ÛÝ³óí³Í ÇÝýáñÙ³óÇ³ÛÇó (³áõ¹Çá, 
å³ïÏ»ñ ¨ ³ÛÉÝ): àõëïÇ Ñ»ÕÇÝ³Ï³ÛÇÝ Çñ³íáõÝùÁ ¨ Ãí³ÛÝ³óí³Í ÇÝýáñÙ³óÇ³Ý ã³ñïáÝí³Í 
û·ï³·áñÍáõÙÇó å³ßïå³Ý»Éáõ Ù»Ãá¹Ý»ñÇ ëï»ÕÍÙ³Ý ËÝ¹Çñ ¿ ³é³ç³ÝáõÙ:  
 Üßí³Í ËÝ¹ñÇ ÉáõÍÙ³Ý ³ñ¹ÛáõÝ³í»ï »Õ³Ý³Ï ¿ Ãí³ÛÝ³óí³Í ÇÝýáñÙ³óÇ³ÛÇ çñ³ÝßÙ³Ý  
Ù»Ãá¹Á, áñÁ å³ßïå³ÝíáÕ ÇÝýáñÙ³óÇ³ÛÇ Ù»ç Ý»ñÙáõÍáõÙ ¿ ³Ýï»ë³Ý»ÉÇ ÝÇß»ñ, áñáÝù û·ÝáõÙ 
»Ý å³ñ½»É ïíÛ³É ÝÛáõÃÇ Ñ»ÕÇÝ³Ï³ÛÇÝ å³ïÏ³Ý»ÉáõÃÛáõÝÁ, ÇÝãå»ë Ý³¨ ¹ñ³ 
³ÙµáÕç³Ï³ÝáõÃÛáõÝÁ, ã³ñ³ÙÇï Ý»ñ·áñÍáõÃÛáõÝÁ ¨ ³ÛÉÝ:  
 ÆÝãå»ë Ñ³ÛïÝÇ ¿, çñ³ÝßÙ³Ý ëË»Ù³ÛÇ ó³ÝÏ³ÉÇ Ñ³ïÏáõÃÛáõÝÝ»ñÁ Ý»ñ³éáõÙ »Ý 
·³ÕïÝÇáõÃÛáõÝÁ, ³Ýï»ë³Ý»ÉÇáõÃÛáõÝÁ, Ï³ÛáõÝáõÃÛáõÝÁ Ñ³ñÓ³ÏáõÙÝ»ñÇ ÝÏ³ïÙ³Ùµ ¨ ëË»Ù³ÛÇ  
Ï³ñáÕáõÃÛáõÝÁ` Ñ³ÛïÝ³µ»ñ»Éáõ çñ³ÝÇßÁ:   
 æñ³ÝßÙ³Ý ÏÇñ³éáõÃÛáõÝÝ»ñáõÙ, áñå»ë Ï³ÝáÝ, »ÝÃ³¹ñíáõÙ ¿, áñ çñ³Ýßí³Í ïíÛ³ÉÝ»ñÁ  
Ñ³ëÝáõÙ »Ý ÁÝ¹áõÝÇãÇÝ ³ÛÝ ï»ëùáí, ÇÝã ï»ëùáí áñ Ñ³Õáñ¹í»É ¿ÇÝ: ê³Ï³ÛÝ ÑÝ³ñ³íáñ ¿, áñ ³Û¹  
ïíÛ³ÉÝ»ñÁ »ÝÃ³ñÏí³Í ÉÇÝ»Ý Ñ³ñÓ³ÏÙ³Ý, ÇÝãÇ Ñ»ï¨³Ýùáí Ý»ñÙáõÍí³Í ÇÝýáñÙ³óÇ³Ý Ï³ñáÕ ¿  
³ÝÑ»ï³Ý³É: àñå»ë Ñ³ñÓ³ÏáõÙ Ï³ñáÕ »Ý ¹Çïí»É ÇÝýáñÙ³óÇ³ÛÇ ë»ÕÙáõÙÁ, Ïïñ³ïáõÙÁ, 
³ÕÙÏ³Ñ³ñáõÙÁ ¨ ³ÛÉÝ: àõëïÇ Ï³ñ¨áñ ¿, áñ çñ³ÝßÙ³Ý ³É·áñÇÃÙÁ Ï³ÛáõÝ ÉÇÝÇ ÝÙ³Ý 
Ñ³ñÓ³ÏáõÙÝ»ñÇ ÝÏ³ïÙ³Ùµ:      
 ´³ñÓñ ³Ýï»ë³Ý»ÉÇáõÃÛáõÝÁ Ýß³Ý³ÏáõÙ ¿, áñ çñ³ÝßÙ³Ý Ñ»ï¨³Ýùáí ³é³ç³ó³Í 
³Õ³í³ÕáõÙÝ»ñÁ ³ÝÝÏ³ï »Ý Ù³ñ¹áõ ï»ëáÕ³Ï³Ý Ñ³Ù³Ï³ñ·Ç Ñ³Ù³ñ (ØîÐ): ê³Ï³ÛÝ çñ³ÝÇßÇ  
Ï³ÛáõÝáõÃÛ³Ý  µ³ñÓñ³óáõÙÁ Ï³ñáÕ ¿ Ñ³Ý·»óÝ»É ³Ýï»ë³Ý»ÉÇáõÃÛ³Ý Ýí³½»óÙ³ÝÁ, áõëïÇ 
çñ³ÝßÙ³Ý Ù»Ãá¹Ç ÁÝïñáõÃÛáõÝÁ µ»ñáõÙ ¿ Ýßí³Í Ñ³ïÏáõÃÛáõÝÝ»ñÇ Ñ³Ù³å³ï³ëË³Ý 
÷áË½ÇçÙ³Ý:  
 ¶Çï³Ï³Ý ·ñ³Ï³ÝáõÃÛ³Ý í»ñÉáõÍáõÃÛáõÝÁ óáõÛó ¿ ï³ÉÇë, áñ ·áõÝ³íáñ å³ïÏ»ñÝ»ñÇ 
çñ³ÝßÙ³Ý  µÝ³·³í³éáõÙ Ï³Ý ËÝ¹ÇñÝ»ñ, áñáÝù ¹»é¨ë Ñ³Ù³ÏáÕÙ³ÝÇáñ»Ý áõëáõÙÝ³ëÇñí³Í 
ã»Ý: Ø³ëÝ³íáñ³å»ë, Ñ³ÛïÝÇ ¿, áñ å³ïÏ»ñÝ»ñÇ Ùß³ÏÙ³Ý µÝ³·³í³éáõÙ ÏÇñ³éíáõÙ »Ý 
ï³ñµ»ñ ·áõÝ³ÛÇÝ Ùá¹»ÉÝ»ñ, áñáÝó Ñ³ïÏáõÃÛáõÝÝ»ñÁ Ï³ñ¨áñ »Ý áã ÙÇ³ÛÝ ï»ËÝÇÏ³Ï³Ý 
Ùß³ÏáõÙÝ»ñÇ ³éáõÙáí, ³ÛÉ¨ ØîÐ ÁÝÏ³ÉÙ³Ý ï»ë³ÝÏÛáõÝÇó: Î³ï³ñí»É »Ý  µ³½Ù³ÃÇí 
áõëáõÙÝ³ëÇñáõÃÛáõÝÝ»ñ, áñáÝù ÝíÇñí³Í »Ý ³Ûë Ï³Ù ³ÛÝ ·áõÝ³ÛÇÝ ï³ñ³ÍáõÃÛ³Ý Ù»ç ïñíáÕ 
å³ïÏ»ñÝ»ñÇ çñ³ÝßÙ³Ý Ñ³ñó»ñÇÝ: ê³Ï³ÛÝ ¹ñ³Ýó Ñ³ïÏáõÃÛáõÝÝ»ñÇ Ñ³Ù»Ù³ï³Ï³Ý ¨ 
Ñ³Ù³ÏáÕÙ³ÝÇ í»ñÉáõÍáõÃÛáõÝ ãÇ Ï³ï³ñí³Í:    
 êáõÛÝ ³ï»Ý³ËáëáõÃÛáõÝÁ ÝíÇñí³Í ¿ ï³ñµ»ñ ·áõÝ³ÛÇÝ Ùá¹»ÉÝ»ñáí Ý»ñÏ³Û³óíáÕ 
å³ïÏ»ñÝ»ñÇ ³ñ¹ÛáõÝ³í»ï çñ³ÝßÙ³Ý Ù»Ãá¹³µ³ÝáõÃÛ³Ý, ³É·áñÇÃÙÝ»ñÇ ¨ Íñ³·ñ³ÛÇÝ 
Ñ³Ù³Ï³ñ·Ç ëï»ÕÍÙ³ÝÁ, ÇÝãå»ë Ý³¨ ¹ñ³Ýó Ñ³ïÏáõÃÛáõÝÝ»ñÇ Ñ³Ù³ÏáÕÙ³ÝÇ 
áõëáõÙÝ³ëÇñáõÃÛ³ÝÁ:   
 Üå³ï³ÏÝ»ñÁ ¨ ËÝ¹ÇñÝ»ñÁ  
  ²ï»Ý³ËáëáõÃÛ³Ý Ýå³ï³ÏÝ ¿` ÁÝ¹Ñ³ï í»ÛíÉ»ï-í»ñÉáõÍáõÃÛ³Ý û·ï³·áñÍÙ³Ùµ 
³É·áñÇÃÙÝ»ñÇ áõ Íñ³·ñ³ÛÇÝ ÙÇçáóÝ»ñÇ ³ñ¹ÛáõÝ³í»ï Ñ³Ù³ÉÇñÇ ëï»ÕÍÙ³Ý ÙÇçáóáí ï³ñµ»ñ 
·áõÝ³ÛÇÝ ï³ñ³ÍáõÃÛáõÝÝ»ñáõÙ É³í³·áõÛÝ çñ³ÝßÙ³Ý ³ñ¹ÛáõÝùÝ»ñ ëï³Ý³Éáõ çñ³ÝßÙ³Ý 
Ù»Ãá¹ÇÏ³ÛÇ Ùß³ÏáõÙÁ:   
 ²ï»Ý³ËáëáõÃÛ³Ý Ù»ç ÉáõÍí»É »Ý Ñ»ï¨Û³É  ËÝ¹ÇñÝ»ñÁ. 
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 æñ³ÝßÙ³Ý ÁÝÃ³ó³Ï³ñ·Ç Ñ³Ù³ñ ëï»ÕÍ»É í»ÛíÉ»ï-í»ñÉáõÍáõÃÛ³Ý íñ³ ÑÇÙÝí³Í 
Ñ³Ù³å³ï³ëË³Ý Ù³Ã»Ù³ïÇÏ³Ï³Ý Ùá¹»É` ¸áõ·³¹Ç ¨ ÆÝááõÇ ³É·áñÇÃÙÝ»ñÇ 
ÏÇñ³éÙ³Ùµ` í»ñçÇÝÝ»ñÇë Ï³ï³ñ»É³·áñÍÙ³Ý ÙÇçáóáí: 

 àõëáõÙÝ³ëÇñ»É ¨ ÏáÝÏñ»ï³óÝ»É ·áõÝ³ÛÇÝ ï³ñ³ÍáõÃÛáõÝÝ»ñÇ Ý»ñÏ³Û³óáõÙÁ ¨ ¹ñ³Ýó 
ÙÇç¨ ÷áË³¹³ñÓ Ï³å»ñÁ, Ñ³ßíÇ ³éÝ»Éáí MATLAB Ñ³Ù³Ï³ñ·Ç Ùá¹»É³íáñÙ³Ý 
ÑÝ³ñ³íáñáõÃÛáõÝÝ»ñÁ, MATLAB ÙÇç³í³ÛñáõÙ ëï»ÕÍ»É Íñ³·ñ³ÛÇÝ Ñ³Ù³Ï³ñ·: 

 àõëáõÙÝ³ëÇñ»É çñ³ÝßÙ³Ý ÁÝÃ³ó³Ï³ñ·Ç ³Ýï»ë³Ý»ÉÇáõÃÛ³Ý, Ï³ÛáõÝáõÃÛ³Ý ¨ ëË³É³ÝùÇ 
Ñ³ïÏáõÃÛáõÝÝ»ñÁ ï³ñµ»ñ ·áõÝ³ÛÇÝ Ùá¹»ÉÝ»ñÇ Ñ³Ù³ñ` Ñ³ñÓ³ÏáõÙÝ»ñÇ É³ÛÝáñ»Ý 
ï³ñ³Íí³Í ï»ë³ÏÝ»ñÇ ³éÏ³ÛáõÃÛ³Ý å³ñ³·³ÛáõÙ: 

 êï³óí»É »Ý Ñ»ï¨Û³É ³ñ¹ÛáõÝùÝ»ñÁ, áñáÝù µÝáñáßíáõÙ »Ý ÝáñáõÛÃáí 
 Øß³Ïí»É ¿ í»ÛíÉ»ïÝ»ñÇ ÏÇñ³éÙ³Ùµ çñ³ÝßÙ³Ý Ù»Ãá¹³µ³ÝáõÃÛáõÝ, áñÁ ÑÇÙÝí³Í ¿ 

¸áõ·³¹Ç ¨ ÆÝááõÇ Ï³ï³ñ»É³·áñÍí³Í ³É·áñÇÃÙÝ»ñÇ íñ³: 
 Øß³Ïí»É ¿ ï³ñµ»ñ ·áõÝ³ÛÇÝ ï³ñ³ÍáõÃÛáõÝÝ»ñáõÙ çñ³ÝßÙ³Ý ÁÝÃ³ó³Ï³ñ·Ç 

Ñ³ïÏáõÃÛáõÝÝ»ñÇ áõëáõÙÝ³ëÇñáõÃÛ³Ý ·Çï³÷áñÓ»ñÇ ¨ Ñ³Ù»Ù³ï³Ï³Ý í»ñÉáõÍáõÃÛ³Ý  
ëË»Ù³: 

 êï³óí»É »Ý çñ³ÝßÙ³Ý ÁÝÃ³ó³Ï³ñ·Ç ³Ýï»ë³Ý»ÉÇáõÃÛ³Ý, Ï³ÛáõÝáõÃÛ³Ý ¨ ëË³É³ÝùÇ 
Ñ³Ù»Ù³ï³Ï³Ý í»ñÉáõÍáõÃÛ³Ý Ãí³ÛÇÝ ³ñ¹ÛáõÝùÝ»ñ Ûáõñ³ù³ÝãÛáõñ ·áõÝ³ÛÇÝ 
ï³ñ³ÍáõÃÛ³Ý Ñ³Ù³ñ: 

 Øß³Ïí»É »Ý Ñ³ÝÓÝ³ñ³ñ³Ï³ÝÝ»ñ` Ù³ñ¹áõ ï»ëáÕ³Ï³Ý Ñ³Ù³Ï³ñ·Ç ï»ë³ÝÏÛáõÝÇó 
É³í³·áõÛÝ çñ³ÝßÙ³Ý ³ñ¹ÛáõÝùÝ»ñ ³å³ÑáíáÕ ·áõÝ³ÛÇÝ ï³ñ³ÍáõÃÛ³Ý ÁÝïñáõÃÛ³Ý 
í»ñ³µ»ñÛ³É: 

 ä³ßïå³ÝáõÃÛ³Ý Ý»ñÏ³Û³óíáÕ ¹ñáõÛÃÝ»ñ 
 î³ñµ»ñ ·áõÝ³ÛÇÝ ï³ñ³ÍáõÃÛáõÝÝ»ñáõÙ í»ÛíÉ»ï-í»ñÉáõÍáõÃÛ³Ý ÏÇñ³éÙ³Ùµ å³ïÏ»ñÇ 

çñ³ÝßÙ³Ý ÁÝÃ³ó³Ï³ñ·Ç Ùß³ÏÙ³Ý Ù»Ãá¹³µ³ÝáõÃÛáõÝ` ï³ñµ»ñ ·áõÝ³ÛÇÝ Ùá¹»ÉÝ»ñÇ 
Ñ³Ù³ñ ¨ Ñ³ñÓ³ÏáõÙÝ»ñÇ ³éÏ³ÛáõÃÛ³Ý å³ñ³·³ÛáõÙ: 

 ²é³ç³ñÏí³Í çñ³ÝßÙ³Ý ÁÝÃ³ó³Ï³ñ·Ç ³Ýï»ë³Ý»ÉÇáõÃÛ³Ý ¨ Ñ³ñÓ³ÏáõÙÝ»ñÇ 
ÝÏ³ïÙ³Ùµ Ï³ÛáõÝáõÃÛ³Ý ¨ ëË³É³ÝùÇ ¿ùëå»ñÇÙ»Ýï³É Ñ»ï³½áïáõÃÛ³Ý Ãí³ÛÇÝ 
³ñ¹ÛáõÝùÝ»ñ: 

 î³ñµ»ñ ·áõÝ³ÛÇÝ ï³ñ³ÍáõÃÛáõÝÝ»ñáõÙ ïñíáÕ å³ïÏ»ñÇ å³ßïå³ÝáõÃÛ³Ý ³é³ç³ñÏí³Í 
³É·áñÇÃÙÝ»ñÇ Ñ³ïÏáõÃÛáõÝÝ»ñÇ Ñ³Ù»Ù³ï³Ï³Ý í»ñÉáõÍáõÃÛ³Ý ³ñ¹ÛáõÝùÝ»ñ ¨ É³í³·áõÛÝ 
Ñ³ïÏáõÃÛáõÝÝ»ñ ³å³ÑáíáÕ ·áõÝ³ÛÇÝ ï³ñ³ÍáõÃÛáõÝÝ»ñÇ ÁÝïñáõÃÛ³Ý í»ñ³µ»ñÛ³É 
Ñ³ÝÓÝ³ñ³ñ³Ï³ÝÝ»ñ: 

 Øß³Ïí³Í çñ³ÝßÙ³Ý ÁÝÃ³ó³Ï³ñ·»ñÁ Çñ³óÝáÕ Íñ³·ñ³ÛÇÝ Ñ³Ù³Ï³ñ· Matlab 
ÙÇç³í³ÛñáõÙ;   

 êï³óí³Í ³ñ¹ÛáõÝùÝ»ñÇ ÏÇñ³é³Ï³Ý Ýß³Ý³ÏáõÃÛáõÝÁ 
 Øß³Ïí»É ¿ Matlab ÙÇç³í³ÛñáõÙ ·áñÍáÕ Íñ³·ñ³ÛÇÝ Ñ³Ù³Ï³ñ·: ²ÛÝ ÏÇñ³é»ÉÇ ¿ 

û·ï³·áñÍáÕÝ»ñÇ É³ÛÝ ßñç³Ý³ÏÝ»ñáõÙ, Ý»ñ³éÛ³É µÇ½Ý»ëÁ, ÏñÃáõÃÛáõÝÁ, Ñ»ÕÇÝ³Ï³ÛÇÝ 
Çñ³íáõÝùÇ å³ßïå³ÝáõÃÛáõÝÁ, ë»÷³Ï³Ý³ïÇñáõÃÛ³Ý Ñ³í³ëïáõÙÁ ¨ ³ÛÉÝ:  

 îñí»É »Ý ï³ñµ»ñ ·áõÝ³ÛÇÝ ï³ñ³ÍáõÃÛáõÝÝ»ñáõÙ ïñíáÕ å³ïÏ»ñÇ å³ßïå³ÝáõÃÛ³Ý ¨ 
·áõÝ³ÛÇÝ ï³ñ³ÍáõÃÛ³Ý ÁÝïñáõÃÛ³Ý ÏáÝÏñ»ï Ñ³ÝÓÝ³ñ³ñ³Ï³ÝÝ»ñ, áñáÝù É³í³·áõÛÝë 
µ³í³ñ³ñáõÙ »Ý çñ³ÝßÙ³Ý å³Ñ³ÝçÝ»ñÇÝ: 

 Øß³Ïí³Í Íñ³·ñ³ÛÇÝ Ñ³Ù³Ï³ñ·Á Ï³ñáÕ ¿ Ñ»ßïáõÃÛ³Ùµ Ñ³ñÙ³ñ»óí»É å³ïÏ»ñÝ»ñÇ 
Ùß³ÏÙ³Ý ³ÛÉ ËÝ¹ÇñÝ»ñ ÉáõÍ»Éáõ Ñ³Ù³ñ, áñáÝù ³éÝãíáõÙ »Ý å³ïÏ»ñÝ»ñÇ Ãí³ÛÇÝ 
Ùß³ÏÙ³ÝÁ:  
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ИССЛЕДОВАНИЕ ЦВЗ-АЛГОРИТМОВ ЗАЩИТЫ ИЗОБРАЖЕНИЙ В ЦВЕТОВЫХ 
ПРОСТРАНСТВАХ С ПРИМЕНЕНИЕМ ДВУМЕРНОГО ВЕЙВЛЕТ-АНАЛИЗА 

 
РЕЗЮМЕ 

 
Мехди Халили 

 
 Актуальность. В последние годы бурное развитие Интернета и цифровых 
технологий, расширение областей их применения, повсеместное применение 
компьютеров, подключенных к Интернету создали возможности доступа к цифровой 
информации (аудио, видео и др.). Поэтому возникает задача создания методов защиты 
цифровой информации и авторских прав от несанкционированного использования. 
 Эффективным методом решения указанной задачи является встраивание в 
материал невидимых цифровых водяных знаков (ЦВЗ), которые помогают выявить 
авторскую принадлежность данного материала, а также его целостность, 
злонамеренное воздействие и т.д.  
 Как известно, желаемые свойства ЦВЗ-методов включают секретность, 
устойчивость к атакам и способность схемы обнаруживать ЦВЗ. 
 Анализ научной литературы показывает, что в области ЦВЗ-методов есть 
задачи, которые все еще не исследованы всесторонне. В частности известно, что в 
области обработки изображений применяются различные цветовые модели, свойства 
которых важны не только в технических приложениях, но и с точки зрения 
визуального восприятия человека. Были выполнены многочисленные исследования, 
посвященные вопросам создания ЦВЗ-методов для изображений, задаваемых в тех 
или иных цветовых пространствах. Однако всесторонний и сравнительный анализ 
свойств этих методов не был проведен. 
 Данная диссертация посвящена созданию эффективной методологии, 
комплекса алгоритмов и программ для ЦВЗ-защиты изображений, задаваемых в 
различных цветовых пространствах, а также всестороннему исследованию их свойств. 
 
 Целью работы является разработка ЦВЗ-методики для получения наилучших 
результатов в различных цветовых пространствах, путем создания эффективного 
комплекса алгоритмов и программ с применением дискретного вейвлет-анализа. 
 В диссертации решены следующие задачи: 

 Создать математическую модель, основанную на вейвлет-анализе с 
применением алгоритмов Иноу и Дугада, совершенствуя последние; 

 Исследовать и конкретизировать представления цветовых пространств и связи 
между ними, учитывая возможности моделирования в среде MATLAB, создать 
программную систему в среде MATLAB; 
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 Исследовать свойства необнаруживаемости, устойчивости и возникающие 
ошибки для различных цветовых пространств в присутствии атак наиболее 
распространенных типов; 

 Получены следующие результаты, отличающиеся новизной: 
 Разработана ЦВЗ-методика с применением вейвлет- анализа, основанная на 

совершенствованные алгоритмы Иноу и Дугада; 
 Разработана схема экспериментов и сравнительного анализа свойств ЦВЗ-

процесса в различных цветовых пространствах; 
 Получены численные результаты степени необнаруживаемости, устойчивости 

к атакам и возникающих ошибок предложенных ЦВЗ-процедур для каждого 
цветового пространства;             

 Разработаны рекомендации по выбору цветового пространства, в котором 
достигаются налучшие результаты с точки зрения визуальной системы 
человека. 

 
 Положения, предъявляемые к защите: 

 Методология разработки ЦВЗ-процедур с применением вейвлет-анализа для 
различных цветовых пространств при наличии атаки; 

 Численные результаты экспериментального исследования 
необнаруживаемости, устойчивости и ошибок предложенной ЦВЗ-процедуры; 

 Результаты сравнительного анализа свойств предложенной ЦВЗ-процедуры в 
различных цветовых пространствах, а также рекомендации по выбору 
цветового пространства, обеспечивающего наилучшие свойства; 

 Программная система, разработанная в среде MATLAB, реализующая 
разработанную ЦВЗ-процедуру. 

 
 Практическое значение полученных результатов: 

 Разработана программная система, действующая в среде MATLAB. Она может 
применяться широким кругом пользователей, включая бизнес, образование, 
защита авторских прав и др.   

 Даны конкретные рекомендации по защите изображений, задаваемых в 
различных цветовых пространствах, а также по выбору пространства, 
наилучшим образом удовлетворяющего требования ЦВЗ-методов; 

 Разработанная программная система может быть с легкостью адаптирована к 
другим задачам цифровой обработки изображений.   


