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http://searchsoftwarequality.techtarget.com/definition/NIST
http://searchsoftwarequality.techtarget.com/definition/NIST
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𝑚1 ≠ 𝑚2 hash(𝑚1) = hash(𝑚2)
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http://searchsoftwarequality.techtarget.com/definition/NIST
http://searchsoftwarequality.techtarget.com/definition/NIST
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𝑟

 xor/add

 exp/𝑙𝑜𝑔

 add/xor

 2 PHT

 Armenian Shuffle

 𝑟

𝑟

𝑟
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(𝐾1, 𝐾2, … , 𝐾2𝑟+1) 𝐾

𝐾2𝑟+1

 𝑟

𝐾2𝑟+1

𝐾2𝑟+1

exclusive or xor

𝐾2𝑟+1

𝑟

𝑟

𝑖 (𝑟 − 𝑖 + 1)

𝑖 = 1, 2, … , 𝑟
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  v 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

Ծածկագրման ռաունդ 1 

1     2     3     4     5     6     7     8     9     10     11     12     13     14     15     16 

xor  add  add  xor  xor  add  add  xor   xor   add    add     xor     xor    add    add    xor      

Ծածկագրման ռաունդ r 

1     2     3     4     5     6     7     8     9     10     11     12     13     14     15     16 

Ելքային ծածկագիր (16 բայթ) 

1     2     3     4     5     6     7     8     9     10     11     12     13     14     15     16 

𝐾1 

𝐾2 

𝐾2𝑟−1 

𝐾2𝑟  

𝐾2𝑟+1 

Մուտքային ծածկագիր (16 բայթ) 

1     2     3     4     5     6     7     8     9     10     11     12     13     14     15     16 

Վերծանման ռաունդ 1 

1     2     3     4     5     6     7     8     9     10     11     12     13     14     15     16 

Վերծանման ռաունդ 𝑟 

1     2     3     4     5     6     7     8     9     10     11     12     13     14     15     16 

𝐾2𝑟  

𝐾2𝑟−1 

𝐾2 
𝐾1 

xor  sub  sub  xor  xor   sub  sub  xor   xor    sub    sub    xor      xor    sub     sub   xor      𝐾2𝑟+1 

Ելքային բաց տեքստ (16 բայթ) 

1     2     3     4     5     6     7     8     9     10     11     12     13     14     15     16 

Մուտքային բաց տեքստ (16 բայթ) 

1     2     3     4     5     6     7     8     9     10     11     12     13     14     15     16 
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𝑖 (𝑟 − 𝑖 + 1)

𝑟

𝑟 

 𝑟 = 6

 𝑟 = 8

 𝑟 = 9

 

𝑖

𝐾2𝑖−1

𝑗 = 

𝑥 45𝑥𝑚𝑜𝑑 257

𝑥 = 128 , 45128𝑚𝑜𝑑 257 = 256 0 𝑗 = 

  𝑥 log45 𝑥

𝑥 = 0, log45 0 128

𝐾2𝑖
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𝑖

𝑖-րդ ռաունդի մուտք (16 բայթ) 

1      2      3      4      5      6      7      8      9    10    11    12    13    14    15    16 

xor   add   add   xor   xor   add   add    xor    xor  add   add    xor   xor   add    add   xor      

Հակադարձելի գծային ձևափոխության մուտք (16 բայթ) 

1      2      3      4      5      6      7      8      9    10    11    12    13    14    15    16 

𝑖-րդ ռաունդի ելք (16 բայթ) 

1      2      3      4      5      6      7      8      9    10    11    12    13    14    15    16 

2-PHT 

2-PHT 

2-PHT 

2-PHT 

2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 

SAFER+ համակարգի  ”Armenian Shuffle” 

[9    12    13    16    3    2    7    6    11    10    15    14    1    8    5    4] 

SAFER+ համակարգի ”Armenian Shuffle” 

 [9    12    13    16    3    2    7    6    11    10    15    14    1    8    5    4] 

 

SAFER+ համակարգի  ”Armenian Shuffle” 

 [9    12    13    16    3    2    7    6    11    10    15    14    1    8    5    4] 

 

exp   log    log   exp   exp    log   log     exp   exp   log    log    exp    exp    log   log   exp      

add  xor   xor    add   add    xor   xor    add   add   xor   xor   add    add    xor   xor  add      

2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 

2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 

2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 

𝐾2𝑖−1 

𝐾2𝑖  
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𝐻 = (
2 1
1 1

)

(𝑎1, 𝑎2)

(𝐴1, 𝐴2) (𝐴1, 𝐴2) = (𝑎1, 𝑎2) ∙ 𝐻 = (2𝑎1 + 𝑎2, 𝑎1 + 𝑎2)
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𝑖

𝑖-րդ ռաունդի մուտք (16 բայթ) 

1      2      3      4      5      6      7      8      9    10    11    12    13    14    15    16 

2-IPHT 

2-IPHT 

2-IPHT 2-IPHT 2-IPHT 2-IPHT 2-IPHT 2-IPHT 2-IPHT 

SAFER+ համակարգի  ”Inverse Armenian Shuffle” 

[13    6    5    16    15    8    7    14    1    10    9    2    3    12    11    4] 

SAFER+ համակարգի  ”Inverse Armenian Shuffle” 

[13    6    5    16    15    8    7    14    1    10    9    2    3    12    11    4] 

 

SAFER+ համակարգի  ”Inverse Armenian Shuffle” 

[13    6    5    16    15    8    7    14    1    10    9    2    3    12    11    4] 

 

sub  xor    xor    sub   sub   xor    xor    sub   sub   xor   xor    sub   sub    xor   xor    sub     

log   exp   exp    log    log   exp    exp    log    log   exp  exp    log    log     exp   exp   log      

xor   sub   sub    xor   xor    sub   sub    xor   xor   sub   sub    xor    xor    sub   sub   xor      

𝐾2𝑟−2𝑖+2 

𝐾2𝑟−2𝑖+1 

2-IPHT 2-IPHT 2-IPHT 2-IPHT 2-IPHT 2-IPHT 2-IPHT 

2-IPHT 2-IPHT 2-IPHT 2-IPHT 2-IPHT 2-IPHT 2-IPHT 2-IPHT 

2-IPHT 2-IPHT 2-IPHT 2-IPHT 2-IPHT 2-IPHT 2-IPHT 2-IPHT 

𝑖-րդ ռաունդի  ելք (16 բայթ) 

1      2      3      4      5      6      7      8      9    10    11    12    13    14    15    16 

Բանալու ղեկավարմամբ հակադարձելի ձևափոխության մուտք (16 բայթ) 

1      2      3      4      5      6      7      8      9    10    11    12    13    14    15    16 
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𝐻

𝐻−1 = (
1 −1

−1 2
)

(𝐴1, 𝐴2) (𝑎1, 𝑎2)

(𝑎1, 𝑎2) =  (𝐴1, 𝐴2) ∙ 𝐻−1 = (𝐴1 − 𝐴2, −𝐴1 + 2𝐴2)

𝑖

(𝑟 − 𝑖 + 1)

𝐾2𝑟−2𝑖+2

 

 𝑗 = 𝑥

log45 𝑥  𝑥 = 0 log45 0

128 𝑗 =  𝑥

45𝑥mod 257 𝑥 = 128, 45128mod257 = 256

(𝑟 − 𝑖 + 1)

𝐾2𝑟−2𝑖+1 
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𝑟 2𝑟 + 1

𝑟

 𝑟 = 6

 𝑟 = 8

 𝑟 = 9

 𝐾1, 𝐾2, … , 𝐾13

𝐾1, 𝐾2, … , 𝐾17

𝐾1, 𝐾2, … , 𝐾19
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𝑖 𝐵𝑖 𝐵𝑖,𝑗 𝐵𝑖 𝑗

  𝑖 = 1, 2, … , 2𝑟 + 1, 𝑗 = 1, 2, … , 16 𝐵1

𝐵2, 𝐵3, … , 𝐵13

𝐵𝑖,𝑗 = 45(4517𝑖+𝑗𝑚𝑜𝑑257)𝑚𝑜𝑑257, 𝑖 = 2, 3, … , 13 𝑗 = 1, 2, … , 16

𝐵𝑖,𝑗

𝐵𝑖,𝑗 = 454517𝑖+𝑗
𝑚𝑜𝑑257, 𝑖 = 14, 15, … , 19 𝑗 = 1, 2, … , 16

𝐵𝑖,𝑗

𝐵2

𝐵3 𝐵19
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𝐵2, 𝐵3, … , 𝐵19

 

 

 

 

 

 

 

𝐵2 = 70 151 177 186 163 183 16 10 197 55 179 201 90 40 172 100 

𝐵3 = 236 171 170 198 103 149 88 13 248 154 246 110 102 220 5 61 

𝐵4 = 138 195 216 137 106 233 54 73 67 191 235 212 150 155 104 160 

𝐵5 = 93 87 146 31 213 113 92 187 34 193 190 123 188 153 99 148 

𝐵6 = 42 97 184 52 50 25 253 251 23 64 230 81 29 65 68 143 

𝐵7 = 221 4 128 222 231 49 214 127 7 162 247 57 218 111 35 202 

𝐵8 = 58 208 28 209 48 62 18 161 205 15 224 168 175 130 89 44 

𝐵9 = 125 173 178 239 194 135 206 117 6 19 2 144 79 46 114 51 

𝐵10 = 192 141 207 169 129 226 196 39 47 108 122 159 82 225 21 56 

𝐵11 = 252 32 66 199 8 228 9 85 94 140 20 118 96 255 223 215 

𝐵12 = 250 11 33 0 26 249 166 185 232 158 98 76 217 145 80 210 

𝐵13 = 24 180 7 132 234 91 164 200 14 203 72 105 75 78 156 53 

𝐵14 = 69 77 84 229 37 60 12 74 139 63 204 169 219 107 174 244 

𝐵15 = 45 243 124 109 157 181 38 116 242 147 83 176 240 17 237 131 

𝐵16 = 182 3 22 115 59 30 142 112 189 134 27 71 126 36 86 241 

𝐵17 = 136 70 151 177 186 163 183 16 10 197 55 179 201 90 40 172 

𝐵18 = 220 134 119 215 166 17 251 244 186 146 145 100 131 241 51 239 

𝐵19 = 44 181 178 43 136 209 153 203 140 132 29 20 129 151 113 202 
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𝐾1:

𝐵2

𝐾2 

𝐾3 𝐵3

𝐾13 𝐵13

𝐾12 
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Օգտատիրոջ կողմից ընտրված բանալու 1, 2, …, 16 

բայթերը 

Գումարել բոլոր 16 բայթերը 

ըստ մոդուլ 2-ի 

Ավելացնել որպես 17-րդ բայթ 

17 բայթ երկարության ընդլայնված բանալի 
Ընտրել 1, 2, 3, … 15, 16 

բայթերը 𝐾1 

Յուրաքանչյուր բայթ 3 բիթով ցիկլիկ տեղաշարժել դեպի ձախ 

17 բայթ 
Ընտրել 2, 3, 4, …, 16, 17 

բայթերը 𝐾2 

 

Σ 

Յուրաքանչյուր բայթ 3 բիթով ցիկլիկ տեղաշարժել դեպի ձախ 

17 բայթ 
Ընտրել 3, 4, 5, …, 17, 1 

բայթերը Σ 𝐾3 

 

17 բայթ 

Յուրաքանչյուր բայթ 3 բիթով ցիկլիկ տեղաշարժել դեպի ձախ 

Ընտրել 13, 14, 15, …, 10, 11 

բայթերը Σ 𝐾13 

 

𝐵2 

𝐵3 

𝐵13 



25 
 

 

𝐾1:

𝐵2

𝐾2 

𝐾3 

𝐵3

𝐾19 𝐵19

𝐾12 
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Օգտատիրոջ կողմից ընտրված բանալու 1, 2, …, 32 

բայթերը 

 

Գումարել բոլոր 32 բայթերը 

ըստ մոդուլ 2-ի 

Ավելացնել որպես 33-րդ բայթ 

33 բայթ երկարության ընդլայնված բանալի 
Ընտրել 1, 2, 3, … 15, 16 

բայթերը 𝐾1 

Յուրաքանչյուր բայթ 3 բիթով ցիկլիկ տեղաշարժել դեպի ձախ 

33 բայթ 
Ընտրել 2, 3, 4, …, 16, 17 

բայթերը 𝐾2 

 

Σ 

Յուրաքանչյուր բայթ 3 բիթով ցիկլիկ տեղաշարժել դեպի ձախ 

33 բայթ 
Ընտրել 3, 4, 5, …, 17, 18 

բայթերը 

 

Σ 𝐾3 

 

33 բայթ 

Յուրաքանչյուր բայթ 3 բիթով ցիկլիկ տեղաշարժել դեպի ձախ 

Ընտրել 19, 20, …, 32, 33, 1 

բայթերը 

 

Σ 𝐾19 

 

𝐵2 

𝐵3 

𝐵19 
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xor

xor
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2−128

 

𝑖

 exp

log
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Մուտքային բաց տեքստ (16 բայթ) 

1     2     3     4     5     6     7     8     9     10     11     12     13     14     15     16 

Ծածկագրման ռաունդ 1 

1     2     3     4     5     6     7     8     9     10     11     12     13     14     15     16 

Ծածկագրման ռաունդ r 

1     2     3     4     5     6     7     8     9     10     11     12     13     14     15     16 

Ելքային ծածկագիր (16 բայթ) 

1     2     3     4     5     6     7     8     9     10     11     12     13     14     15     16 

𝐾1 

𝐾2 

𝐾2𝑟−1 

𝐾2𝑟  

𝐾2𝑟+1 
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× ×

×

𝑟(16+16+32)+16

𝑟(4+4+32)+4
≈ 1,7 𝑟
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𝑖

𝑖-րդ ռաունդի մուտք (16 բայթ) 

1      2      3      4      5      6      7      8      9    10    11    12    13    14    15    16 

Հակադրձելի գծային ձևափոխության մուտք (16 բայթ) 

1      2      3      4      5      6      7      8      9    10    11    12    13    14    15    16 

𝑖-րդ ռաունդի  ելք (16 բայթ) 

1      2      3      4      5      6      7      8      9    10    11    12    13    14    15    16 

2-PHT 

2-PHT 

2-PHT 

2-PHT 

2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 

Ձևափոխած  SAFER+  համակարգի  ”Armenian Shuffle” 

Ձևափոխած  SAFER+  համակարգի  ”Armenian Shuffle” 

 

Ձևափոխած  SAFER+  համակարգի  ”Armenian Shuffle” 

 

xor  add      

2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 

2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 

2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 2-PHT 

𝐾2𝑖−1 

𝐾2𝑖  
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GenerateKeySchedule(unsigned char 

key[KEY_COUNT][BLOCK_SIZE], unsigned char* Key), EncryptBlock(unsigned char 

input[BLOCK_SIZE]), DecryptBlock(unsigned char input[BLOCK_SIZE])

input[BLOCK_SIZE] Key[KEY_SIZE]

KEY_SIZE

ROUND_COUNT KEY_COUNT=2* 

ROUND_COUNT+1

ℤ256
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𝐾1, 𝐾2, … , 𝐾13

𝐾1, 𝐾2, … , 𝐾17
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𝐾1, 𝐾2, … , 𝐾19



35 
 

 

𝑚1 ≠ 𝑚2

hash(𝑚1) = hash(𝑚2)

𝐾1, 𝐾2, … , 𝐾13
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 𝐾13  

𝐾13

“xor”

𝑖 (7 − 𝑖)

𝑖 = 1, 2, … ,6

𝑖 (7 − 𝑖)
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𝑖

𝐾2𝑖−1

𝑗 = 

𝑥 45𝑥𝑚𝑜𝑑 257

𝑥 = 128 45128𝑚𝑜𝑑 257 = 256 0

𝑥 log45 𝑥

 𝑥 = 0 log45 0

𝐾2𝑖
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𝑖
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(7 − 𝑖)

𝐾14−2𝑖

𝑗 =

𝑥 log45 𝑥 𝑥 = 0

log45 0 𝑗 = 

𝑥 45𝑥𝑚𝑜𝑑 257

𝑥 = 128, 45128𝑚𝑜𝑑 257 = 256 0

(7 − 𝑖) 𝐾13−2𝑖 
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𝑖
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𝐵2, 𝐵3, … , 𝐵13

𝐵𝑖,𝑗 = 45(4517𝑖+𝑗𝑚𝑜𝑑257)𝑚𝑜𝑑257,

𝑖 = 2, 3, … , 13 𝑗 = 1, 2, … , 32

𝐵𝑖,𝑗
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𝐾1:

2

𝐵2

𝐾2 

𝐾3 

𝐵3

𝐾13 𝐵13



45 
 

𝐵2, 𝐵3, … , 𝐵13

 
𝐵2 𝐵3 𝐵4 𝐵5 𝐵6 𝐵7 𝐵8 𝐵9 𝐵10 𝐵11 𝐵12 𝐵13 

70 236 138 93 42 221 58 125 192 252 250 24 

151 171 195 87 97 4 208 173 141 32 11 180 

177 170 216 146 184 128 28 178 207 66 33 7 

186 198 137 31 52 222 209 239 169 199 0 132 

163 103 106 213 50 231 48 194 129 8 26 234 

183 149 233 113 25 49 62 135 226 228 249 91 

16 88 54 92 253 214 18 206 196 9 166 164 

10 13 73 187 251 127 161 117 39 85 185 200 

197 248 67 34 23 1 205 6 47 94 232 14 

55 154 191 193 64 162 15 19 108 140 158 203 

179 246 235 190 230 247 224 2 122 20 98 72 

201 110 212 123 81 57 168 144 159 118 76 105 

90 102 150 188 29 218 175 79 8 96 217 75 

40 220 155 153 65 111 130 46 225 255 145 78 

172 5 104 99 68 35 89 114 21 223 80 156 

100 61 160 148 143 202 44 51 56 215 210 53 

165 211 101 95 41 254 245 133 43 152 238 121 

236 138 93 42 221 58 125 192 252 250 24 69 

171 195 87 97 4 208 173 141 32 11 180 77 

170 216 146 184 128 28 178 207 66 33 7 84 

198 137 31 52 222 209 239 169 199 0 132 229 

103 106 213 50 231 48 194 129 8 26 234 37 

149 233 113 25 49 62 135 226 228 249 91 60 

88 54 92 253 214 18 206 196 9 166 164 12 

13 73 187 251 127 161 117 39 85 185 200 74 

248 67 34 23 1 205 6 47 94 232 14 139 

154 191 193 64 162 15 19 108 140 158 203 63 

246 235 190 230 247 224 2 122 20 98 72 204 

110 212 123 81 57 168 144 159 118 76 105 167 

102 150 188 29 218 175 79 82 96 217 75 219 

220 155 153 65 111 130 46 225 255 145 78 107 

5 104 99 68 35 89 114 21 223 80 156 174 
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Օգտատիրոջ կողմից ընտրված բանալու 1, 2, …, 32 

բայթերը 

Գումարել բոլոր 32 բայթերը 

ըստ մոդուլ 2-ի 

Ավելացնել որպես 33-րդ բայթ 

33 բայթ երկարության ընդլայնված բանալի 
Ընտրել 1, 2, 3, … 31, 32 

բայթերը 𝐾1 

Յուրաքանչյուր բայթ 3 բիթով ցիկլիկ տեղաշարժել դեպի ձախ 

33 բայթ 
Ընտրել 2, 3, 4, …, 32, 33 

բայթերը 𝐾2 

 

Σ 

Յուրաքանչյուր բայթ 3 բիթով ցիկլիկ տեղաշարժել դեպի ձախ 

33 բայթ 
Ընտրել 3, 4, 5, …, 33, 1 

բայթերը Σ 𝐾3 

 

33 բայթ 

Յուրաքանչյուր բայթ 3 բիթով ցիկլիկ տեղաշարժել դեպի ձախ 

Ընտրել 13, 14, 15, …, 10, 11 

բայթերը 

 

Σ 𝐾13 

 

𝐵2 

𝐵3 

𝐵13 
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Key[KEY_SIZE] input[BLOCK_SIZE]

ℤ256

 void GenerateKeySchedule(unsigned char key[KEY_COUNT][BLOCK_SIZE], unsigned 

char* Key) ‒ 

 void EncryptBlock(unsigned char input[BLOCK_SIZE]) ‒ 

 void DecryptBlock(unsigned char input[BLOCK_SIZE]) ‒ 
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𝐾1, 𝐾2, … , 𝐾13
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𝑖
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𝑅𝑖−1 𝐿𝑖−1 𝑓

𝐾𝑖  

𝐿𝑖−1 ⊕ 𝑓(𝑅𝑖−1 , 𝐾𝑖 )

(𝑖 + 1)

𝐿𝑖 = 𝑅𝑖−1 𝑅𝑖 = 𝐿𝑖−1 ⊕ 𝑓(𝑅𝑖−1 , 𝐾𝑖 )

𝑓

𝑓
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ℤ256

2128

 2256
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exptab(∙) exp(𝑥) =  45𝑥𝑚𝑜𝑑 257 0 ≤ 𝑥 ≤ 255

𝑥 = 128 45128𝑚𝑜𝑑 257 = 256

"exp"

exp(𝑥1 + 𝑥2) = exp(𝑥1) × exp(𝑥2),

+ ×

exptab(∙)

exptab(∙)

exp(𝑥1 ⊕ 𝑥2) ≠ exp(𝑥1) × exp(𝑥2),

⊕ ×

exptab(∙)

+ ⊕ exptab(∙)
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exptab(∙) 

(նկարներում համապատասխանում է "exp"-ին) 

logtab(∙) (նկարներում համապատասխանում է "log"-ին) 

log(𝑦) = log45(𝑦), 0 ≤ 𝑦 ≤ 255 log45(0) = 128 exptab(∙) logtab(∙)

 

logtab(∙)  exptab(∙)

logtab(∙)  exptab(∙)
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𝑁

 

𝐻 = (
2 1
1 1

)

[𝑎  𝑏]

[𝐴  𝐵]

[𝐴  𝐵] =  [𝑎  𝑏] ∙ 𝐻

𝐻
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𝐻−1 = (
1 −1

−1 2
)

[𝐴  𝐵]

[𝑎  𝑏]

[𝑎  𝑏] =  [𝐴  𝐵] ∙ 𝐻−1

𝑀

𝑀 𝑦 = 𝑥𝑀 𝑥 = [𝑥1, 𝑥2, 𝑥3, … , 𝑥31, 𝑥32]

𝑦 =

[𝑦1, 𝑦2, 𝑦3, … , 𝑦31, 𝑦32]
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1112121124221148

81644222411241211

1211241122114812

44816111224242211

1112121148112224

24111181622122444

2248111212241111

24222411441181612

1211221211482411

22241211816114424

1124482212111112

12114424118162422

2411114811121222

11248164412221124

4822112411121211

11122422244411816

M
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𝑟 (𝑟 − 1)

1

2𝑛−1
≈ 2−𝑛 𝑛
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16321 YYYYY 

16321 XXXXX 

 :256mod

16

15

14

13

12

11

10

9

8

7

6

5

4

3

2

1

1124224812111112

22244481612111124

2212111224111148

44122224241111816

1112111248221124

11241112816442224

1211241122481211

12222411448162411

4811121111122422

81611242211122444

1148112412112212

11816112424224412

1211482211241211

24118164411241222

2422121111124811

24441211222481611

16

15

14

13

12

11

10

9

8

7

6

5

4

3

2

1













































































































































































X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

(8!)2 =

1 625 702 400 967 680
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4812111112222411

11111224442422816

1111244811122212

12241122816112444

2412112212114811

44222412118161124

2211121211481124

24121144241181622

1122482411121112

24816441124221211

1248221124111211

22448162411241112

1224111148111222

11112481622124424

1111121222241148

81624221112442411
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⋮
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(32!)2
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⋮
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ℤ256
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𝑋 = [𝑋1, 𝑋2, 𝑋3, … , 𝑋32]

𝐾1 = [𝐾1,1, 𝐾1,2, 𝐾1,3, … , 𝐾1,32]

𝑋⨂𝐾1,

⨂ = [⨁, ⨁, ⨁, ⨁, +, +, +, +, ⨁, ⨁, ⨁, ⨁, +, +, +, +, ⨁, ⨁, ⨁, ⨁, +, +, +, +, ⨁, ⨁, ⨁, ⨁, +, +, +, +]

"⨁" xor

𝑉 = [𝑉1, 𝑉2, 𝑉3, … , 𝑉32] 𝑉′ = [𝑉1
′, 𝑉2

′, 𝑉3
′, … , 𝑉32

′ ]

∆𝑉

∆𝑉 = 𝑉 ⊖ 𝑉′ = [𝑉1⨁𝑉1
′, 𝑉2⨁𝑉2

′, 𝑉3⨁𝑉3
′, 𝑉4⨁𝑉4

′, 𝑉5 − 𝑉5
′, 𝑉6 − 𝑉6

′, 𝑉7 − 𝑉7
′, 𝑉8 − 𝑉8

′,

𝑉9⨁𝑉9
′, 𝑉10⨁𝑉10

′ , 𝑉11⨁𝑉11
′ , 𝑉12⨁𝑉12

′ , 𝑉13 − 𝑉13
′ , 𝑉14 − 𝑉14

′ , 𝑉15 − 𝑉15
′ , 𝑉16 − 𝑉16

′ ,

𝑉17⨁𝑉17
′ , 𝑉18⨁𝑉18

′ , 𝑉19⨁𝑉19
′ , 𝑉20⨁𝑉20

′ , 𝑉21 − 𝑉21
′ , 𝑉22 − 𝑉22

′ , 𝑉23 − 𝑉23
′ , 𝑉24 − 𝑉24

′ ,

𝑉25⨁𝑉25
′ , 𝑉26⨁𝑉26

′ , 𝑉27⨁𝑉27
′ , 𝑉28⨁𝑉28

′ , 𝑉29 − 𝑉29
′ , 𝑉30 − 𝑉30

′ , 𝑉31 − 𝑉31
′ , 𝑉32 − 𝑉32

′ ]

∆𝑉 ̃

∆𝑉 ̃ = 𝑉 − 𝑉′  = [𝑉1 − 𝑉1
′, 𝑉2 − 𝑉2

′, 𝑉3 − 𝑉3
′, 𝑉4 − 𝑉4

′, 𝑉5 − 𝑉5
′, 𝑉6 − 𝑉6

′, 𝑉7 − 𝑉7
′, 𝑉8 − 𝑉8

′, 𝑉9 − 𝑉9
′, 𝑉10 −

𝑉10
′ , 𝑉11 − 𝑉11

′ , 𝑉12 − 𝑉12
′ , 𝑉13 − 𝑉13

′ , 𝑉14 − 𝑉14
′ , 𝑉15 − 𝑉15

′ , 𝑉16 − 𝑉16
′ , 𝑉17 − 𝑉17

′ , 𝑉18 − 𝑉18
′ , 𝑉19 −
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𝑉19
′ , 𝑉20 − 𝑉20

′ , 𝑉21 − 𝑉21
′ , 𝑉22 − 𝑉22

′ , 𝑉23 − 𝑉23
′ , 𝑉24 − 𝑉24

′ , 𝑉25 − 𝑉25
′ , 𝑉26 − 𝑉26

′ , 𝑉27 − 𝑉27
′ , 𝑉28 −

𝑉28
′ , 𝑉29 − 𝑉29

′ , 𝑉30 − 𝑉30
′ , 𝑉31 − 𝑉31

′ , 𝑉32 − 𝑉32
′ ]

𝑆 = [𝑆1, 𝑆2, 𝑆3, … , 𝑆32]

  𝑆𝑗 = 45(𝑋𝑗⨁𝐾1,𝑗) + 𝐾2,𝑗,             𝑗 ∈ {1, 2, 3, 4, 9, 10, 11, 12, 17, 18, 19, 20,25, 26, 27, 28}, 

𝑆𝑗 = log45(𝑋𝑗 + 𝐾1,𝑗) ⨁𝐾2,𝑗,   𝑗 ∈ {5, 6, 7, 8, 13, 14, 15, 16, 21, 22, 23, 24, 29, 30, 31, 32},

𝐾1,𝑗 𝐾2,𝑗 𝐾1 𝐾2

1, 2, 3, 4, 9, 10, 11, 12, 17, 18, 19, 20, 25, 26, 27, 28

5, 6, 7, 8, 13, 14, 15, 16, 21, 22, 23, 24,

29, 30, 31, 32

(∆𝑋𝑗, ∆𝑆𝑗) (𝛼, 𝛽) 𝑗 ∈

{1, 2, 3, 4, 9, 10, 11, 12, 17, 18, 19, 20,25, 26, 27, 28} 𝑗 ∈ {5, 6, 7, 8, 13, 14, 15, 16, 21, 22,

23, 24, 29, 30, 31, 32}

xor

𝑆 = [𝑆1, 𝑆2, 𝑆3, … , 𝑆32]

𝑌 = [𝑌1, 𝑌2, 𝑌3, … , 𝑌32]

𝑌 = 𝑆 ∙ 𝑀 = 𝑆𝑀

𝑀
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 𝑋 𝑋∗

𝑌 𝑌∗ 𝑃(∆𝑌 = 𝛽|∆𝑋 = 𝛼, 𝑋 = 𝛾)

𝛾

𝑋(𝑖) 𝑌(𝑖) 𝑖

(𝛼, 𝛽)

 (∆𝑋(1), ∆𝑌(𝑖)) 𝑖

𝑃(∆𝑌(𝑖) = 𝛽|∆𝑋(1) = 𝛼, 𝑋(1) = 𝛾)

𝛾

∆𝑋(1), ∆𝑌(1), ∆𝑌(2), … , ∆𝑌(𝑖)

(𝛼, 𝛽1, 𝛽2, … , 𝛽𝑖−1, 𝛽)

(∆𝑋(1), ∆𝑌(1), ∆𝑌(2), … , ∆𝑌(𝑖)) 

𝑖 𝑖

𝑃(∆𝑌(𝑖) = 𝛽|∆𝑋(1) = 𝛼)

𝑖 (𝛼, 𝛽1, 𝛽2, … , 𝛽𝑖−1, 𝛽)

𝛽1, 𝛽2, … , 𝛽𝑖−1

𝑃(∆𝑌(1) = 𝛽1, … , ∆𝑌(𝑖 − 1) = 𝛽𝑖−1, ∆𝑌(𝑖) = 𝛽|∆𝑋(1) = 𝛼)
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𝑆 𝑆′

 𝑌 𝑌′

  ∆�̃� =  𝑆𝑀 − 𝑆′𝑀 = (∆�̃�)𝑀: 

 𝑋 𝑋∗ 𝑌

𝑌∗ 𝑃(∆�̃� = 𝛽|∆𝑋 = 𝛼, 𝑋 = 𝛾)

𝛾

𝑃(∆𝑆 = 𝜏|∆𝑋 = 𝛼) = 𝑃(∆𝑆 = −𝜏|∆𝑋 = −𝛼)

𝑃(∆𝑆 = 𝜏|∆𝑋 = 𝛼) = 𝑃(∆𝑆 = −𝜏|∆𝑋 = 𝛼)

𝑃(∆𝑆 = 𝜏|∆𝑋 = 𝛼) 𝑃(∆�̃� = 𝜏|∆𝑋 = 𝛼)

ℤ256 𝑎𝑣𝑔[𝑃(𝜏|𝛼)]

1

28
∑ 𝑃(𝜏|𝛼)

255

𝜏=0

:



74 
 

mod256

mod256

xor

xor

xor

mod 256

𝑃(𝜏|𝛼) = 𝑃(−𝜏|−𝛼) 𝑃(𝜏|𝛼) = 𝑃(−𝜏|𝛼)

𝑃(𝜏|𝛼) = 0;  𝜏, 𝛼𝜖{±64, 128, } 𝑃(𝜏|𝛼) = 0;  𝜏, 𝛼𝜖{±64, 128} 𝑃(𝜏|𝛼) = 0;  𝜏, 𝛼𝜖{±64, 128}

𝑃(128|𝛼) = 2−7;   𝛼 𝑃(𝜏|128) = 2−7;  𝜏 𝑃(𝜏|128) = 2−7;  𝜏

𝑃(128|𝛼) = 0;   𝛼
𝑎𝑣𝑔[𝑃(128|𝛼)] = 2−8,2;  𝛼

max 𝑃(𝜏|𝛼) = 2−6,4

(𝛼, 𝜏)𝜖{(128 ,48), (128 , −48)}

max 𝑃(𝜏|𝛼) = 2−5    (𝛼, 𝜏)𝜖

{(−16,32), (103,64),

(18,28), (−108,128),

(48,128), (−78,128),

(54,128), (−115,128),

(−23,128), (102,128),

(−2,128), (103, −64)}

max 𝑃(𝜏|𝛼) = 2−4,7

(𝛼, 𝜏)𝜖{(79 ,68), (79 , −68)}

max 𝑃(𝜏|𝛼) = 2−6,2

(𝛼, 𝜏)𝜖{(48 , −48)}

max 𝑃(128|𝛼) = 2−5

𝛼 𝜖 {18, 48, 54, 102, −115,

−108, −78, −23, −2}

max 𝑃(128|𝛼) = 2−5

𝛼 𝜖 {18, 48, 54, 102, −115,

−108, −78, −23, −2}

𝑎𝑣𝑔[𝑃(𝜏|𝛼)] = 2−7 𝑎𝑣𝑔[𝑃(𝜏|𝛼)] = 2−8
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∆𝑉 = 𝑉 ⊖ 𝑉′ ∆�̃� = 𝑉 − 𝑉′

 ∆�̃� = 128 ∆𝑉 = 128

 ∆�̃� = 0 ∆𝑉 = 0

 ∆�̃� ∆𝑉

(∆𝑋(𝑖), ∆�̃�(𝑖)) 𝑖 𝑆(𝑖)

𝑖 (∆𝑋(𝑖), ∆�̃�(𝑖))

𝑆(𝑖)

(∆𝑋(𝑖), ∆�̃�(𝑖), ∆�̃�(𝑖)) ∆�̃�(𝑖) 𝑖

∆�̃�(𝑖) = ∆�̃�(𝑖):

∆𝑋(𝑖) ∆�̃�(𝑖)

∆𝑋(𝑖) ∆�̃�(𝑖) ∆�̃�(𝑖) ∆�̃�(𝑖)

𝑀

∆𝑋(𝑖) ∆�̃�(𝑖) ∆𝑋(𝑖) ∆�̃�(𝑖)

∆�̃�(𝑖)

∆𝑋(𝑖)

∆�̃�(𝑖) = 𝑉2[1,5,9,15](𝑎, −𝑎, −𝑏, 𝑏),
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∆𝑋(𝑖) = 𝑉0[1,5,9,15](𝑎1, 𝑎2, 𝑎3, 𝑎4):

𝑉2[1,5,9,15](𝑎, −𝑎, −𝑏, 𝑏), 𝑎 ≠ 0 𝑏 ≠ 0

𝑎, −𝑎, −𝑏, 𝑏

𝑎 𝑏

𝑉0[1,5,9,15](𝑎1, 𝑎2, 𝑎3, 𝑎4)

𝑎1, 𝑎2, 𝑎3, 𝑎4

𝑃 (∆�̃�(𝑖)|∆𝑋(𝑖))

2−8 2−7 𝑎 𝑏

28

28 − 1 𝑎

𝑏 ∆𝑋(𝑖) ∆�̃�(𝑖)

𝑃 (∆�̃�(𝑖)|∆𝑋(𝑖)) ≈ ∑ ∑ 𝑎𝑣𝑔[𝑃(𝑎|𝑎1)]𝑎𝑣𝑔[𝑃(−𝑎|𝑎2)]𝑎𝑣𝑔[𝑃(−𝑏|𝑎3)]𝑎𝑣𝑔[𝑃(𝑏|𝑎4)]

𝑏𝑎

≈ 2828(2−82−72−82−7) = 2−14:

28
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𝑟

(𝑟 − 1)

1

2256−1
≈ 2−256

𝑟 

𝑟

(𝑟 − 1)

2−256

2−256  𝑟 = 5

𝑟

𝑉0[4,10](128,128) → 𝑉1[5,7,8](85𝑎, 85𝑎, 𝑎)  

→ 𝑉0[1,2,5,8,9,11,15,16](170,1,171,171,1,170,172,171)

𝑉0[4,10](128, 128)

𝑉1[5,7,8](85𝑎, 85𝑎, 𝑎)

28 − 1

𝑉0[1,2,5,8,9,11,15,16](170,1,171, 171,1,170,172,171)
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𝑟 𝑟

2(0) → 3(1) → 8(0),

2(0)

3(1)

8(0)

𝑟

𝑟

(2 + 3 + 8) − (0 + 1 + 0)  = 12

28

28 − 1 = 255 𝑡

28𝑡
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2−8

𝑤

2−8𝑤

2−8𝑤28𝑡 = 2−8(𝑤−𝑡)

(𝑤 − 𝑡)

𝑉0[𝑖](18) → 𝑉0[𝑖](128) 2−5

2−7

𝐶

𝑃(𝐶

𝑃(𝐶) < 2−7𝑊𝑒𝑓𝑓(𝐶)

𝑊𝑒𝑓𝑓(𝐶) 𝐶
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2−256

4(0) → 3(1) → 20(1) → 10(0) → 6(1)

5(0) → 2(1) → 24(1) → 6(0) → 6(1):
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2(0) → 4(1) → 24(1) → 7(0) → 7(1)

2(0) → 5(1) → 24(1) → 7(0) → 6(1)

3(0) → 3(1) → 25(1) → 6(0) → 7(1).

3(0) → 6(1) → 14(1) → 9(0) → 12(1):

6(0) → 3(1) → 22(1) → 7(0) → 7(1):

6(0) → 2(1) → 24(1) → 7(0) → 7(1):

4(0) → 3(1) → 20(1) → 10(1) → 11(1),

5(0) → 3(1) → 25(1) → 6(0) → 8(1):

4(0) → 3(1) → 20(1) → 8(0) → 11(1),

4(0) → 6(1) → 14(1) → 14(0) → 10(1),

6(0) → 5(1) → 13(0) → 10(1) → 14(1),

6(0) → 6(1) → 14(1) → 13(0) → 9(1)
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ℤ256

⨂ = [⨁, ⨁, ⨁, ⨁, +, +, +, +, ⨁, ⨁, ⨁, ⨁, +, +, +, +]

"⨁" xor

𝑋 = [𝑋1, 𝑋2, … , 𝑋16]

𝐾1 = [𝐾1,1, 𝐾1,2, … , 𝐾1,16]

 𝐾2 = [𝐾2,1, 𝐾2,2, … , 𝐾2,16]

𝑆 = [𝑆1, 𝑆2, … , 𝑆16]

𝑗 ∈

{1, 2, 3, 4, 9, 10, 11, 12} 𝑗 ∈ {5, 6, 7, 8, 13, 14, 15, 16 }

1, 2, 3,

4, 9, 10, 11, 12 1, 4, 5, 8, 9, 12, 13, 16

5, 6, 7, 8, 13, 14, 15, 16 2, 3, 6, 7, 10, 11, 14,15

𝑉 = [𝑉1, 𝑉2, … , 𝑉16] 𝑉′ = [𝑉1
′, 𝑉2

′, … , 𝑉16
′ ] ∆𝑉

∆𝑉 = 𝑉 ⊘ 𝑉′ = [𝑉1⨁𝑉1
′, 𝑉2⨁𝑉2

′, 𝑉3⨁𝑉3
′, 𝑉4⨁𝑉4

′, 𝑉5 − 𝑉5
′, 𝑉6 − 𝑉6

′, 𝑉7 − 𝑉7
′, 𝑉8 − 𝑉8

′,

𝑉9⨁𝑉9
′, 𝑉10⨁𝑉10

′ , 𝑉11⨁𝑉11
′ , 𝑉12⨁𝑉12

′ , 𝑉13 − 𝑉13
′ , 𝑉14 − 𝑉14

′ , 𝑉15 − 𝑉15
′ , 𝑉16 − 𝑉16

′ ]

𝑉 𝑉′ ∆𝑉 ̃
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∆𝑉 ̃ = 𝑉 − 𝑉′  = [𝑉1 − 𝑉1
′, 𝑉2 − 𝑉2

′, 𝑉3 − 𝑉3
′, 𝑉4 − 𝑉4

′, 𝑉5 − 𝑉5
′, 𝑉6 − 𝑉6

′, 𝑉7 − 𝑉7
′, 𝑉8 − 𝑉8

′, 𝑉9 −

𝑉9
′, 𝑉10 − 𝑉10

′ , 𝑉11 − 𝑉11
′ , 𝑉12 − 𝑉12

′ , 𝑉13 − 𝑉13
′ , 𝑉14 − 𝑉14

′ , 𝑉15 − 𝑉15
′ , 𝑉16 − 𝑉16

′ ]

(∆𝑋𝑗, ∆𝑆𝑗) (𝛼, 𝜏)

𝑗 ∈ {1, 2, 3, 4, 9, 10, 11, 12} 𝑗 ∈ {5, 6, 7, 8, 13, 14, 15, 16, }

2−128

2−256

𝑟

𝑟

𝐶

 𝑃(𝐶

𝑃(𝐶) < 2−7𝑊𝑒𝑓𝑓(𝐶)

𝑊𝑒𝑓𝑓(𝐶) 𝐶
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2−128

2−256

2(0) → 2(1) → 11(0) → 3(1) → 3(0)

2(0) → 2(1) → 11(1) → 4(0) → 3(1)

3(0) → 2(1) → 11(1) → 5(0) → 1(1):

3(0) → 3(1) → 10(1) → 6(0) → 3(1)
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2(0) → 2(1) → 9(1) → 6(1) → 6(0)

2(0) → 2(1) → 9(1) → 6(0) → 6(1)

3(0) → 3(1) → 10(1) → 6(0) → 3(1)

4(0) → 2(1) → 10(1) → 6(0) → 4(1)

4(0) → 3(1) → 8(1) → 8(0) → 3(1)

4(0) → 2(1) → 11(1) → 5(0) → 4(1)

3(0) → 3(1) → 11(1) → 3(0) → 7(1)

3(0) → 4(1) → 10(1) → 6(0) → 4(1)

3(0) → 2(1) → 11(1) → 5(1) → 6(0)

3(1) → 8(1) → 6(0) → 4(1) → 6(0)

4(1) → 4(0) → 4(1) → 12(1) → 3(0)

4(1) → 4(0) → 4(1) → 12(0) → 3(1)
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𝑌(𝜌−1)

1 2⁄

�̃� (𝑋, 𝑌)  

�̃�(𝜌−1)(�̃�)

∶= 𝑅�̃�
−1(𝑌) 𝜇(�̃�) �̃�(𝜌−1)(�̃�) 𝑋
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(𝑋, 𝑌)  

 

 

 

 

 

 

 

 

Նկար 15: Վերջին ռաունդ հարձակումը սխեմատիկորեն: 

 

𝐾(1), 𝐾(2), … , 𝐾(𝜌) 𝑅

Առաջին 𝜌 − 1 

ռաունդները 

𝜌-րդ ռաունդը 𝑋 𝑌 

Որոշիչ մետրիկա 

𝜌-րդ ռաունդի 

հակադարձը 

𝑌𝜌−1 

𝑘(1,…,𝜌−1) 𝑘𝜌−1 

Մաքսիմալ �̃�-ի ընտրություն 

 𝜇(�̃�) 

�̃� 

Բաց տեքստի 

սկզբնաղբյուր 

�̃�(𝜌−1)(�̃�) 

𝑅
𝐾(1)

(1)
(𝑌(0 )) 𝑋 = 𝑌(0) 

 

𝑌(𝜌) = 𝑌 𝑌𝜌−1 𝑅
𝐾(2)

(2)
(𝑌(1)) 𝑌(1) 𝑅

𝐾(𝜌)

(𝜌)
(𝑌(𝜌−1)) 
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𝑖

𝑆(𝑖)

𝑆(𝑖) ∶= 𝑓𝑖(𝑌(𝑖−1)) ⊕ 𝑔𝑖(𝑌(𝑖 )),

𝑋(𝑖) = 𝑌(𝑖−1) 𝑖 𝑌(𝑖) 𝑖 𝑓𝑖 𝑔𝑖

𝑓𝑖 𝑔𝑖 𝑆(𝑖)

𝑔𝑖 =

𝑓𝑖+1 𝑆(1), 𝑆(2), … , 𝑆(𝜌)

𝜌

𝑆(1…𝜌) ∶= ⨁ 𝑆(𝑖)

𝜌

𝑖=1

= 𝑓1(𝑌(1)) ⊕ 𝑔𝜌(𝑌(𝜌)),

𝑌(1) = 𝑋(1) = 𝑋 𝑌(𝜌)

|2𝑃[𝑉 = 0] − 1| 𝑉

𝐼(𝑉)

𝑃[𝑉 = 0] 𝑉
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0 ≤ 𝐼(𝑉) ≤ 1

𝐼(𝑉) 𝑉

𝑃[𝑉 = 0] = 1 2⁄

𝜌 

𝑛 𝜌

 𝐾(1…𝜌) =

 (𝐾(1), 𝐾(2), … , 𝐾(𝜌))

𝐾(𝑖) 𝑖 𝑖 = 1,2, … , 𝜌

𝐾(𝑖) =  (𝐾2𝑖−1, 𝐾2𝑖):

𝑆(1…𝜌)

 𝐾(1…𝜌) 𝑘(1…𝜌)  𝐼(𝑆(1…𝜌)|𝑘(1…𝜌)) 𝑆(1…𝜌)

𝑆(1…𝜌)

 𝐼(̅𝑆(1…𝜌)) ∶= 𝐸[𝐼(𝑆(1…𝜌)|𝐾(1…𝜌))] =
1

|𝒦𝜌|
∑ 𝐼(𝑆(1…𝜌)|𝑘(1…𝜌))

𝑘(1…𝜌)∈𝒦𝜌

|𝒦𝜌|

,
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(𝜌 − 1) 𝑆(1…𝜌−1) = 𝑔0(𝑋) ⊕ 𝑔𝜌−1(𝑌(𝜌−1))

𝜇(�̃�) = 𝐼(�̃�(1…𝜌−1)(�̃�)|𝑘(1…𝜌))

�̃�(1…𝜌−1)(�̃�) ∶= 𝑔0(𝑋) ⊕ 𝑔𝜌−1 (�̃�(𝜌−1)(�̃�))

�̃�(𝜌−1)(�̃�) ∶= 𝑅�̃�
−1(𝑌) �̃�

𝑖

𝑇(𝑖) ∶= 𝑓𝑖(𝑌(𝑖−1)) ⊕ 𝑔𝑖(𝑌(𝑖 )) ⊕ ℎ𝑖(𝐾(𝑖 ))

𝑋(𝑖) = 𝑌(𝑖−1) 𝑖 𝑌(𝑖) 𝑖 𝐾(𝑖)

𝑖 𝑓𝑖 𝑔𝑖

ℎ𝑖

ℎ𝑖 𝑇(𝑖) 𝑆(𝑖) =

𝑓𝑖(𝑌(𝑖−1)) ⊕ 𝑔𝑖(𝑌(𝑖 )) 𝑇(𝑖)

𝑇(1…𝜌) = 𝑆(1…𝜌) ⊕

ℎ𝑖(𝐾(1…𝜌)) 𝑆(1…𝜌)

𝐼(̅𝑆(1…𝜌)) ≥ 𝐼(𝑇(1…𝜌)):

ℎ

ℎ𝑚𝑎𝑥

ℎ𝑚𝑎𝑥 = {

0 𝑖𝑓 𝑃[𝑆 = 0/𝐾 = 0] > 1 2⁄

1 𝑖𝑓 𝑃[𝑆 = 0/𝐾 = 0] < 1 2⁄

𝑎𝑟𝑏𝑖𝑡𝑎𝑟𝑦 𝑖𝑓 𝑃[𝑆 = 0/𝐾 = 0] = 1 2⁄
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 ℎ = ℎ𝑚𝑎𝑥 ℎ 𝑇(1…𝜌)

𝑇(1…𝜌) = 𝑆(1…𝜌) ⊕ ℎ(𝐾(1…𝜌))

𝑆(1…𝜌)

ℎ

𝑉(1), 𝑉(2), … , 𝑉(𝜌)

 𝐼 (⨁ 𝑉(𝑖)

𝜌

𝑖=1

) = ⨅(𝐼(𝑉)(𝑖))

𝜌

𝑖=1

:

𝑇(1), 𝑇(2), … , 𝑇(𝜌)

𝐼 (⨁ 𝑇(𝑖)

𝜌

𝑖=1

) = ⨅(𝐼(𝑇)(𝑖))

𝜌

𝑖=1

,

⨁ 𝑇(𝑖)𝜌
𝑖=1 𝜌 𝑇(1), 𝑇(2), … , 𝑇(𝜌)

 𝑌(𝑖 ) = 𝑅
𝐾(𝑖)

(𝑖)
(𝑌(𝑖−1 )) =  𝜙(𝑌(𝑖−1 ) ⊗𝑖 𝐾2𝑖−1, 𝐾2𝑖),

⊗𝑖

𝐵𝑛 𝑛  𝐵𝑛 =

{0, 1, 2, … , 2𝑛 − 1} (𝐵𝑛, ⨂) (𝐵, ⨁)
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⨂1 𝑖 𝑗

(𝑖 ≤ 𝑗)

⊗𝑖

⊗𝑗+1

𝑖 ⊗𝑖 XOR 𝐵𝑛

𝑙𝑎(𝑥) = 𝑎 ∘ 𝑥 𝑥 ∈

𝐵𝑛 𝑎 𝑛 𝑎 ∘ 𝑥 𝐺𝐹(2)

𝑙𝑎 𝑙𝑏

(𝑎, 𝑏)

𝜌

𝑅(1), 𝑅(2), … , 𝑅(𝜌)

𝑌(𝑖 ) = 𝑅
𝐾(𝑖)

(𝑖)
(𝑌(𝑖−1 )) =  𝜙𝑖(𝑌(𝑖−1 )  ⊗𝑖 𝐾2𝑖−1, 𝐾2𝑖)

⊗𝑖 𝐵𝑛 𝜙𝑖(. , 𝑘2𝑖) 𝐵𝑛

𝑘2𝑖

𝑇(𝑖) = 𝑓𝑖(𝑌(𝑖−1)) ⊕ 𝑓𝑖+1(𝑌(𝑖)) ⊕ (𝑓𝑖(𝐾2𝑖−1) ⊕ ℎ𝑖(𝐾2𝑖))                               (3.1)

𝑖 𝑇(1), 𝑇(2), … , 𝑇(𝜌)

𝑇(1…𝜌) ≔ ⨁ 𝑇(𝑖)𝜌
𝑖=1 𝑆(1…𝜌)

𝐼(̅𝑆(1…𝜌)) ≥ ∏ 𝐼(𝑇(𝑖))

𝜌

𝑖=1

:                                                       (3.2)

                                                           
𝑓 𝑓(𝑈⨂𝑉) = 𝑓(𝑈)⨁𝑓(𝑉) 𝑈, 𝑉 ∈ 𝐵𝑛

𝑓
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𝜙𝑖(. , 𝑘2𝑖) 𝑋

𝑌(0), 𝑌(1), … , 𝑌(𝜌−1)

𝐼(𝑇(𝑖)) 𝑖 = 2, 3, … , 𝜌

𝑆(1…𝜌) (2.5)

𝑆(1…𝜌)

𝐼(̅𝑆(1…𝜌))

𝐼(̅𝑆(1…𝜌)) ≈ max
𝑓2,…,𝑓𝜌

ℎ1,…,ℎ𝜌

∏ 𝐼(𝑇(𝑖))

𝜌

𝑖=1

,                                                    (3.3)

𝑇(𝑖) (2.4)

𝝆 𝑰/𝑶

1. 𝑖 = 1,2, … , 𝜌 + 1 𝐵𝑛 ℋ𝑖

⊗𝑖

2. 𝑖 = 1,2, … , 𝜌 𝑖

𝑓𝑖 ∈ ℋ𝑖 𝑓𝑖+1 ∈

ℋ𝑖+1

3. 𝜌

(2.6) 𝜌

𝜌
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ρ

 (NL half − round)

 XOR/ADD −

( XOR) (ADD) U = XOR/ADD(X, K2i−1):

 NL (Non Linear) −

EXP: x → 45xmodulo257 45128 = 0 LOG 

 V = NL(U)

 PHT  (PHT half − round)

 ADD/XOR −

( XOR)

(ADD)

(ADD)

( XOR)

W = ADD/XOR(V, K2i):

 PHT(Pseudo Hadamard Transform) −

Y = PHT(W)
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 :256mod

16

15

14

13

12

11

10

9

8

7

6

5

4

3

2

1

1814122212112141

11624142422124181

1418114212211221

24116218214411422

1221111221441812

22412114228411614

1211181111224422

14121162121248442

2122421418111112

41248224116211214

2212112141181214

24141241811162224

1142221824121111

12822411644142121

4111241112122218

81214412142224116

16

15

14

13

12

11

10

9

8

7

6

5

4

3

2

1













































































































































































W

W

W

W

W

W

W

W

W

W

W

W

W

W

W

W

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

 

ADD/XOR XOR/ADD

XOR 28 − 1

 𝑙𝑎2(𝑉2) ∶= 𝑎2 ∘ 𝑉2 𝑎2

" ∘ "

𝑙𝑎1 𝑎1 = 0000 0001 = 01hex = 01 hex

ADD/XOR 272 − 1

 𝑙𝑎(𝑉) ∶= 𝑎 ∘ 𝑉 𝑎

𝒜 = {𝑎: 𝑎 ∈ {0,1}128\{00}; 𝑎1, 𝑎2, 𝑎3, 𝑎4, 𝑎9, 𝑎10, 𝑎11, 𝑎12} ∈ {00, 01}}

XOR/ADD 272 −

1  𝑙𝑏(𝑉) ∶= 𝑏 ∗ 𝑉 𝑏

 ℬ = {𝑏: 𝑏 ∈ {0,1}128\{00}; 𝑏5, 𝑏6, 𝑏7, 𝑏8, 𝑏13, 𝑏14, 𝑏15, 𝑏16} ∈ {00, 01}}

XOR/ADD ADD/XOR
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PHT

PHT half round)

ADD/XOR

XOR/ DD

(272 − 1)2

S𝑎,𝑏
PHT−hr ∶= 𝑙𝑎(V)⨁𝑙𝑏(Y) , 𝑎 ∈ 𝒜 , 𝑏 ∈ ℬ.

PHT (PHT half round(PHT hr))

216 − 1

XOR

𝐼(𝑆𝑎,𝑏
PHT−hr|𝑘2𝑖) = 𝐼(𝑆𝑎,𝑏

PHT)

 𝑘2𝑖 ∈ 𝐵128

𝑆𝑎,𝑏
PHT ∶= 𝑙𝑎(𝑊)⨁ 𝑙𝑏(𝑌), 𝑎 ∈ 𝒜, 𝑏 ∈ ℬ

PHT

𝑆𝑎,𝑏
PHT−hr

𝑆𝑎,𝑏
PHT 𝑎 ∈

𝒜  𝑏 ∈ ℬ 𝑆𝑎,𝑏
PHT ∶= 𝑙𝑎(𝑊)⨁ 𝑙𝑏(PHT(𝑊))

𝑊𝛼⨁𝜙(𝑊127, … , 𝑊𝛼+1, 𝑊𝛼−1, … , 𝑊0) 𝑊𝛼
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(𝑎, 𝑏) 𝑙𝑏(𝑌) 𝑙𝑎(𝑊) 𝐼(𝑆𝑎,𝑏
PHT) 

(0100000101001010, 1000000000000000) 𝑌10 𝑊20⨁𝑊80⨁𝑊100⨁𝑊130⨁𝑊150 1 

(0100010111001110, 0100000000000000) 𝑌20 
𝑊20⨁𝑊60⨁𝑊80⨁𝑊90⨁𝑊100⨁𝑊110⨁ 

𝑊130⨁𝑊140⨁𝑊150 
1 

(1010010001000001, 0010000000000000) 𝑌30 𝑊10⨁𝑊30⨁𝑊60⨁𝑊100⨁𝑊160 1 

(1111010001000011, 0001000000000000) 𝑌40 
𝑊10⨁𝑊20⨁𝑊30⨁𝑊40⨁𝑊60⨁𝑊100⨁ 

𝑊150⨁𝑊160 
1 

(0000011010010100, 0000100000000000) 𝑌50 𝑊60⨁𝑊70⨁𝑊90⨁𝑊120⨁𝑊140 1 

(0101011010110100, 0000010000000000) 𝑌60 
𝑊20⨁𝑊40⨁𝑊60⨁𝑊70⨁𝑊90⨁𝑊110⨁ 

𝑊120⨁𝑊140 
1 

(0101100100000010, 0000001000000000) 𝑌70 𝑊20⨁𝑊40⨁𝑊50⨁𝑊80⨁𝑊150 1 

(0111110101000010, 0000000100000000) 𝑌80 
𝑊20⨁𝑊30⨁𝑊40⨁𝑊50⨁𝑊60⨁𝑊80⨁ 

𝑊100⨁𝑊150 
1 

(0000001010010101, 0000000010000000) 𝑌90 𝑊70⨁𝑊90⨁𝑊120⨁𝑊140⨁𝑊160 1 

(0000001111011101, 0000000001000000) 𝑌100 
𝑊70⨁𝑊80⨁𝑊90⨁𝑊100⨁𝑊120⨁ 

𝑊130⨁𝑊140⨁𝑊160 
1 

(0101000001101000, 0000000000100000) 𝑌110 𝑊20⨁𝑊40⨁𝑊100⨁𝑊110⨁𝑊130 1 

(0101001001111001, 0000000000010000) 𝑌120 
𝑊20⨁𝑊40⨁𝑊70⨁𝑊100⨁𝑊110⨁𝑊120⨁ 

𝑊130⨁𝑊160 
1 

(0001100100100100, 0000000000001000) 𝑌130 𝑊40⨁𝑊50⨁𝑊80⨁𝑊110⨁𝑊140 1 

(1001100100110101, 0000000000000100) 𝑌140 
𝑊10⨁𝑊40⨁𝑊50⨁𝑊80⨁𝑊110⨁𝑊120⨁ 

𝑊140⨁𝑊160 
1 

(1010010000010001, 0000000000000010) 𝑌150 𝑊10⨁𝑊30⨁𝑊60⨁𝑊60⨁𝑊120⨁𝑊160 1 

(1010110100010101, 0000000000000001) 𝑌160 
𝑊10⨁𝑊30⨁𝑊50⨁𝑊60⨁𝑊80⨁𝑊120⨁ 

𝑊140⨁𝑊160 
1 

PHT

"0" "1"

"n"

𝜙 𝑌102

𝑌102 = 𝑊11⨁𝑊22⨁𝑊92⨁𝑊102⨁𝑊111⨁𝑊121⨁ 𝜙(𝑊21, 𝑊91, 𝑊101; 𝑊10, 𝑊20,

𝑊30, 𝑊40, 𝑊90, 𝑊100, 𝑊110, 𝑊120; 𝑊5, 𝑊6, 𝑊7, 𝑊8, 𝑊13, 𝑊14, 𝑊15, 𝑊16)
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PHT 𝑊 𝑌

       Մուտքային բիթ  

 

Ելքային բիթ 

𝑊1 

7 6 5 4 3 2 1 

𝑊2 

7 6 5 4 3 2 1 
𝑊3 

7 6 5 4 3 2 1 
𝑊4 

7 6 5 4 3 2 1 
𝑊9 

7 6 5 4 3 2 1 
𝑊10 

7 6 5 4 3 2 1 
𝑊11 

7 6 5 4 3 2 1 
𝑊12 

7 6 5 4 3 2 1 

𝑌1             7 

6 
 5 
 4 
 3 
 2 
 1 
0 

0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0  
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

𝑌2             7 

6 
 5 
 4 
 3 
 2 
 1 
0 

0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0  
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

𝑌3             7 

6 
 5 
 4 
 3 
 2 
 1 
0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0  
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

𝑌4             7 

6 
 5 
 4 
 3 
 2 
 1 
0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0  
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

𝑌5             0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

𝑌6             0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

𝑌7             0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

𝑌8             0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

𝑌9             7 

6 
 5 
 4 
 3 
 2 
 1 
0 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0  
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0  
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

𝑌10           7 

6 
 5 
 4 
 3 
 2 
 1 
0 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0  
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

𝑌11           7 

6 
 5 
 4 
 3 
 2 
 1 
0 

0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0  
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

𝑌12           7 
6 

 5 
 4 
 3 
 2 
 1 
0 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 

0 0 0 0 0 0 0 
0 0 0 0 0 0 0  
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

1 n n n n n n 

0 1 n n n n n 
0 0 1 n n n n 
0 0 0 1 n n n 
0 0 0 0 1 n n 
0 0 0 0 0 1 n 
0 0 0 0 0 0 1 
0 0 0 0 0 0 0 

𝑌13           0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

𝑌14           0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

𝑌15           0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

𝑌16           0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 
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𝑆𝑎,𝑏
PHT 𝑊𝛼 𝑙𝑏(𝑌) 𝑊𝛼 𝑎𝛼 =

0 𝑎 ∈ 𝒜

𝑙𝑎(𝑊) 𝑙𝑏(𝑌)

𝑊𝛼

𝑊𝛼 𝐼(𝑆𝑎,𝑏
PHT) = 0: 

𝑆𝑎,𝑏
PHT

𝑌𝑖𝑗 , 𝑗 = 1,2,3,4,5,6,7;  𝑖 = 1,2,3,4,9,10,11,12

219 − 1

𝑏 ∈ ℬ:

𝑆𝑎,𝑏
PHT

{(𝑎, 𝑏); 𝑎, 𝑏 ∈ 𝐵128, 𝐼(S𝑎,𝑏
PHT) = 1} (𝒜 × ℬ, ⨁256bits)

𝐼(S𝑎,𝑏
PHT) = 1 𝐼(S𝑎′,𝑏′

PHT ) = 1 𝑎′ 𝑏′

𝐼(S𝑎⨁𝑎′,𝑏⨁𝑏′
PHT ) = 𝐼(S𝑎,𝑏

PHT⨁S𝑎′,𝑏′
PHT ) = 𝐼(S𝑎,𝑏

PHT) ∙ 𝐼(S𝑎′,𝑏′
PHT ) = 1

𝒜 × ℬ "⨁"

NL

XOR/ADD

ADD/XOR

EXP LOG

U1 V1 EXP
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𝑆𝑎1,𝑏1
EXP = 𝑙𝑎1(𝑈1)⨁ 𝑙𝑏1(𝑉1), 𝑎1 ∈ 𝐵8\{00}, 𝑏1 = 01:

(𝑎1, 𝑏1) (𝑐𝑑, 01)

(𝑓𝑓, 01)
28

128
(86,01), (𝑏𝑓, 01), (𝑐0, 01)

(𝑓7,01)
24

128

𝐼(𝑆01,01
EXP ) = 𝐼(𝑆02,01

EXP ) = 𝐼(𝑆03,01
EXP ) = 0 𝑎1 𝑏1 ∈ 𝐵8

𝑎17 = 0 𝐼(𝑆𝑎1,𝑏1
EXP ) = 0:

LOG U2 2

 𝑆𝑎2,𝑏2
LOG = 𝑙𝑎2(U2)⨁ 𝑙𝑏2(V2); 𝑎2 = 01;  𝑏2 ∈ 𝐵8\{00}:

𝐼(𝑆𝑎1,𝑏1
EXP ) = 𝐼(𝑆𝑏1,𝑎1

LOG ).

 𝑎1, 𝑏1 ∈  𝐵8  𝑏17 = 0  I(S𝑎1,𝑏1
LOG ) = 0

PHT

𝑇𝑎,𝑏
PHT−hr1 𝑇𝑏,𝑐

NL 𝑇𝑐,𝑑
PHT−hr2

𝑇𝑎,𝑏
PHT−hr

𝑇𝑐,𝑑
PHT−hr

𝑎, 𝑏, 𝑐, 𝑑

𝐼(𝑇𝑏,𝑐
NL) = 0

𝑆𝑎,𝑏
NL−PHT−NL 𝑎 𝑏

𝑎2, 𝑎4, 𝑎11 𝑏5, 𝑏6 𝑐𝑑  𝑓𝑓
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(
28

128
)

5

(𝑆𝑓𝑓,01
EXP ) = 𝐼(𝑆𝑐𝑑,01

EXP ) = 𝐼(𝑆01,𝑓𝑓
LOG ) = 𝐼(𝑆01,𝑐𝑑

LOG ) =

28

128
𝐼(𝑆𝑎,𝑏

PHT) = 𝐼(𝑆𝑎1⨁𝑎2,𝑏1⨁𝑏2
PHT ) =  𝐼(𝑆𝑎1,𝑏1

PHT ) ∙ 𝐼(𝑆𝑎2,𝑏2
PHT ) = 1

𝑎1⨁𝑎2 = (00 00 00 00 00 01 01 00 01 00 00 01 00 01 00 00)⨁

(00 01 00 01 00 01 01 00 01 00 01 01 00 01 00 00) =

(00 01 00 01 00 00 00 00 00 00 01 00 00 00 00 00) = 𝑎,

𝑏1⨁𝑏2 = ( 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00)⨁ 

(00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00) = 

      (00 00 00 00 01 01 00 00 00 00 00 00 00 00 00 00) = 𝑏  
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 (NL half round)

 XOR/ADD − U = XOR/ADD(X, K2i−1):

 NL (Non Linear) − V = NL(U)

 PHT (PHT half round)

 ADD/XOR − W = ADD/XOR(V, K2i):

 PHT(Pseudo Hadamard Transform) −

Y = PHT(W)

ADD/XOR XOR/ADD

28 − 1  XOR

2144 − 1

ADD/XOR 𝑙𝑎(𝑉) = 𝑎 ∘

𝑉 𝑎

𝒜 = {𝑎: 𝑎 ∈ {0,1}256\{00}; 𝑎1, 𝑎2, 𝑎3, 𝑎4, 𝑎9, 𝑎10, 𝑎11, 𝑎12, 𝑎17, 𝑎18, 𝑎19, 𝑎20,

𝑎25, 𝑎26, 𝑎27, 𝑎28} ∈ {00, 01}}

2144 − 1

XOR/ADD  𝑙𝑏(𝑉) = 𝑏 ∗ 𝑉 𝑏
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ℬ = {𝑏: 𝑏 ∈ {0,1}256\{00}; 𝑏5, 𝑏6, 𝑏7, 𝑏8, 𝑏13, 𝑏14, 𝑏15, 𝑏16, 𝑏21, 𝑏22, 𝑏23, 𝑏24,

𝑏29, 𝑏30, 𝑏31, 𝑏32} ∈ {00, 01}}

PHT

(2144 − 1)2

S𝑎,𝑏
PHT−hr ∶= 𝑙𝑎(V)⨁𝑙𝑏(Y)   𝑎 ∈ 𝒜 , 𝑏 ∈ ℬ,

ADD/XOR

 XOR/ADD

PHT (PHT hr)

232 − 1

XOR

PHT

"0" "1"

"n"

𝑆𝑎,𝑏
PHT 𝑌𝑖𝑗 𝑖 =

1,2,3,4,9,10,11,12,17,18,19,20,25,26,27,28 𝑗 = 1,2,3,4,5,6,7

240 − 1

𝑏 ∈ ℬ 𝑆𝑎,𝑏
PHT

{(𝑎, 𝑏); 𝑎, 𝑏 ∈ 𝐵256, 𝐼(S𝑎,𝑏
PHT) = 1}

(𝒜 × ℬ, ⨁256bits) 𝐼(S𝑎,𝑏
PHT) = 1 𝐼(S𝑎′,𝑏′

PHT ) = 1

𝑎′ 𝑏′ 𝐼(S𝑎⨁𝑎′,𝑏⨁𝑏′
PHT ) =

𝐼(S𝑎,𝑏
PHT⨁S𝑎′,𝑏′

PHT ) = 𝐼(S𝑎,𝑏
PHT) ∙ 𝐼(S𝑎′,𝑏′

PHT ) = 1 𝒜 × ℬ "⨁"
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(𝑎, 𝑏) 𝑙𝑏(𝑌) 𝑙𝑎(𝑊) 𝐼(𝑆𝑎,𝑏
PHT) 

(00000000000110011001000010010001, 
10000000000000000000000000000000) 

𝑌10 𝑊120⨁𝑊130⨁𝑊160⨁𝑊170⨁𝑊200⨁𝑊250⨁𝑊280⨁𝑊320 1 

(00000000000110011111000011110101, 
01000000000000000000000000000000) 

𝑌20 𝑊120⨁𝑊130⨁𝑊160⨁𝑊170⨁𝑊180⨁𝑊190⨁𝑊200⨁𝑊250⨁ 
𝑊260⨁𝑊270⨁𝑊280⨁𝑊300⨁𝑊320 

1 

(10010001100100000001100100000000, 
00100000000000000000000000000000) 

𝑌30 𝑊10⨁𝑊40⨁𝑊80⨁𝑊90⨁𝑊120⨁𝑊200⨁𝑊210⨁𝑊240 1 

(10010001100100000001111101000110, 
00010000000000000000000000000000) 

𝑌40 𝑊10⨁𝑊40⨁𝑊80⨁𝑊90⨁𝑊120⨁𝑊200⨁𝑊210⨁𝑊220⨁ 
𝑊230⨁𝑊240⨁𝑊260⨁𝑊300⨁𝑊310 

1 

(00011001000000001001000110010000, 
00001000000000000000000000000000) 

𝑌50 𝑊40⨁𝑊50⨁𝑊80⨁𝑊170⨁𝑊200⨁𝑊240⨁𝑊250⨁𝑊280 1 

(00011001000000001111010111110000, 
00000100000000000000000000000000) 

𝑌60 𝑊40⨁𝑊50⨁𝑊80⨁𝑊170⨁𝑊180⨁𝑊190⨁𝑊200⨁𝑊220⨁ 
𝑊240⨁𝑊250⨁𝑊260⨁𝑊270⨁𝑊280 

1 

(00000110010001100100011000000000, 
00000010000000000000000000000000) 

𝑌70 𝑊60⨁𝑊70⨁𝑊100⨁𝑊140⨁𝑊150⨁𝑊180⨁𝑊220⨁𝑊230 1 

(00000110010001100100111100011001, 
00000001000000000000000000000000) 

𝑌80 𝑊60⨁𝑊70⨁𝑊100⨁𝑊140⨁𝑊150⨁𝑊180⨁𝑊210⨁𝑊220⨁ 
𝑊230⨁𝑊240⨁𝑊280⨁𝑊290⨁𝑊320 

1 

(01100000011001000110010000000000, 
00000000100000000000000000000000) 

𝑌90 𝑊20⨁𝑊30⨁𝑊100⨁𝑊110⨁𝑊140⨁𝑊180⨁𝑊190⨁𝑊220 1 

(01111001011011010110010000000000, 
00000000010000000000000000000000) 

𝑌100 𝑊20⨁𝑊30⨁𝑊40⨁𝑊50⨁𝑊80⨁𝑊100⨁𝑊110⨁𝑊130⨁ 
𝑊140⨁𝑊160⨁𝑊180⨁𝑊190⨁𝑊220 

1 

(10010000100100010000000000011001, 
00000000001000000000000000000000) 

𝑌110 𝑊10⨁𝑊40⨁𝑊90⨁𝑊120⨁𝑊160⨁𝑊280⨁𝑊290⨁𝑊320 1 

(10010000100100010100011000011111, 
00000000000100000000000000000000) 

𝑌120 𝑊10⨁𝑊40⨁𝑊90⨁𝑊120⨁𝑊160⨁𝑊180⨁𝑊220⨁ 
𝑊230⨁𝑊280⨁𝑊290⨁𝑊300⨁𝑊310⨁𝑊320 

1 

(10010001000000000001100100001001, 
00000000000010000000000000000000) 

𝑌130 𝑊10⨁𝑊40⨁𝑊80⨁𝑊200⨁𝑊210⨁𝑊240⨁𝑊290⨁𝑊320 1 

(11010111000001100001100100001001, 
00000000000001000000000000000000) 

𝑌140 𝑊10⨁𝑊20⨁𝑊40⨁𝑊60⨁𝑊70⨁𝑊80⨁𝑊140⨁𝑊150⨁ 
𝑊200⨁𝑊210⨁𝑊240⨁𝑊290⨁𝑊320 

1 

(00001001000110010000000010010001, 
00000000000000100000000000000000) 

𝑌150 𝑊50⨁𝑊80⨁𝑊120⨁𝑊130⨁𝑊160⨁𝑊250⨁𝑊280⨁𝑊320 1 

(01101101011110010000000010010001, 
00000000000000010000000000000000) 

𝑌160 𝑊20⨁𝑊30⨁𝑊50⨁𝑊60⨁𝑊80⨁𝑊100⨁𝑊110⨁𝑊120⨁ 
𝑊130⨁𝑊160⨁𝑊250⨁𝑊280⨁𝑊320 

1 

(01100100011000000000000001100100, 
00000000000000001000000000000000) 

𝑌170 𝑊20⨁𝑊30⨁𝑊60⨁𝑊100⨁𝑊110⨁𝑊260⨁𝑊270⨁𝑊300 1 

(01101101011110010000000001100100, 
00000000000000000100000000000000) 

𝑌180 𝑊20⨁𝑊30⨁𝑊50⨁𝑊60⨁𝑊80⨁𝑊100⨁𝑊110⨁𝑊120⨁ 
𝑊130⨁𝑊160⨁𝑊260⨁𝑊270⨁𝑊300 

1 

(01000110000001100000000001000110, 
00000000000000000010000000000000) 

𝑌190 𝑊20⨁𝑊60⨁𝑊70⨁𝑊140⨁𝑊150⨁𝑊260⨁𝑊300⨁𝑊310 1 

(01000110000001100001100101001111, 
00000000000000000001000000000000) 

𝑌200 𝑊20⨁𝑊60⨁𝑊70⨁𝑊140⨁𝑊150⨁𝑊200⨁𝑊210⨁ 
𝑊240⨁𝑊260⨁𝑊290⨁𝑊300⨁𝑊310⨁𝑊320 

1 

(00000000010001100100011000000110, 
00000000000000000000100000000000) 

𝑌210 𝑊100⨁𝑊140⨁𝑊150⨁𝑊180⨁𝑊220⨁𝑊230⨁𝑊300⨁𝑊310 1 

(10010000110101110100011000000110, 
00000000000000000000010000000000) 

𝑌220 𝑊10⨁𝑊40⨁𝑊90⨁𝑊100⨁𝑊120⨁𝑊140⨁𝑊150⨁𝑊160⨁ 
𝑊180⨁𝑊220⨁𝑊230⨁𝑊300⨁𝑊310 

1 

(00011001000010011001000100000000, 
00000000000000000000001000000000) 

𝑌230 𝑊40⨁𝑊50⨁𝑊80⨁𝑊130⨁𝑊160⨁𝑊170⨁𝑊200⨁𝑊240 1 

(01111001011011011001000100000000, 
00000000000000000000000100000000) 

𝑌240 𝑊20⨁𝑊30⨁𝑊40⨁𝑊50⨁𝑊80⨁𝑊100⨁𝑊110⨁𝑊130⨁ 
𝑊140⨁𝑊160⨁𝑊170⨁𝑊200⨁𝑊240 

1 

(01100100000000000110000001100100, 
00000000000000000000000010000000) 

𝑌250 𝑊20⨁𝑊30⨁𝑊60⨁𝑊180⨁𝑊190⨁𝑊260⨁𝑊270⨁𝑊300 1 

(01100100000000001111000011110101, 
00000000000000000000000001000000) 

𝑌260 𝑊20⨁𝑊30⨁𝑊60⨁𝑊170⨁𝑊180⨁𝑊190⨁𝑊200⨁ 
𝑊250⨁𝑊260⨁𝑊270⨁𝑊280⨁𝑊300⨁𝑊320 

1 

(01000110000000000000011001000110, 
00000000000000000000000000100000) 

𝑌270 𝑊20⨁𝑊60⨁𝑊70⨁𝑊220⨁𝑊230⨁𝑊260⨁𝑊300⨁𝑊310 1 

(11010111100100000000011001000110, 
00000000000000000000000000010000) 

𝑌280 𝑊10⨁𝑊20⨁𝑊40⨁𝑊60⨁𝑊70⨁𝑊80⨁𝑊90⨁𝑊120⨁ 
𝑊220⨁𝑊230⨁𝑊260⨁𝑊300⨁𝑊310 

1 

(00000000011001000110010001100000, 
00000000000000000000000000001000) 

𝑌290 𝑊100⨁𝑊110⨁𝑊140⨁𝑊180⨁𝑊190⨁𝑊220⨁𝑊260⨁𝑊270 1 

(00000000011001001111010111110000, 
00000000000000000000000000000100) 

𝑌300 𝑊100⨁𝑊110⨁𝑊140⨁𝑊170⨁𝑊180⨁𝑊190⨁𝑊200⨁ 
𝑊22_0⨁𝑊24_0⨁𝑊250⨁𝑊260⨁𝑊270⨁𝑊280 

1 

(00000000100100010000100100011001, 
00000000000000000000000000000010) 

𝑌310 𝑊90⨁𝑊120⨁𝑊160⨁𝑊210⨁𝑊240⨁𝑊280⨁𝑊290⨁𝑊320 1 

(00000110110101110000100100011001, 
00000000000000000000000000000001) 

𝑌320 𝑊60⨁𝑊70⨁𝑊90⨁𝑊100⨁𝑊120⨁𝑊140⨁𝑊150⨁ 
𝑊160⨁𝑊210⨁𝑊240⨁𝑊280⨁𝑊290⨁𝑊320 

1 
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NL)

XOR/ADD

ADD/XOR

EXP LOG

PHT

𝑇𝑎,𝑏
PHT−hr 𝑇𝑏,𝑐

NL 𝑇𝑐,𝑑
PHT−hr

𝑇𝑎,𝑏
PHT−hr 𝑇𝑐,𝑑

PHT−hr

𝑎, 𝑏, 𝑐, 𝑑,

𝐼(𝑇𝑏,𝑐
NL) = 0

NL PHT NL

𝑆𝑎,𝑏
NL−PHT−NL 𝑎2, 𝑎10 𝑏13, 𝑏14, 𝑏31, 𝑏32 𝑐𝑑 

𝑓𝑓 (
28

128
)

6

𝐼(𝑆𝑓𝑓,01
EXP ) = 𝐼(𝑆𝑐𝑑,01

EXP ) = 𝐼(𝑆01,𝑓𝑓
LOG ) = 𝐼(𝑆01,𝑐𝑑

LOG ) =
28

128

𝐼(𝑆𝑎,𝑏
PHT) = 𝐼(𝑆𝑎1⨁𝑎2⨁𝑎3⨁𝑎4,𝑏1⨁𝑏2⨁𝑏3⨁𝑏4

PHT ) =  𝐼(𝑆𝑎1,𝑏1
PHT ) ∙ 𝐼(𝑆𝑎2,𝑏2

PHT ) = 𝐼(𝑆𝑎3,𝑏3
PHT ) = 𝐼(𝑆𝑎4,𝑏4

PHT ) = 1

𝑎1⨁𝑎2⨁𝑎3⨁𝑎4 =

(01 00 00 01 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00 01 01 00 00 01 00 00 00 00
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 01 00 00 01 )⨁

(01 01 00 01 00 01 01 01 00 00 00 00 00 01 01 00 00 00 00 01 01 00 00 01 00 00 00 00 

01 00 00 01) ⨁

(00 00 00 00 00 00 00 00 01 00 00 01 00 00 00 01 00 00 00 00 01 00 00 01 00 00 00 01 

01 00 00 01) ⨁

(00 00 00 00 00 01 01 00 01 01 00 01 00 01 01 01 00 00 00 00 01 00 00 01 00 00 00 01 

01 00 00 01) =

(00 01 00 00 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

00 00 00 00) = 𝑎,

𝑏1⨁𝑏2⨁𝑏3⨁𝑏4 =

(00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

00 00 00 00)⨁ 

(00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

00 00 00 00)⨁  

(00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

00 00 01 00) ⨁

(00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

00 00 00 01

(00 00 00 00 00 00 00 00 00 00 00 00 01 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

00 00 01 01) = 𝑏: 
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Հավելված 1 

SAFER-256 համակարգի ծրագրային կոդը (C++ լեզվով)  
 
#include "stdafx.h" 
#include <iostream> 
#include <cstring> 
#include <memory.h> 
#include <ctime> 
#include <fstream> 
 
using namespace std; 
 
#define FALSE 0 
#define TRUE 1 
#define ROUND_COUNT 6 
#define BLOCK_SIZE 32 
#define KEY_SIZE 32 
#define KEY_COUNT 2 * ROUND_COUNT + 1 
#define VALUES_COUNT 256  
 
#define Sub(v1,v2,start_from_xor) \ 
{ \ 
if( start_from_xor ) { \ 
    v1[0] ^= v2[0]; \ 
    v1[1] ^= v2[1]; \ 
    v1[2] ^= v2[2]; \ 
    v1[3] ^= v2[3]; \ 
    v1[4] -= v2[4]; \ 
    v1[5] -= v2[5]; \ 
    v1[6] -= v2[6]; \ 
    v1[7] -= v2[7]; \ 
    v1[8] ^= v2[8]; \ 
    v1[9] ^= v2[9]; \ 
    v1[10] ^= v2[10]; \ 
    v1[11] ^= v2[11]; \ 
    v1[12] -= v2[12]; \ 
    v1[13] -= v2[13]; \ 
    v1[14] -= v2[14]; \ 
    v1[15] -= v2[15]; \ 
 v1[16] ^= v2[16]; \ 
    v1[17] ^= v2[17]; \ 
    v1[18] ^= v2[18]; \ 
    v1[19] ^= v2[19]; \ 
    v1[20] -= v2[20]; \ 
    v1[21] -= v2[21]; \ 
    v1[22] -= v2[22]; \ 
    v1[23] -= v2[23]; \ 
    v1[24] ^= v2[24]; \ 
    v1[25] ^= v2[25]; \ 
    v1[26] ^= v2[26]; \ 
    v1[27] ^= v2[27]; \ 
    v1[28] -= v2[28]; \ 
    v1[29] -= v2[29]; \ 
    v1[30] -= v2[30]; \ 
    v1[31] -= v2[31]; \ 
} else { \ 
    v1[0] -= v2[0]; \ 
    v1[1] -= v2[1]; \ 
    v1[2] -= v2[2]; \ 
    v1[3] -= v2[3]; \ 
    v1[4] ^= v2[4]; \ 
    v1[5] ^= v2[5]; \ 
    v1[6] ^= v2[6]; \ 
    v1[7] ^= v2[7]; \ 
    v1[8] -= v2[8]; \ 
    v1[9] -= v2[9]; \ 
    v1[10] -= v2[10]; \ 
    v1[11] -= v2[11]; \ 
    v1[12] ^= v2[12]; \ 
    v1[13] ^= v2[13]; \ 
    v1[14] ^= v2[14]; \ 
    v1[15] ^= v2[15]; \ 
 v1[16] -= v2[16]; \ 
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    v1[17] -= v2[17]; \ 
    v1[18] -= v2[18]; \ 
    v1[19] -= v2[19]; \ 
    v1[20] ^= v2[20]; \ 
    v1[21] ^= v2[21]; \ 
    v1[22] ^= v2[22]; \ 
    v1[23] ^= v2[23]; \ 
    v1[24] -= v2[24]; \ 
    v1[25] -= v2[25]; \ 
    v1[26] -= v2[26]; \ 
    v1[27] -= v2[27]; \ 
    v1[28] ^= v2[28]; \ 
    v1[29] ^= v2[29]; \ 
    v1[30] ^= v2[30]; \ 
    v1[31] ^= v2[31]; \ 
} \ 
} 
 
#define Sum(v1,v2,start_from_xor) \ 
{ \ 
if( start_from_xor ) { \ 
    v1[0] ^= v2[0]; \ 
    v1[1] ^= v2[1]; \ 
    v1[2] ^= v2[2]; \ 
    v1[3] ^= v2[3]; \ 
    v1[4] += v2[4]; \ 
    v1[5] += v2[5]; \ 
    v1[6] += v2[6]; \ 
    v1[7] += v2[7]; \ 
    v1[8] ^= v2[8]; \ 
    v1[9] ^= v2[9]; \ 
    v1[10] ^= v2[10]; \ 
    v1[11] ^= v2[11]; \ 
    v1[12] += v2[12]; \ 
    v1[13] += v2[13]; \ 
    v1[14] += v2[14]; \ 
    v1[15] += v2[15]; \ 
 v1[16] ^= v2[16]; \ 
    v1[17] ^= v2[17]; \ 
    v1[18] ^= v2[18]; \ 
    v1[19] ^= v2[19]; \ 
    v1[20] += v2[20]; \ 
    v1[21] += v2[21]; \ 
    v1[22] += v2[22]; \ 
    v1[23] += v2[23]; \ 
    v1[24] ^= v2[24]; \ 
    v1[25] ^= v2[25]; \ 
    v1[26] ^= v2[26]; \ 
    v1[27] ^= v2[27]; \ 
    v1[28] += v2[28]; \ 
    v1[29] += v2[29]; \ 
    v1[30] += v2[30]; \ 
    v1[31] += v2[31]; \ 
} else { \ 
    v1[0] += v2[0]; \ 
    v1[1] += v2[1]; \ 
    v1[2] += v2[2]; \ 
    v1[3] += v2[3]; \ 
    v1[4] ^= v2[4]; \ 
    v1[5] ^= v2[5]; \ 
    v1[6] ^= v2[6]; \ 
    v1[7] ^= v2[7]; \ 
    v1[8] += v2[8]; \ 
    v1[9] += v2[9]; \ 
    v1[10] += v2[10]; \ 
    v1[11] += v2[11]; \ 
    v1[12] ^= v2[12]; \ 
    v1[13] ^= v2[13]; \ 
    v1[14] ^= v2[14]; \ 
    v1[15] ^= v2[15]; \ 
 v1[16] += v2[16]; \ 
    v1[17] += v2[17]; \ 
    v1[18] += v2[18]; \ 
    v1[19] += v2[19]; \ 
    v1[20] ^= v2[20]; \ 
    v1[21] ^= v2[21]; \ 
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    v1[22] ^= v2[22]; \ 
    v1[23] ^= v2[23]; \ 
    v1[24] += v2[24]; \ 
    v1[25] += v2[25]; \ 
    v1[26] += v2[26]; \ 
    v1[27] += v2[27]; \ 
    v1[28] ^= v2[28]; \ 
    v1[29] ^= v2[29]; \ 
    v1[30] ^= v2[30]; \ 
    v1[31] ^= v2[31]; \ 
} \ 
} 
 
#define ExpLog(exponent,logarithm,v,start_from_exp) \ 
{ \ 
    if( start_from_exp ) { \ 
        v[0] = exponent[v[0]]; \ 
        v[1] = exponent[v[1]]; \ 
        v[2] = exponent[v[2]]; \ 
        v[3] = exponent[v[3]]; \ 
        v[4] = logarithm[v[4]]; \ 
        v[5] = logarithm[v[5]]; \ 
        v[6] = logarithm[v[6]]; \ 
        v[7] = logarithm[v[7]]; \ 
        v[8] = exponent[v[8]]; \ 
        v[9] = exponent[v[9]]; \ 
        v[10] = exponent[v[10]]; \ 
        v[11] = exponent[v[11]]; \ 
        v[12] = logarithm[v[12]]; \ 
        v[13] = logarithm[v[13]]; \ 
        v[14] = logarithm[v[14]]; \ 
        v[15] = logarithm[v[15]]; \ 
  v[16] = exponent[v[16]]; \ 
        v[17] = exponent[v[17]]; \ 
        v[18] = exponent[v[18]]; \ 
        v[19] = exponent[v[19]]; \ 
        v[20] = logarithm[v[20]]; \ 
        v[21] = logarithm[v[21]]; \ 
        v[22] = logarithm[v[22]]; \ 
        v[23] = logarithm[v[23]]; \ 
        v[24] = exponent[v[24]]; \ 
        v[25] = exponent[v[25]]; \ 
        v[26] = exponent[v[26]]; \ 
        v[27] = exponent[v[27]]; \ 
        v[28] = logarithm[v[28]]; \ 
        v[29] = logarithm[v[29]]; \ 
        v[30] = logarithm[v[30]]; \ 
        v[31] = logarithm[v[31]]; \ 
    } else { \ 
        v[0] = logarithm[v[0]]; \ 
        v[1] = logarithm[v[1]]; \ 
        v[2] = logarithm[v[2]]; \ 
        v[3] = logarithm[v[3]]; \ 
        v[4] = exponent[v[4]]; \ 
        v[5] = exponent[v[5]]; \ 
        v[6] = exponent[v[6]]; \ 
        v[7] = exponent[v[7]]; \ 
        v[8] = logarithm[v[8]]; \ 
        v[9] = logarithm[v[9]]; \ 
        v[10] = logarithm[v[10]]; \ 
        v[11] = logarithm[v[11]]; \ 
        v[12] = exponent[v[12]]; \ 
        v[13] = exponent[v[13]]; \ 
        v[14] = exponent[v[14]]; \ 
        v[15] = exponent[v[15]]; \ 
  v[16] = logarithm[v[16]]; \ 
        v[17] = logarithm[v[17]]; \ 
        v[18] = logarithm[v[18]]; \ 
        v[19] = logarithm[v[19]]; \ 
        v[20] = exponent[v[20]]; \ 
        v[21] = exponent[v[21]]; \ 
        v[22] = exponent[v[22]]; \ 
        v[23] = exponent[v[23]]; \ 
        v[24] = logarithm[v[24]]; \ 
        v[25] = logarithm[v[25]]; \ 
        v[26] = logarithm[v[26]]; \ 
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        v[27] = logarithm[v[27]]; \ 
        v[28] = exponent[v[28]]; \ 
        v[29] = exponent[v[29]]; \ 
        v[30] = exponent[v[30]]; \ 
        v[31] = exponent[v[31]]; \ 
} \ 
} 
 
static const unsigned char bias[384] =  
{70, 151, 177, 186, 163, 183, 16, 10, 197, 55, 179, 201, 90, 40, 172, 100, 165, 236, 171, 170, 198, 103, 149, 
88, 13, 248, 154, 246, 110, 102, 220, 5, 
236, 171, 170, 198, 103, 149, 88, 13, 248, 154, 246, 110, 102, 220, 5, 61, 211, 138, 195, 216, 137, 106, 233, 
54, 73, 67, 191, 235, 212, 150, 155, 104, 
138, 195, 216, 137, 106, 233, 54, 73, 67, 191, 235, 212, 150, 155, 104, 160, 101, 93, 87, 146, 31, 213, 113, 
92, 187, 34, 193, 190, 123, 188, 153, 99, 
93, 87, 146, 31, 213, 113, 92, 187, 34, 193, 190, 123, 188, 153, 99, 148, 95, 42, 97, 184, 52, 50, 25, 253, 
251, 23, 64, 230, 81, 29, 65, 68, 
42, 97, 184, 52, 50, 25, 253, 251, 23, 64, 230, 81, 29, 65, 68, 143, 41, 221, 4,  128, 222, 231, 49, 214, 
127, 1, 162, 247, 57, 218, 111, 35, 
221, 4, 128, 222, 231, 49, 214, 127, 1, 162, 247, 57, 218, 111, 35, 202, 254, 58, 208, 28, 209, 48, 62, 18, 
161, 205, 15, 224, 168, 175, 130, 89, 
58, 208, 28, 209, 48, 62, 18, 161, 205, 15, 224, 168, 175, 130, 89, 44, 245, 125, 173, 178, 239, 194, 135, 
206, 117, 6, 19, 2, 144, 79, 46, 114, 
125, 173, 178, 239, 194, 135, 206, 117, 6, 19, 2, 144, 79, 46, 114, 51, 133, 192, 141, 207, 169, 129, 226, 
196, 39, 47, 108, 122, 159, 82, 225, 21, 
192, 141, 207, 169, 129, 226, 196, 39, 47, 108, 122, 159, 82, 225, 21, 56, 43, 252, 32, 66, 199, 8, 228, 9, 
85, 94, 140, 20, 118, 96, 255, 223, 
252, 32, 66, 199, 8, 228, 9, 85, 94, 140, 20, 118, 96, 255, 223, 215, 152, 250, 11, 33, 0, 26, 249, 166, 185, 
232, 158, 98, 76, 217, 145, 80, 
250, 11, 33, 0, 26, 249, 166, 185, 232, 158, 98, 76, 217, 145, 80, 210, 238, 24, 180, 7, 132, 234, 91, 164, 
200, 14, 203, 72, 105, 75, 78, 156, 
24, 180, 7, 132, 234, 91, 164, 200, 14, 203, 72, 105, 75, 78, 156, 53, 121, 69, 77, 84, 229, 37, 60, 12, 74, 
139, 63, 204, 167, 219, 107, 174}; 
           
unsigned char shuffle[BLOCK_SIZE] = {25, 28, 29, 32, 17, 20, 21, 24, 13, 16, 9, 12, 5, 8, 1, 4, 3, 2, 7, 6, 
11, 10, 15, 14, 27, 26, 31, 30, 19, 18, 23, 22}; 
 
unsigned char key[KEY_COUNT][BLOCK_SIZE]; 
unsigned char exponent[VALUES_COUNT]; 
unsigned char logarithm[VALUES_COUNT]; 
 
void GenerateKeySchedule(unsigned char key[KEY_COUNT][BLOCK_SIZE], unsigned char* Key); 
void LinearTransformDecrypt( unsigned char* input, const unsigned char* shuffle); 
void LinearTransformEncrypt( unsigned char* input, const unsigned char* shuffle); 
void InitializeExpLog( unsigned char  exponent[VALUES_COUNT], unsigned char logarithm[VALUES_COUNT]); 
void DecryptBlock( unsigned char input[BLOCK_SIZE]); 
void EncryptBlock( unsigned char input[BLOCK_SIZE]); 
 
int main() 
{ 
 int i, j; 
 
unsigned char Key[KEY_SIZE] = {75, 199, 59, 17, 253, 138, 14, 173, 241, 147, 48, 71, 201, 91, 65, 171, 161, 
108, 193, 20, 110, 7, 168, 207, 238, 56, 97, 81, 199, 41, 162, 235};  
  
unsigned char input[BLOCK_SIZE] = {188, 214, 84, 60, 8, 113, 124, 14, 252, 207, 88, 192, 187, 17, 28, 161, 
254, 223, 102, 41, 167, 154, 202, 168, 186, 100, 61, 44, 171, 199, 55, 157}; 
 
 InitializeExpLog(exponent,logarithm); 
 GenerateKeySchedule(key, Key); 
 
 cout << endl << endl << "plaintext:" << "\t"; 
  
 for(i = 0; i < BLOCK_SIZE; i++) 
      cout << (int)input[i] << "\t"; 
 
 cout << endl << endl << "ciphertext:" << "\t"; 
 
 EncryptBlock(input); 
 
 for(i = 0; i < BLOCK_SIZE; i++) 
      cout << (int)input[i] << "\t"; 
 
 cout << endl << endl << "Recoverd plaintext:  "; 
  
 DecryptBlock(input); 
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 for(i = 0; i < BLOCK_SIZE; i++) 
  cout << (int)input[i] << "\t"; 
 
/*  
 clock_t start = clock(); 
 
 for(j = 0; j < 1000000; j++) 
  EncryptBlock(input); 
 
 clock_t end = clock(); 
 clock_t duration = end - start; 
 double timeInSeconds = duration / (double) CLOCKS_PER_SEC; 
 
 cout << endl << "Time:   " << timeInSeconds; 
*/   
 cin >> i; 
 return 0; 
} 
 
void GenerateKeySchedule(unsigned char key[KEY_COUNT][BLOCK_SIZE], unsigned char* Key) 
{ 
    int i, j; 
    int threeBits = 224; 
    unsigned char parity_byte = 0; 
    unsigned char KeyRegister[KEY_SIZE+1]; 
 
    for(i = 0; i < KEY_SIZE; i++) 
    { 
   KeyRegister[i] = Key[i]; 
        parity_byte ^= Key[i];      
    } 
 
 KeyRegister[KEY_SIZE] = parity_byte;  
 cout << "   Subkeys: " << endl << endl; 
 
 for(i = 0; i < BLOCK_SIZE; i++) 
 { 
  key[0][i] = Key[i]; 
  cout << (int)key[0][i] << "   "; 
 } 
 cout << endl << endl; 
 
 for(i = 1; i < KEY_COUNT; i++) 
     { 
        for(j = 0; j < KEY_SIZE + 1; j++) 
        { 
             threeBits = 224; 
             threeBits = threeBits & KeyRegister[j]; 
             threeBits = threeBits >> 5; 
             KeyRegister[j] = KeyRegister[j] << 3; 
             KeyRegister[j] = KeyRegister[j] | threeBits; 
        } 
     
        for( j = 0; j < KEY_SIZE; j++ ) 
            swap(KeyRegister[j], KeyRegister[j + 1]);        
 
        for( j = 0; j < BLOCK_SIZE; j++) 
        { 
            key[i][j] = KeyRegister[j] + bias[(i - 1) * BLOCK_SIZE + j]; 
   cout << (int)key[i][j] << "   ";    
        }        
  cout << endl << endl; 
    }   
} 
 
void InitializeExpLog( unsigned char  exponent[VALUES_COUNT], unsigned char logarithm[VALUES_COUNT]) 
{ 
    int i, iNum = 45; 
  
    exponent[0] = 1; 
    for(i = 1; i < VALUES_COUNT;  i++) 
         exponent[i] = (iNum * exponent[i-1]) % 257; 

 
exponent[128] = 0; 

       exponent[129] = (iNum * VALUES_COUNT) % 257; 
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for(i = 130; i < VALUES_COUNT; i++) 
           exponent[i] = (iNum * exponent[i-1]) % 257; 
 
  for(i = 0; i < VALUES_COUNT; i++) 
          logarithm[exponent[i]] = i;    
} 
 
void DecryptBlock( unsigned char input[BLOCK_SIZE]) 
{ 
   int round;   
 
   int  i = KEY_COUNT - 1;  
   Sub(input, key[KEY_COUNT - 1], TRUE); 
  
    for(round = 1; round <= ROUND_COUNT; round++) 
    { 
 LinearTransformDecrypt( input, shuffle); 
      Sub(input, key[KEY_COUNT - 2 * round], FALSE);  
 ExpLog(exponent,logarithm, input, FALSE); 
 Sub(input, key[KEY_COUNT - 2 * round - 1], TRUE); 
    } 
} 
 
void EncryptBlock(unsigned char input[BLOCK_SIZE]) 
{ 
    int round; 
    
    for(round = 1; round <= ROUND_COUNT; round++) 
    {   
      Sum(input, key[ 2*round-2], TRUE);   
 ExpLog(exponent,logarithm, input, TRUE);  
 Sum(input, key[2* round-1], FALSE); 
 LinearTransformEncrypt(input, shuffle);   
    } 
 
Sum(input, key[KEY_COUNT - 1], TRUE); 
} 
 
void LinearTransformEncrypt( unsigned char* input, const unsigned char* shuffle) 
{ 
    int i, j; 
    unsigned char output[BLOCK_SIZE]; 
 
    for (i = 0; i < 5; i++) 
    { 
 for (j = 0; j < BLOCK_SIZE; j++)  
  output[j] = input[shuffle[j] - 1]; 
 
        memcpy(input, output, BLOCK_SIZE); 
 
        for (j = 0; j < BLOCK_SIZE; j += 2)  
        { 
            input[j + 1] += input[j]; 
            input[j] += input[j + 1]; 
        }                
    } 
} 
 
void LinearTransformDecrypt( unsigned char* input, const unsigned char* shuffle) 
{ 
    int i, j; 
    unsigned char output[BLOCK_SIZE]; 
  
    for (i = 0; i < 5; i++) 
    { 
 for (j = 0; j < BLOCK_SIZE; j += 2) 
 { 
  input[j] -= input[j + 1]; 
  input[j + 1] -= input[j]; 
 }  
 for (j = 0; j < BLOCK_SIZE; j++) 
  output[shuffle[j] - 1] = input[j]; 
        
        memcpy(input, output, BLOCK_SIZE);    
    } 
} 
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Հավելված 2 

 SAFER-256 համակարգի դիֆերենցիալ վերլուծության ծրագրային կոդը (C++ լեզվով) 
 
//PHTSolver.h 
 
#ifndef _COMP_PHTSOLVER_ 
#define _COMP_PHTSOLVER_ 
#define MAX_LEN  32 
#define OP_XOR 0 
#define OP_ADD 1 
#define OP_EXP 2 
#define OP_LOG 3 
 
extern int DefaultRoundsCount ; 
extern int Default_EXP_LOG_Transform_Root ; 
extern int DefaultPHTTransformDepth ; 
extern int Default_XOR_ADD_Define_Vector[2][MAX_LEN] ; 
extern int Default_EXP_LOG_Define_Vector[MAX_LEN] ; 
extern int DefaultPHTLines[MAX_LEN] ; 
extern int DefaultPHT2Lines[MAX_LEN]; 
 
void SubVectors(const int* pVectorA,const int* pVectorB,int* pVectorC,int iVectorLength); 
void AddVectors(const int* pVectorA,const int* pVectorB,int* pVectorC,int iVectorLength); 
void MulNumToVector(int iNum,const int* pVectorA,int* pVectorB,int iVectorLength); 
 
#define EC_NON_ZERO 1 
#define EC_ZERO 2 
#define EC_GREATE_THAN_ZERO 3 
#define EC_LESS_THAN_ZERO 4 
 
int GetVectorElementCount(int iCountParam,const int* pVector,int iVectorLength); 
int CalcCoefMatrix(const int* pVectorPHTLines,int iPHTDepth,int* pMatrix); 
int CalcCoefInvMatrix(const int* pVectorPHTLines,int iPHTDepth,int* pMatrix); 
int GetNextOdd(unsigned char* v, int start,int end); 
 
#endif _COMP_PHTSOLVER_ 
 

//PHTSolver.cpp 
 
#include "stdafx.h" 
#include "stdio.h" 
#include "PHTSolver.h" 
#include <memory.h>   
 
int DefaultRoundsCount = 5 ; 
int Default_EXP_LOG_Transform_Root = 45 ; 
int DefaultPHTTransformDepth = 4 ; 
int Default_XOR_ADD_Define_Vector[2][MAX_LEN] =  

{ 
{OP_XOR,OP_XOR,OP_XOR,OP_XOR,OP_ADD,OP_ADD,OP_ADD,OP_ADD,OP_XOR,OP_XOR,OP_XOR,OP_XOR,OP_ADD,O
P_ADD,OP_ADD,OP_ADD,OP_XOR,OP_XOR,OP_XOR,OP_XOR,OP_ADD,OP_ADD,OP_ADD,OP_ADD,OP_XOR,OP_XOR,OP_
XOR,OP_XOR,OP_ADD,OP_ADD,OP_ADD,OP_ADD}, 
{OP_ADD,OP_ADD,OP_ADD,OP_ADD,OP_XOR,OP_XOR,OP_XOR,OP_XOR,OP_ADD,OP_ADD,OP_ADD,OP_ADD,OP_XOR,O
P_XOR,OP_XOR,OP_XOR,OP_ADD,OP_ADD,OP_ADD,OP_ADD,OP_XOR,OP_XOR,OP_XOR,OP_XOR,OP_ADD,OP_ADD,OP_
ADD,OP_ADD,OP_XOR,OP_XOR,OP_XOR,OP_XOR} 

}; 
int Default_EXP_LOG_Define_Vector[MAX_LEN] =  
 { 

OP_EXP,OP_LOG,OP_LOG,OP_EXP,OP_EXP,OP_LOG,OP_LOG,OP_EXP,OP_EXP,OP_LOG,OP_LOG,OP_EXP,OP_EXP,OP
_LOG,OP_LOG,OP_EXP,OP_EXP,OP_LOG,OP_LOG,OP_EXP,OP_EXP,OP_LOG,OP_LOG,OP_EXP,OP_EXP,OP_LOG,OP_L
OG,OP_EXP,OP_EXP,OP_LOG,OP_LOG,OP_EXP 

 }; 
 
// SAFER-256 shuffling 
int DefaultPHT2Lines[MAX_LEN] = {25, 28, 29, 32, 17, 20, 21, 24, 13, 16, 9, 12, 5, 8, 1, 4, 3, 2, 7, 6, 11, 
10, 15, 14, 27, 26, 31, 30, 19, 18, 23, 22}; 
 
void SubVectors(const int* pVectorA,const int* pVectorB,int* pVectorC,int iVectorLength) 
{ 
 for ( int i = 0; i < iVectorLength; i++) 
  pVectorC[i] = ( pVectorA[i] - pVectorB[i] ) % 256 ; 
} 
void AddVectors(const int* pVectorA,const int* pVectorB,int* pVectorC,int iVectorLength) 
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{ 
 for ( int i = 0; i < iVectorLength; i++) 
  pVectorC[i] = ( pVectorA[i] + pVectorB[i] ) % 256 ; 
} 
void MulNumToVector(int iNum,const int* pVectorA,int* pVectorB,int iVectorLength) 
{ 
 for ( int i = 0; i < iVectorLength; i++) 
  pVectorB[i] = ( iNum * pVectorA[i] ) % 256 ; 
} 
 
#define EC_NON_ZERO 1 
#define EC_ZERO 2 
#define EC_GREATE_THAN_ZERO 3 
#define EC_LESS_THAN_ZERO 4 
 
int GetVectorElementCount(int iCountParam,const int* pVector,int iVectorLength) 
{ 
 int iRet = 0 ; 
 int i = 0 ; 
 switch ( iCountParam ) 
 { 
  case EC_NON_ZERO : 
   for ( i = 0; i < iVectorLength; i++) 
   { 
    if ( pVector[i] != 0 ) iRet++ ; 
   } 
  break; 
  case EC_ZERO : 
   for ( i = 0; i < iVectorLength; i++) 
   { 
    if ( pVector[i] == 0 ) iRet++ ; 
   } 
  break; 
  case EC_GREATE_THAN_ZERO : 
   for ( i = 0; i < iVectorLength; i++) 
   { 
    if ( pVector[i] > 0 ) iRet++ ; 
   } 
  break; 
  case EC_LESS_THAN_ZERO : 
   for ( i = 0; i < iVectorLength; i++) 
   { 
    if ( pVector[i] < 0 ) iRet++ ; 
   } 
  break; 
  default: 
  break; 
 } 
 return iRet ; 
} 
 
// calculate coefficients of matrix from given PHT(lines) 
int CalcCoefMatrix(const int* pVectorPHTLines,int iPHTDepth,int* pMatrix) 
{ 
 int Matrix0[MAX_LEN*MAX_LEN]; 
 int  Matrix1[MAX_LEN*MAX_LEN]; 
 int  Vector[MAX_LEN]; 
 int* pMatrixDest  = Matrix0 ; 
 int* pMatrixSrc   = Matrix1 ; 
 int* pMatrixTemp  = NULL ; 
 int* pVectorTempA = NULL ; 
 int* pVectorTempB = NULL ; 
 int* pVectorTempC = NULL ; 
 int* pVectorTempD = Vector ; 
 int i = 0 ; 
 int j = 0 ; 
 int k = 0 ; 
 
 if( pMatrix == NULL ) 
  return -1; 
 if( pVectorPHTLines == NULL ) 
  return -1; 
 if( 1 > iPHTDepth || iPHTDepth > 256 ) 
  return -1; 
 
 memset(pVectorTempD,0,sizeof(int)*MAX_LEN); 



125 
 

 memset(pMatrixDest,0,sizeof(int)*MAX_LEN*MAX_LEN); 
 memset(pMatrixSrc,0,sizeof(int)*MAX_LEN*MAX_LEN); 
 pMatrixTemp = pMatrixSrc ; 
 for ( i = 0; i < MAX_LEN; i++) 
 { 
  *pMatrixTemp = 1 ; 
  pMatrixTemp += (MAX_LEN+1) ; 
 } 
 for ( k = 0; k <= iPHTDepth; k++) 
 {   
  for ( i = 0, j = 0; i < (int)(MAX_LEN/2); i++, j+=2) 
  { 
   pVectorTempA = (pMatrixSrc + (*(pVectorPHTLines+j)-1)*MAX_LEN) ; 
   pVectorTempB = (pMatrixSrc + (*(pVectorPHTLines+j+1)-1)*MAX_LEN) ; 
    
   pVectorTempC = (pMatrixDest + j*MAX_LEN) ; 
   MulNumToVector(2,pVectorTempA,pVectorTempD,MAX_LEN); 
   AddVectors(pVectorTempD,pVectorTempB,pVectorTempC,MAX_LEN); 
    
   pVectorTempC = (pMatrixDest + (j+1)*MAX_LEN) ; 
   AddVectors(pVectorTempA,pVectorTempB,pVectorTempC,MAX_LEN); 
  } 
  pMatrixTemp = pMatrixSrc ; 
  pMatrixSrc = pMatrixDest ; 
  pMatrixDest = pMatrixTemp ; 
 } 
 memcpy(pMatrix,pMatrixDest,sizeof(int)*MAX_LEN*MAX_LEN); 
 
 return 1 ; 
} 
 
// calculate coefficients of inverse matrix from given PHT(lines) 
int CalcCoefInvMatrix(const int* pVectorPHTLines,int iPHTDepth,int* pMatrix) 
{ 
 int  Matrix0[MAX_LEN*MAX_LEN]; 
 int  Matrix1[MAX_LEN*MAX_LEN]; 
 int  Vector[MAX_LEN]; 
 int* pMatrixDest  = Matrix0 ; 
 int* pMatrixSrc   = Matrix1 ; 
 int* pMatrixTemp  = NULL ; 
 int* pVectorTempA = NULL ; 
 int* pVectorTempB = NULL ; 
 int* pVectorTempC = NULL ; 
 int* pVectorTempD = Vector ; 
 int i = 0 ; 
 int j = 0 ; 
 int k = 0 ; 
 
 if( pMatrix == NULL ) 
  return -1; 
 if( pVectorPHTLines == NULL ) 
  return -1; 
 if( 1 > iPHTDepth || iPHTDepth > 256 ) 
  return -1; 
 
 memset(pVectorTempD,0,sizeof(int)*MAX_LEN); 
 memset(pMatrixDest,0,sizeof(int)*MAX_LEN*MAX_LEN); 
 memset(pMatrixSrc,0,sizeof(int)*MAX_LEN*MAX_LEN); 
 pMatrixTemp = pMatrixSrc ; 
 for ( i = 0; i < MAX_LEN; i++) 
 { 
  *pMatrixTemp = 1 ; 
  pMatrixTemp += (MAX_LEN+1) ; 
 } 
 for ( k = 0; k <= iPHTDepth; k++) 
 {  
  for ( i = 0, j = 0; i < (int)(MAX_LEN/2); i++, j+=2) 
  { 
   pVectorTempA = (pMatrixSrc + (*(pVectorPHTLines+j)-1)*MAX_LEN) ; 
   pVectorTempB = (pMatrixSrc + (*(pVectorPHTLines+j+1)-1)*MAX_LEN) ; 
    
   pVectorTempC = (pMatrixDest + j*MAX_LEN) ; 
   SubVectors(pVectorTempA,pVectorTempB,pVectorTempC,MAX_LEN); 
 
   pVectorTempC = (pMatrixDest + (j+1)*MAX_LEN) ; 
   MulNumToVector(2,pVectorTempB,pVectorTempD,MAX_LEN); 
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   SubVectors(pVectorTempD,pVectorTempA,pVectorTempC,MAX_LEN);     
  } 
  pMatrixTemp = pMatrixSrc ; 
  pMatrixSrc = pMatrixDest ; 
  pMatrixDest = pMatrixTemp ;   
 } 
 memcpy(pMatrix,pMatrixDest,sizeof(int)*MAX_LEN*MAX_LEN); 
 
 return 1 ; 
} 
 
//Solve.h 
 
#if !defined(SOLVE_H) 
#define SOLVE_H 
 
extern unsigned short spp_shuffling0[32]; 
extern unsigned short spp_shuffling1[32]; 
extern uchar encPHT2Matrix[32][32]; 
extern uchar decPHT2Matrix[32][32]; 
 
int initCycle(unsigned short* curCycleState,  
     unsigned short minValue, 
     unsigned short maxValue, 
     unsigned short iCyclesCount, 
     unsigned short allVariants); 
int stepCycle(unsigned short* curCycleState,  
     unsigned short minValue,  
     unsigned short maxValue, 
     unsigned short iCyclesCount, 
     unsigned short allVariants); 
void decryption_matrix(unsigned char* in, unsigned char* out); 
void encryption_matrix(unsigned char* in, unsigned char* out); 
int SolveAnEquation(CResult* solution, 
     unsigned char*  matrix,  
     unsigned short* validVars,  
     unsigned char  validVarsCount, 
     unsigned short* validEquations, 
     unsigned char  validEquationsCount); 
unsigned char GetNonzeroOutputs(CResult* sol, unsigned char*  matrix); 
unsigned char VectorWeight( unsigned char* vector, int len); 
BOOL isIn(unsigned char iNum,unsigned char* arrNum,int len); 
void FillInvArray(); 
 
#endif // !defined(SOLVE_H) 
 
//Solve.cpp 
 
#include "stdafx.h" 
#include "SaferCryptoAnalyzerIIDoc.h" 
#include "solve.h" 
#include "PHTSolver.h" 
 
#define SPP_EXP 1 
#define SPP_LOG 0 
 
unsigned short spp_shuffling0[32] = {0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0}; 
unsigned short spp_shuffling1[32] = {0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0}; 
uchar encPHT2Matrix[32][32]; 
uchar decPHT2Matrix[32][32]; 
 
#define sh(i) spp_shuffling0[i] 
 
unsigned short spp_explog[32] =  
{SPP_EXP,SPP_EXP,SPP_EXP,SPP_EXP,SPP_LOG,SPP_LOG,SPP_LOG,SPP_LOG,SPP_EXP,SPP_EXP,SPP_EXP,SPP_EXP,SPP_LOG,SPP_
LOG,SPP_LOG,SPP_LOG,SPP_EXP,SPP_EXP,SPP_EXP,SPP_EXP,SPP_LOG,SPP_LOG,SPP_LOG,SPP_LOG,SPP_EXP,SPP_EXP,SPP_EXP,S
PP_EXP,SPP_LOG,SPP_LOG,SPP_LOG,SPP_LOG}; 
 
int initCycle(unsigned short* curCycleState,  
     unsigned short minValue, 
     unsigned short maxValue, 
     unsigned short iCyclesCount, 
     unsigned short allVariants) 
{ 
 unsigned int i; 
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 ASSERT( minValue <= maxValue ) ; 
 
 if ( !allVariants ){ 
  ASSERT( minValue + iCyclesCount - 1 <= maxValue); 
  for ( i = 0; i < iCyclesCount; i++) 
   curCycleState[i] = minValue + i; 
 } else { 
  for ( i = 0; i < iCyclesCount; i++) 
   curCycleState[i] = minValue; 
 } 
 curCycleState[iCyclesCount-1]--; 
 
 return 1; 
} 
int stepCycle(unsigned short* curCycleState,  
     unsigned short minValue,  
     unsigned short maxValue, 
     unsigned short iCyclesCount, 
     unsigned short allVariants) 
{ 
 int currCycle = iCyclesCount - 1; 
 
 ASSERT( minValue <= maxValue ); 
 
 if ( !allVariants ){ 
  ASSERT( minValue + iCyclesCount - 1 <= maxValue); 
  while ( currCycle >= 0 ){ 
   curCycleState[currCycle]++; 
   if ( curCycleState[currCycle] > (maxValue - (iCyclesCount-currCycle-1)) ){ 
    currCycle-- ; 
   } else { 
    currCycle++; 
    while ( currCycle < iCyclesCount ){ 
     curCycleState[currCycle] = curCycleState[currCycle-1]+1; 
     currCycle++; 
    } 
    return 1; 
   } 
  } 
  return 0; 
 } else { 
  while ( currCycle >= 0 ){ 
   curCycleState[currCycle]++; 
   if ( curCycleState[currCycle] > maxValue ){ 
    curCycleState[currCycle] = minValue; 
    currCycle--; 
   } else { 
    return 1; 
   } 
  } 
 } 
 return 0; 
} 
#define decPHT2_0(i1,i2,o1,o2)\ 
{\ 
 buff[o2] = 2*in[i2]-in[i1];\ 
 buff[o1] = in[i1]-in[i2];\ 
} 
#define decPHT2_1(i1,i2,o1,o2)\ 
{\ 
 out[o2] = 2*buff[i2]-buff[i1];\ 
 out[o1] = buff[i1]-buff[i2];\ 
} 
#define decPHT2_2(i1,i2,o1,o2)\ 
{\ 
 buff[o2] = 2*out[i2]-out[i1];\ 
 buff[o1] = out[i1]-out[i2];\ 
} 
#define decPHT2_3(i1,i2,o1,o2)\ 
{\ 
 out[o1] = buff[i1];\ 
 out[o2] = buff[i2];\ 
} 
void decryption_matrix(unsigned char* in, unsigned char* out) 
{ 
 unsigned char buff[32]; 
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  decPHT2_0(0, 1, sh( 0),sh( 1)); 
  decPHT2_0(2, 3, sh( 2),sh( 3)); 
  decPHT2_0(4, 5, sh( 4),sh( 5)); 
  decPHT2_0(6, 7, sh( 6),sh( 7)); 
  decPHT2_0(8, 9, sh( 8),sh( 9)); 
  decPHT2_0(10, 11, sh(10),sh(11)); 
  decPHT2_0(12, 13, sh(12),sh(13)); 
  decPHT2_0(14, 15, sh(14),sh(15)); 
  decPHT2_0(16, 17, sh(16),sh(17)); 
  decPHT2_0(18, 19, sh(18),sh(19)); 
  decPHT2_0(20, 21, sh(20),sh(21)); 
  decPHT2_0(22, 23, sh(22),sh(23)); 
  decPHT2_0(24, 25, sh(24),sh(25)); 
  decPHT2_0(26, 27, sh(26),sh(27)); 
  decPHT2_0(28, 29, sh(28),sh(29)); 
  decPHT2_0(30, 31, sh(30),sh(31)); 
 
  decPHT2_1(0, 1, sh( 0),sh( 1)); 
  decPHT2_1(2, 3, sh( 2),sh( 3)); 
  decPHT2_1(4, 5, sh( 4),sh( 5)); 
  decPHT2_1(6, 7, sh( 6),sh( 7)); 
  decPHT2_1(8, 9, sh( 8),sh( 9)); 
  decPHT2_1(10, 11, sh(10),sh(11)); 
  decPHT2_1(12, 13, sh(12),sh(13)); 
  decPHT2_1(14, 15, sh(14),sh(15)); 
  decPHT2_1(16, 17, sh(16),sh(17)); 
  decPHT2_1(18, 19, sh(18),sh(19)); 
  decPHT2_1(20, 21, sh(20),sh(21)); 
  decPHT2_1(22, 23, sh(22),sh(23)); 
  decPHT2_1(24, 25, sh(24),sh(25)); 
  decPHT2_1(26, 27, sh(26),sh(27)); 
  decPHT2_1(28, 29, sh(28),sh(29)); 
  decPHT2_1(30, 31, sh(30),sh(31)); 
 
  decPHT2_2(0, 1, sh( 0),sh( 1)); 
  decPHT2_2(2, 3, sh( 2),sh( 3)); 
  decPHT2_2(4, 5, sh( 4),sh( 5)); 
  decPHT2_2(6, 7, sh( 6),sh( 7)); 
  decPHT2_2(8, 9, sh( 8),sh( 9)); 
  decPHT2_2(10, 11, sh(10),sh(11)); 
  decPHT2_2(12, 13, sh(12),sh(13)); 
  decPHT2_2(14, 15, sh(14),sh(15)); 
  decPHT2_2(16, 17, sh(16),sh(17)); 
  decPHT2_2(18, 19, sh(18),sh(19)); 
  decPHT2_2(20, 21, sh(20),sh(21)); 
  decPHT2_2(22, 23, sh(22),sh(23)); 
  decPHT2_2(24, 25, sh(24),sh(25)); 
  decPHT2_2(26, 27, sh(26),sh(27)); 
  decPHT2_2(28, 29, sh(28),sh(29)); 
  decPHT2_2(30, 31, sh(30),sh(31)); 
     
  decPHT2_1(0, 1, sh( 0),sh( 1)); 
  decPHT2_1(2, 3, sh( 2),sh( 3)); 
  decPHT2_1(4, 5, sh( 4),sh( 5)); 
  decPHT2_1(6, 7, sh( 6),sh( 7)); 
  decPHT2_1(8, 9, sh( 8),sh( 9)); 
  decPHT2_1(10, 11, sh(10),sh(11)); 
  decPHT2_1(12, 13, sh(12),sh(13)); 
  decPHT2_1(14, 15, sh(14),sh(15)); 
  decPHT2_1(16, 17, sh(16),sh(17)); 
  decPHT2_1(18, 19, sh(18),sh(19)); 
  decPHT2_1(20, 21, sh(20),sh(21)); 
  decPHT2_1(22, 23, sh(22),sh(23)); 
  decPHT2_1(24, 25, sh(24),sh(25)); 
  decPHT2_1(26, 27, sh(26),sh(27)); 
  decPHT2_1(28, 29, sh(28),sh(29)); 
  decPHT2_1(30, 31, sh(30),sh(31)); 
 
  decPHT2_2(0, 1, sh( 0),sh( 1)); 
  decPHT2_2(2, 3, sh( 2),sh( 3)); 
  decPHT2_2(4, 5, sh( 4),sh( 5)); 
  decPHT2_2(6, 7, sh( 6),sh( 7)); 
  decPHT2_2(8, 9, sh( 8),sh( 9)); 
  decPHT2_2(10, 11, sh(10),sh(11)); 
  decPHT2_2(12, 13, sh(12),sh(13)); 
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  decPHT2_2(14, 15, sh(14),sh(15)); 
  decPHT2_2(16, 17, sh(16),sh(17)); 
  decPHT2_2(18, 19, sh(18),sh(19)); 
  decPHT2_2(20, 21, sh(20),sh(21)); 
  decPHT2_2(22, 23, sh(22),sh(23)); 
  decPHT2_2(24, 25, sh(24),sh(25)); 
  decPHT2_2(26, 27, sh(26),sh(27)); 
  decPHT2_2(28, 29, sh(28),sh(29)); 
  decPHT2_2(30, 31, sh(30),sh(31)); 
 
  decPHT2_3(0, 1, 0, 1); 
  decPHT2_3(2, 3, 2, 3); 
  decPHT2_3(4, 5, 4, 5); 
  decPHT2_3(6, 7, 6, 7); 
  decPHT2_3(8, 9, 8, 9); 
  decPHT2_3(10,11,10,11); 
  decPHT2_3(12,13,12,13); 
  decPHT2_3(14,15,14,15); 
  decPHT2_3(16,17,16,17); 
  decPHT2_3(18,19,18,19); 
  decPHT2_3(20,21,20,21); 
  decPHT2_3(22,23,22,23); 
  decPHT2_3(24,25,24,25); 
  decPHT2_3(26,27,26,27); 
  decPHT2_3(28,29,28,29); 
  decPHT2_3(30,31,30,31); 
} 
#define encPHT2_0(i1,i2,o1,o2)\ 
{\ 
 buff[o2] = in[i1]+in[i2];\ 
 buff[o1] = buff[o2]+in[i1];\ 
} 
#define encPHT2_1(i1,i2,o1,o2)\ 
{\ 
 out[o2] = buff[i1]+buff[i2];\ 
 out[o1] = out[o2]+buff[i1];\ 
} 
#define encPHT2_2(i1,i2,o1,o2)\ 
{\ 
 buff[o2] = out[i1]+out[i2];\ 
 buff[o1] = buff[o2]+out[i1];\ 
} 
#define encPHT2_3(i1,i2,o1,o2)\ 
{\ 
 out[o2] = buff[i2];\ 
 out[o1] = buff[i1];\ 
} 
void encryption_matrix(unsigned char* in, unsigned char* out) 
{ 
 unsigned char buff[32]; 
 
  encPHT2_0(sh( 0),sh( 1), 0, 1); 
  encPHT2_0(sh( 2),sh( 3), 2, 3); 
  encPHT2_0(sh( 4),sh( 5), 4, 5); 
  encPHT2_0(sh( 6),sh( 7), 6, 7); 
  encPHT2_0(sh( 8),sh( 9), 8, 9); 
  encPHT2_0(sh(10),sh(11),10,11); 
  encPHT2_0(sh(12),sh(13),12,13); 
  encPHT2_0(sh(14),sh(15),14,15); 
  encPHT2_0(sh(16),sh(17),16,17); 
  encPHT2_0(sh(18),sh(19),18,19); 
  encPHT2_0(sh(20),sh(21),20,21); 
  encPHT2_0(sh(22),sh(23),22,23); 
  encPHT2_0(sh(24),sh(25),24,25); 
  encPHT2_0(sh(26),sh(27),26,27); 
  encPHT2_0(sh(28),sh(29),28,29); 
  encPHT2_0(sh(30),sh(31),30,31); 
 
  encPHT2_1(sh( 0),sh( 1), 0, 1); 
  encPHT2_1(sh( 2),sh( 3), 2, 3); 
  encPHT2_1(sh( 4),sh( 5), 4, 5); 
  encPHT2_1(sh( 6),sh( 7), 6, 7); 
  encPHT2_1(sh( 8),sh( 9), 8, 9); 
  encPHT2_1(sh(10),sh(11),10,11); 
  encPHT2_1(sh(12),sh(13),12,13); 
  encPHT2_1(sh(14),sh(15),14,15); 
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  encPHT2_1(sh(16),sh(17),16,17); 
  encPHT2_1(sh(18),sh(19),18,19); 
  encPHT2_1(sh(20),sh(21),20,21); 
  encPHT2_1(sh(22),sh(23),22,23); 
  encPHT2_1(sh(24),sh(25),24,25); 
  encPHT2_1(sh(26),sh(27),26,27); 
  encPHT2_1(sh(28),sh(29),28,29); 
  encPHT2_1(sh(30),sh(31),30,31); 
 
  encPHT2_2(sh( 0),sh( 1), 0, 1); 
  encPHT2_2(sh( 2),sh( 3), 2, 3); 
  encPHT2_2(sh( 4),sh( 5), 4, 5); 
  encPHT2_2(sh( 6),sh( 7), 6, 7); 
  encPHT2_2(sh( 8),sh( 9), 8, 9); 
  encPHT2_2(sh(10),sh(11),10,11); 
  encPHT2_2(sh(12),sh(13),12,13); 
  encPHT2_2(sh(14),sh(15),14,15); 
  encPHT2_2(sh(16),sh(17),16,17); 
  encPHT2_2(sh(18),sh(19),18,19); 
  encPHT2_2(sh(20),sh(21),20,21); 
  encPHT2_2(sh(22),sh(23),22,23); 
  encPHT2_2(sh(24),sh(25),24,25); 
  encPHT2_2(sh(26),sh(27),26,27); 
  encPHT2_2(sh(28),sh(29),28,29); 
  encPHT2_2(sh(30),sh(31),30,31); 
 
  encPHT2_1(sh( 0),sh( 1), 0, 1); 
  encPHT2_1(sh( 2),sh( 3), 2, 3); 
  encPHT2_1(sh( 4),sh( 5), 4, 5); 
  encPHT2_1(sh( 6),sh( 7), 6, 7); 
  encPHT2_1(sh( 8),sh( 9), 8, 9); 
  encPHT2_1(sh(10),sh(11),10,11); 
  encPHT2_1(sh(12),sh(13),12,13); 
  encPHT2_1(sh(14),sh(15),14,15); 
  encPHT2_1(sh(16),sh(17),16,17); 
  encPHT2_1(sh(18),sh(19),18,19); 
  encPHT2_1(sh(20),sh(21),20,21); 
  encPHT2_1(sh(22),sh(23),22,23); 
  encPHT2_1(sh(24),sh(25),24,25); 
  encPHT2_1(sh(26),sh(27),26,27); 
  encPHT2_1(sh(28),sh(29),28,29); 
  encPHT2_1(sh(30),sh(31),30,31); 
 
  encPHT2_2(sh( 0),sh( 1), 0, 1); 
  encPHT2_2(sh( 2),sh( 3), 2, 3); 
  encPHT2_2(sh( 4),sh( 5), 4, 5); 
  encPHT2_2(sh( 6),sh( 7), 6, 7); 
  encPHT2_2(sh( 8),sh( 9), 8, 9); 
  encPHT2_2(sh(10),sh(11),10,11); 
  encPHT2_2(sh(12),sh(13),12,13); 
  encPHT2_2(sh(14),sh(15),14,15); 
  encPHT2_2(sh(16),sh(17),16,17); 
  encPHT2_2(sh(18),sh(19),18,19); 
  encPHT2_2(sh(20),sh(21),20,21); 
  encPHT2_2(sh(22),sh(23),22,23); 
  encPHT2_2(sh(24),sh(25),24,25); 
  encPHT2_2(sh(26),sh(27),26,27); 
  encPHT2_2(sh(28),sh(29),28,29); 
  encPHT2_2(sh(30),sh(31),30,31); 
 
  encPHT2_3(0, 1, 0, 1); 
  encPHT2_3(2, 3, 2, 3); 
  encPHT2_3(4, 5, 4, 5); 
  encPHT2_3(6, 7, 6, 7); 
  encPHT2_3(8, 9, 8, 9); 
  encPHT2_3(10,11,10,11); 
  encPHT2_3(12,13,12,13); 
  encPHT2_3(14,15,14,15); 
  encPHT2_3(16,17,16,17); 
  encPHT2_3(18,19,18,19); 
  encPHT2_3(20,21,20,21); 
  encPHT2_3(22,23,22,23); 
  encPHT2_3(24,25,24,25); 
  encPHT2_3(26,27,26,27); 
  encPHT2_3(28,29,28,29); 
  encPHT2_3(30,31,30,31); 
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} 
BOOL isIn(unsigned char iNum,unsigned char* arrNum,int len) 
{ 
 for ( int i = 0; i < len; i++) 
  if ( iNum == arrNum[i] ) 
   return TRUE; 
 return FALSE; 
} 
int GetNextOdd(unsigned char* v, int start,int end) 
{ 
 for ( int i = start; i < end; i++ )  
  if ( v[i] & 1 ) 
   return i; 
 return -1; 
} 
unsigned char Inv[256]; 
unsigned char GetInverse(unsigned char ch) 
{ 
 for ( int i = 0; i < 256; i++)  
  if ( (unsigned char)(i * ch) == 1 ) 
   return i; 
 return 0; 
} 
void FillInvArray() 
{ 
 int i ; 
 Inv[0] = 0; 
 for ( i = 1; i < 256; i++ ) Inv[i] = GetInverse(i); 
 Inv[128] = 0; 
} 
void AddVectors(unsigned char* vres, unsigned char* v1, unsigned char* v2, unsigned char len) 
{ 
 for ( int i = 0; i < len; i++)  vres[i] = v1[i] + v2[i]; 
} 
void SubVectors(unsigned char* vres, unsigned char* v1, unsigned char* v2, unsigned char len) 
{ 
 for ( int i = 0; i < len; i++)  vres[i] = v1[i] - v2[i]; 
} 
void AddVectorsX(unsigned char* v1, unsigned char* v2, unsigned char len) 
{ 
 for ( int i = 0; i < len; i++)  v1[i] += v2[i]; 
} 
void SubVectorsX(unsigned char* v1, unsigned char* v2, unsigned char len) 
{ 
 for ( int i = 0; i < len; i++)  v2[i] =v1[i] - v2[i]; 
} 
void MulNumToVector(unsigned char* vres, unsigned char num, unsigned char* v2, unsigned char len) 
{ 
 for ( int i = 0; i < len; i++) vres[i] = num * v2[i]; 
} 
void MulNumToVectorX(unsigned char num, unsigned char* v2, unsigned char len) 
{ 
 for ( int i = 0; i < len; i++) v2[i] = num * v2[i]; 
} 
void DivVectorToNumX(unsigned char num, unsigned char* v2, unsigned char len) 
{ 
 for ( int i = 0; i < len; i++) v2[i] = v2[i]/num; 
} 
void InsertValue(unsigned char* vres, unsigned char* v1, unsigned char* v2, unsigned char pos, unsigned char 
len) 
{ 
 unsigned char koef = v1[pos]; 
 v1[pos] = 0; 
 for ( int i = 0; i < len; i++) vres[i] = koef*v2[i] + v1[i]; 
} 
void InsertValueQ(unsigned char* validInputs,unsigned char* vres, unsigned char* v1, unsigned char* v2, 
unsigned char pos, unsigned char len) 
{ 
 unsigned char koef = v1[validInputs[pos]]; 
 v1[pos] = 0; 
 for ( int i = 0; i < len; i++) vres[validInputs[i]] = koef*v2[i] + v1[validInputs[i]]; 
} 
void InsertValueX(unsigned char* v1, unsigned char* v2, unsigned char pos, unsigned char len) 
{ 
 unsigned char koef = v1[pos]; 
 v1[pos] = 0; 



132 
 

 for ( int i = 0; i < len; i++) v1[i] += koef*v2[i]; 
} 
void InsertValueQX(unsigned char* validInputs, unsigned char* v1, unsigned char* v2, unsigned char pos, 
unsigned char len) 
{ 
 unsigned char koef = v1[validInputs[pos]]; 
 v1[pos] = 0; 
 for ( int i = 0; i < len; i++) v1[validInputs[i]] += koef*v2[i]; 
} 
int GetNextNonZero(unsigned char* v, int start,int end) 
{ 
 for ( int i = start; i < end; i++ )  
  if ( v[i] ) return i; 
 return -1; 
} 
void NegVector( unsigned char* vector, int start, int end) 
{ 
 for ( int i = start; i < end; i++) vector[i] = -vector[i]; 
} 
unsigned char VectorWeight( unsigned char* vector, int len) 
{ 
 unsigned char w = 0; 
 for ( int i = 0; i < len; i++)  
  if ( vector[i] ) w++; 
 return w; 
} 
int SolveAnEquation(CResult* solution, 
     unsigned char*  matrix,  
     unsigned short* validVars,  
     unsigned char  validVarsCount, 
     unsigned short* validEquations, 
     unsigned char  validEquationsCount) 
{ 
 unsigned char modifmatrix[32][32]; 
 unsigned char *pEq[32]; 
 unsigned char *pTmp; 
 unsigned char vtemp1[32]; 
 unsigned char w, minw, iminwEq; 

int i, j, iOddPos, iOddsCnt; 
int iLastOddLine, iLastOddLine2, iLastOddLine4, iLastOddLine8, iLastOddLine10, iLastOddLine12, 
iLastOddLine14, iLastOddLine16; 

 BOOL b128; 
 
 ASSERT( validVarsCount > validEquationsCount ); 
 
 for ( i = 0; i < validEquationsCount; i++){ 
  pEq[i] = modifmatrix[i]; 
  for ( j = 0; j < validVarsCount; j++) 
   modifmatrix[i][j] = matrix[validVars[j]*32+validEquations[i]]; 
 } 
 for ( i = 0; i < validEquationsCount; i++){ 
  if ( VectorWeight(modifmatrix[i], validVarsCount) < validVarsCount-validEquationsCount){ 
   // no solution 
   return -1; 
  } 
 } 
 minw = 100; 
 iOddsCnt = 0; 
 iLastOddLine = -1; 
 for ( i = 0; i < validEquationsCount; i++){ 
  iOddPos = -1; 
  iOddPos = GetNextOdd( pEq[i], iOddPos+1, validVarsCount); 
  if (iOddPos != -1){ 
   if ( i-1 != iLastOddLine ){ 
    pTmp = pEq[iLastOddLine+1]; 
    pEq[iLastOddLine+1] = pEq[i]; 
    pEq[i] = pTmp; 
    i = iLastOddLine+1; 
   } 
   for ( j = i+1; j < validEquationsCount; j++){ 
    MulNumToVector(vtemp1, Inv[pEq[i][iOddPos]]*pEq[j][iOddPos], pEq[i], 
validVarsCount); 
    SubVectorsX(vtemp1, pEq[j], validVarsCount); 
    if ( (w = VectorWeight(pEq[j], validVarsCount)) < validVarsCount-
validEquationsCount+1){ 
     // no solution 
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     return -1; 
     } else { 
      if ( w < minw ){ 
       minw = w; 
      // ;) allways iminwEq == validEquationsCount-1 
       iminwEq = i; 
      } 
     } 
   } 
   iOddsCnt++; 
   iLastOddLine = i; 
   if ( iLastOddLine == validEquationsCount-2 ) 
    break; 
  } 
 } 
 iLastOddLine2 = validEquationsCount; 
 if ( iOddsCnt < validEquationsCount-1 ){ 
  // find non odd vectors and divide on 2 ??????  
  iLastOddLine2 = iLastOddLine+1; 
  while ( GetNextOdd( pEq[iLastOddLine2], 0, validVarsCount) == -1 ){ 
   for ( i = iLastOddLine2; i < validEquationsCount; i++){ 
    DivVectorToNumX(2, pEq[i], validVarsCount); 
   } 
  } 
  // solve equations 
  iLastOddLine = iLastOddLine2-1; 
  for ( i = iLastOddLine2; i < validEquationsCount; i++){ 
   iOddPos = -1; 
   iOddPos = GetNextOdd( pEq[i], iOddPos+1, validVarsCount); 
   if (iOddPos != -1){ 
    if ( i-1 != iLastOddLine ){ 
     pTmp = pEq[iLastOddLine+1]; 
     pEq[iLastOddLine+1] = pEq[i]; 
     pEq[i] = pTmp; 
     i = iLastOddLine+1; 
    } 
    for ( j = i+1; j < validEquationsCount; j++){ 
     MulNumToVector(vtemp1, Inv[pEq[i][iOddPos]]*pEq[j][iOddPos], pEq[i], 
validVarsCount); 
     SubVectorsX(vtemp1, pEq[j], validVarsCount); 
     if ( VectorWeight(pEq[j], validVarsCount) < validVarsCount-
validEquationsCount+1){ 
      // no solution 
      return -1; 
     } else { 
      if ( w < minw ){ 
       minw = w; 
      // ;) allways iminwEq == validEquationsCount-1 
       iminwEq = i; 
      } 
     } 
    } 
    iOddsCnt++; 
    iLastOddLine = i; 
    if ( iLastOddLine == validEquationsCount-2 ) 
     break; 
   } 
  } 
 } 
 iLastOddLine4 = validEquationsCount; 
 if ( iOddsCnt < validEquationsCount-1 ){ 
  // find non odd vectors and divide on 2 ??????  
  iLastOddLine4 = iLastOddLine+1; 
  while ( GetNextOdd( pEq[iLastOddLine4], 0, validVarsCount) == -1 ){ 
   for ( i = iLastOddLine4; i < validEquationsCount; i++){ 
    DivVectorToNumX(2, pEq[i], validVarsCount); 
   } 
  } 
  // solve equations 
  iLastOddLine = iLastOddLine4-1; 
  for ( i = iLastOddLine4; i < validEquationsCount; i++){ 
   iOddPos = -1; 
   iOddPos = GetNextOdd( pEq[i], iOddPos+1, validVarsCount); 
   if (iOddPos != -1){ 
    if ( i-1 != iLastOddLine ){ 
     pTmp = pEq[iLastOddLine+1]; 
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     pEq[iLastOddLine+1] = pEq[i]; 
     pEq[i] = pTmp; 
     i = iLastOddLine+1; 
    } 
    for ( j = i+1; j < validEquationsCount; j++){ 
     MulNumToVector(vtemp1, Inv[pEq[i][iOddPos]]*pEq[j][iOddPos], pEq[i], 
validVarsCount); 
     SubVectorsX(vtemp1, pEq[j], validVarsCount); 
     if ( VectorWeight(pEq[j], validVarsCount) < validVarsCount-
validEquationsCount+1){ 
      // no solution 
      return -1; 
     } else { 
      if ( w < minw ){ 
       minw = w; 
      // ;) allways iminwEq == validEquationsCount-1 
       iminwEq = i; 
      } 
     } 
    } 
    iOddsCnt++; 
    iLastOddLine = i; 
    if ( iLastOddLine == validEquationsCount-2 ) 
     break; 
   } 
  } 
 } 
 iLastOddLine8 = validEquationsCount; 
 if ( iOddsCnt < validEquationsCount-1 ){ 
  // find non odd vectors and divide on 2 ??????  
  iLastOddLine8 = iLastOddLine+1; 
  while ( GetNextOdd( pEq[iLastOddLine8], 0, validVarsCount) == -1 ){ 
   for ( i = iLastOddLine8; i < validEquationsCount; i++) 
    DivVectorToNumX(2, pEq[i], validVarsCount); 
  } 
  // solve equations 
  iLastOddLine = iLastOddLine8-1; 
  for ( i = iLastOddLine8; i < validEquationsCount; i++){ 
   iOddPos = -1; 
   iOddPos = GetNextOdd( pEq[i], iOddPos+1, validVarsCount); 
   if (iOddPos != -1){ 
    if ( i-1 != iLastOddLine ){ 
     pTmp = pEq[iLastOddLine+1]; 
     pEq[iLastOddLine+1] = pEq[i]; 
     pEq[i] = pTmp; 
     i = iLastOddLine+1; 
    } 
    for ( j = i+1; j < validEquationsCount; j++){ 
     MulNumToVector(vtemp1, Inv[pEq[i][iOddPos]]*pEq[j][iOddPos], pEq[i], 
validVarsCount); 
     SubVectorsX(vtemp1, pEq[j], validVarsCount); 
     if ( VectorWeight(pEq[j], validVarsCount) < validVarsCount-
validEquationsCount+1){ 
      // no solution 
      return -1; 
     } else { 
      if ( w < minw ){ 
       minw = w; 
      // ;) allways iminwEq == validEquationsCount-1 
       iminwEq = i; 
      } 
     } 
    } 
    iOddsCnt++; 
    iLastOddLine = i; 
    if ( iLastOddLine == validEquationsCount-2 ) 
     break; 
   } 
  } 
 } 
 iLastOddLine10 = validEquationsCount; 
 if ( iOddsCnt < validEquationsCount-1 ){ 
  // find non odd vectors and divide on 2 ??????  
  iLastOddLine10 = iLastOddLine+1; 
  while ( GetNextOdd( pEq[iLastOddLine10], 0, validVarsCount) == -1 ){ 
   for ( i = iLastOddLine10; i < validEquationsCount; i++) 
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    DivVectorToNumX(2, pEq[i], validVarsCount); 
  } 
  // solve equations 
  iLastOddLine = iLastOddLine10-1; 
  for ( i = iLastOddLine10; i < validEquationsCount; i++){ 
   iOddPos = -1; 
   iOddPos = GetNextOdd( pEq[i], iOddPos+1, validVarsCount); 
   if (iOddPos != -1){ 
    if ( i-1 != iLastOddLine ){ 
     pTmp = pEq[iLastOddLine+1]; 
     pEq[iLastOddLine+1] = pEq[i]; 
     pEq[i] = pTmp; 
     i = iLastOddLine+1; 
    } 
    for ( j = i+1; j < validEquationsCount; j++){ 
     MulNumToVector(vtemp1, Inv[pEq[i][iOddPos]]*pEq[j][iOddPos], pEq[i], 
validVarsCount); 
     SubVectorsX(vtemp1, pEq[j], validVarsCount); 
     if ( VectorWeight(pEq[j], validVarsCount) < validVarsCount-
validEquationsCount+1){ 
      // no solution 
      return -1; 
     } else { 
      if ( w < minw ){ 
       minw = w; 
      // ;) allways iminwEq == validEquationsCount-1 
       iminwEq = i; 
      } 
     } 
    } 
    iOddsCnt++; 
    iLastOddLine = i; 
    if ( iLastOddLine == validEquationsCount-2 ) 
     break; 
   } 
  } 
 } 
 iLastOddLine12 = validEquationsCount; 
 if ( iOddsCnt < validEquationsCount-1 ){ 
  // find non odd vectors and divide on 2 ??????  
  iLastOddLine12 = iLastOddLine+1; 
  while ( GetNextOdd( pEq[iLastOddLine12], 0, validVarsCount) == -1 ){ 
   for ( i = iLastOddLine12; i < validEquationsCount; i++) 
    DivVectorToNumX(2, pEq[i], validVarsCount); 
  } 
  // solve equations 
  iLastOddLine = iLastOddLine12-1; 
  for ( i = iLastOddLine12; i < validEquationsCount; i++){ 
   iOddPos = -1; 
   iOddPos = GetNextOdd( pEq[i], iOddPos+1, validVarsCount); 
   if (iOddPos != -1){ 
    if ( i-1 != iLastOddLine ){ 
     pTmp = pEq[iLastOddLine+1]; 
     pEq[iLastOddLine+1] = pEq[i]; 
     pEq[i] = pTmp; 
     i = iLastOddLine+1; 
    } 
    for ( j = i+1; j < validEquationsCount; j++){ 
     MulNumToVector(vtemp1, Inv[pEq[i][iOddPos]]*pEq[j][iOddPos], pEq[i], 
validVarsCount); 
     SubVectorsX(vtemp1, pEq[j], validVarsCount); 
     if ( VectorWeight(pEq[j], validVarsCount) < validVarsCount-
validEquationsCount+1){ 
      // no solution 
      return -1; 
     } else { 
      if ( w < minw ){ 
       minw = w; 
      // ;) allways iminwEq == validEquationsCount-1 
       iminwEq = i; 
      } 
     } 
    } 
    iOddsCnt++; 
    iLastOddLine = i; 
    if ( iLastOddLine == validEquationsCount-2 ) 
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     break; 
   } 
  } 
 } 
 iLastOddLine14 = validEquationsCount; 
 if ( iOddsCnt < validEquationsCount-1 ){ 
  // find non odd vectors and divide on 2 ??????  
  iLastOddLine14 = iLastOddLine+1; 
  while ( GetNextOdd( pEq[iLastOddLine14], 0, validVarsCount) == -1 ){ 
   for ( i = iLastOddLine14; i < validEquationsCount; i++) 
    DivVectorToNumX(2, pEq[i], validVarsCount); 
  } 
  // solve equations 
  iLastOddLine = iLastOddLine14-1; 
  for ( i = iLastOddLine14; i < validEquationsCount; i++){ 
   iOddPos = -1; 
   iOddPos = GetNextOdd( pEq[i], iOddPos+1, validVarsCount); 
   if (iOddPos != -1){ 
    if ( i-1 != iLastOddLine ){ 
     pTmp = pEq[iLastOddLine+1]; 
     pEq[iLastOddLine+1] = pEq[i]; 
     pEq[i] = pTmp; 
     i = iLastOddLine+1; 
    } 
    for ( j = i+1; j < validEquationsCount; j++){ 
     MulNumToVector(vtemp1, Inv[pEq[i][iOddPos]]*pEq[j][iOddPos], pEq[i], 
validVarsCount); 
     SubVectorsX(vtemp1, pEq[j], validVarsCount); 
     if ( VectorWeight(pEq[j], validVarsCount) < validVarsCount-
validEquationsCount+1){ 
      // no solution 
      return -1; 
     } else { 
      if ( w < minw ){ 
       minw = w; 
      // ;) allways iminwEq == validEquationsCount-1 
       iminwEq = i; 
      } 
     } 
    } 
    iOddsCnt++; 
    iLastOddLine = i; 
    if ( iLastOddLine == validEquationsCount-2 ) 
     break; 
   } 
  } 
 } 
 iLastOddLine16 = validEquationsCount; 
 if ( iOddsCnt < validEquationsCount-1 ){ 
  // find non odd vectors and divide on 2 ??????  
  iLastOddLine16 = iLastOddLine+1; 
  while ( GetNextOdd( pEq[iLastOddLine16], 0, validVarsCount) == -1 ){ 
   for ( i = iLastOddLine16; i < validEquationsCount; i++) 
    DivVectorToNumX(2, pEq[i], validVarsCount); 
  } 
  // solve equations 
  iLastOddLine = iLastOddLine16-1; 
  for ( i = iLastOddLine16; i < validEquationsCount; i++){ 
   iOddPos = -1; 
   iOddPos = GetNextOdd( pEq[i], iOddPos+1, validVarsCount); 
   if (iOddPos != -1){ 
    if ( i-1 != iLastOddLine ){ 
     pTmp = pEq[iLastOddLine+1]; 
     pEq[iLastOddLine+1] = pEq[i]; 
     pEq[i] = pTmp; 
     i = iLastOddLine+1; 
    } 
    for ( j = i+1; j < validEquationsCount; j++){ 
     MulNumToVector(vtemp1, Inv[pEq[i][iOddPos]]*pEq[j][iOddPos], pEq[i], 
validVarsCount); 
     SubVectorsX(vtemp1, pEq[j], validVarsCount); 
     if ( VectorWeight(pEq[j], validVarsCount) < validVarsCount-
validEquationsCount+1){ 
      // no solution 
      return -1; 
     } else { 
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      if ( w < minw ){ 
       minw = w; 
      // ;) allways iminwEq == validEquationsCount-1 
       iminwEq = i; 
      } 
     } 
    } 
    iOddsCnt++; 
    iLastOddLine = i; 
    if ( iLastOddLine == validEquationsCount-2 ) 
     break; 
   } 
  } 
 } 
 b128 = FALSE; 
 for ( i = validEquationsCount-1; i >= 0; i--){ 
  iOddPos = GetNextOdd( pEq[i], 0, validVarsCount); 
  if ( iOddPos != -1 ){ 
   MulNumToVector(&solution->m_varInput[i][2], Inv[pEq[i][iOddPos]], pEq[i], validVarsCount); 
   solution->m_varInput[i][0] = iOddPos;//(unsigned char)validVars[iOddPos]; 
   solution->m_varInput[i][iOddPos+2] = 0; 
   if ( i >= iLastOddLine2 || b128 ){ 
    solution->m_varInput[i][1] = 128; 
    b128 = FALSE; 
   } 
   else 
    solution->m_varInput[i][1] = 0; 
   NegVector( &solution->m_varInput[i][2], 0, validVarsCount); 
   for ( j = i-1; j >= 0; j--){ 
    InsertValueX( pEq[j], &solution->m_varInput[i][2], iOddPos, validVarsCount); 
   } 
   if ( VectorWeight(&solution->m_varInput[i][2], validVarsCount) < validVarsCount-
validEquationsCount){ 
    return -1; // no solution 
   } 
  } else { 
   DivVectorToNumX(2, pEq[i], validVarsCount); 
   b128 = TRUE; 
   i++; 
  } 
 } 
 solution->m_iInputWeight = validVarsCount; 
 solution->m_ivarCount = validVarsCount - validEquationsCount; 
 for ( i = 0; i < validVarsCount; i++){ 
  solution->m_nzInputBytes[i] = (unsigned char)validVars[i]; 
 } 
 
 return 0; 
} 
unsigned char GetNonzeroOutputs(CResult* sol, unsigned char*  matrix) 
{ 
 int i, j; 
 int w = 0; 
 
 for ( i = 0; i < 32; i++){ 
  for ( j = 0; j < sol->m_iInputWeight; j++) 
   sol->m_varOutput[i][j] = matrix[sol->m_nzInputBytes[j]*32+i]; 
 } 
 
 for ( i = 0; i < sol->m_iInputWeight-sol->m_ivarCount; i++){ 
  for ( j = 0; j < 32; j++) 
  InsertValueX(sol->m_varOutput[j], &sol->m_varInput[i][2], sol->m_varInput[i][0], sol-
>m_iInputWeight); 
 } 
 for ( j = 0; j < 32; j++){ 
   
  if ( VectorWeight(sol->m_varOutput[j], sol->m_iInputWeight) ){ 
   sol->m_nzOutputBytes[w] = j; 
   w++; 
  } 
 } 
 sol->m_iOutputWeight = w; 
 return w; 
}  

Սա կոդի մի մասն է, ամբողջական կոդը և “exe” ֆայլը կոշտ սկավառակի վրա են: 
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Հավելված 3 

Ձևափոխած SAFER+ համակարգի դիֆերենցիալ վերլուծության ծրագրային կոդը (C++ 

լեզվով) 

 
//PHTSolver.h 
 
#ifndef _COMP_PHTSOLVER_ 
#define _COMP_PHTSOLVER_ 
 
#define MAX_LEN 16 
#define OP_XOR 0 
#define OP_ADD 1 
#define OP_EXP 2 
#define OP_LOG 3 
 
extern int DefaultRoundsCount ; 
extern int Default_EXP_LOG_Transform_Root ; 
extern int DefaultPHTTransformDepth ; 
extern int Default_XOR_ADD_Define_Vector[2][MAX_LEN] ; 
extern int Default_EXP_LOG_Define_Vector[MAX_LEN] ; 
extern int DefaultPHTLines[MAX_LEN] ; 
extern int DefaultPHT2Lines[MAX_LEN]; 
 
void SubVectors(const int* pVectorA,const int* pVectorB,int* pVectorC,int iVectorLength); 
void AddVectors(const int* pVectorA,const int* pVectorB,int* pVectorC,int iVectorLength); 
void MulNumToVector(int iNum,const int* pVectorA,int* pVectorB,int iVectorLength); 
 
#define EC_NON_ZERO 1 
#define EC_ZERO 2 
#define EC_GREATE_THAN_ZERO 3 
#define EC_LESS_THAN_ZERO 4 
 
int GetVectorElementCount(int iCountParam,const int* pVector,int iVectorLength); 
int CalcCoefMatrix(const int* pVectorPHTLines,int iPHTDepth,int* pMatrix); 
int CalcInvCoefMatrix(const int* pVectorPHTLines,const int* pVectorPHTLines2, const int* pVectorPHTLines3, 
const int* pVectorPHTLines4,int iPHTDepth,int* pMatrix); 
int GetNextOdd(unsigned char* v, int start,int end); 
 
#endif _COMP_PHTSOLVER_ 
 
//PHTSolver.cpp 
 
#include "stdafx.h" 
#include "stdio.h" 
#include "PHTSolver.h" 
#include <memory.h>   
 
int DefaultRoundsCount = 5 ; 
int Default_EXP_LOG_Transform_Root = 45 ; 
int DefaultPHTTransformDepth = 4 ; 
int Default_XOR_ADD_Define_Vector[2][MAX_LEN] =  
 { 

{OP_XOR,OP_XOR,OP_XOR,OP_XOR,OP_ADD,OP_ADD,OP_ADD,OP_ADD,OP_XOR,OP_XOR,OP_XOR,OP_XOR,OP_ADD,OP_A
DD,OP_ADD,OP_ADD}, 
{OP_ADD,OP_ADD,OP_ADD,OP_ADD,OP_XOR,OP_XOR,OP_XOR,OP_XOR,OP_ADD,OP_ADD,OP_ADD,OP_ADD,OP_XOR,OP_X
OR,OP_XOR,OP_XOR} 

 }; 
 
int Default_EXP_LOG_Define_Vector[MAX_LEN] =  
 { 

OP_EXP,OP_EXP,OP_EXP,OP_EXP,OP_LOG,OP_LOG,OP_LOG,OP_LOG,OP_EXP,OP_EXP,OP_EXP,OP_EXP,OP_LOG,OP_LO
G,OP_LOG,OP_LOG 

 }; 
 
//Modified SAFER+ Shuffling 
int DefaultPHT2Lines[MAX_LEN] =  {7,  12,  9,  14,  5,  8,  13,  10,  11,  4,  3,  6,  15,  2,  1,  16}; 
  
void SubVectors(const int* pVectorA,const int* pVectorB,int* pVectorC,int iVectorLength) 
{ 
 int i ; 
 for ( i = 0; i < iVectorLength; i++) 
  pVectorC[i] = ( pVectorA[i] - pVectorB[i] ) % 256 ; 
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} 
void AddVectors(const int* pVectorA,const int* pVectorB,int* pVectorC,int iVectorLength) 
{ 
 int i ; 
 for ( i = 0; i < iVectorLength; i++) 
  pVectorC[i] = ( pVectorA[i] + pVectorB[i] ) % 256 ; 
} 
void MulNumToVector(int iNum,const int* pVectorA,int* pVectorB,int iVectorLength) 
{ 
 int i ; 
 for ( i = 0; i < iVectorLength; i++) 
  pVectorB[i] = ( iNum * pVectorA[i] ) % 256 ; 
} 
#define EC_NON_ZERO 1 
#define EC_ZERO 2 
#define EC_GREATE_THAN_ZERO 3 
#define EC_LESS_THAN_ZERO 4 
 
int GetVectorElementCount(int iCountParam,const int* pVector,int iVectorLength) 
{ 
 int iRet = 0 ; 
 int i = 0 ; 
 switch ( iCountParam ) 
 { 
  case EC_NON_ZERO : 
   for ( i = 0; i < iVectorLength; i++) 
   { 
    if ( pVector[i] != 0 ) iRet++ ; 
   } 
  break; 
  case EC_ZERO : 
   for ( i = 0; i < iVectorLength; i++) 
   { 
    if ( pVector[i] == 0 ) iRet++ ; 
   } 
  break; 
  case EC_GREATE_THAN_ZERO : 
   for ( i = 0; i < iVectorLength; i++) 
   { 
    if ( pVector[i] > 0 ) iRet++ ; 
   } 
  break; 
  case EC_LESS_THAN_ZERO : 
   for ( i = 0; i < iVectorLength; i++) 
   { 
    if ( pVector[i] < 0 ) iRet++ ; 
   } 
  break; 
  default: 
  break; 
 } 
 return iRet ; 
} 
// calculate coefficients matrix from given PHT(lines) 
int CalcCoefMatrix(const int* pVectorPHTLines,int iPHTDepth,int* pMatrix) 
{ 
 int  Matrix0[MAX_LEN*MAX_LEN]; 
 int  Matrix1[MAX_LEN*MAX_LEN]; 
 int  Vector[MAX_LEN]; 
 int* pMatrixDest  = Matrix0 ; 
 int* pMatrixSrc   = Matrix1 ; 
 int* pMatrixTemp  = NULL ; 
 int* pVectorTempA = NULL ; 
 int* pVectorTempB = NULL ; 
 int* pVectorTempC = NULL ; 
 int* pVectorTempD = Vector ; 
 int i = 0 ; 
 int j = 0 ; 
 int k = 0 ; 
 
 if( pMatrix == NULL ) 
  return -1; 
 if( pVectorPHTLines == NULL ) 
  return -1; 
 if( 1 > iPHTDepth || iPHTDepth > 256 ) 
  return -1; 
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 memset(pVectorTempD,0,sizeof(int)*MAX_LEN); 
 memset(pMatrixDest,0,sizeof(int)*MAX_LEN*MAX_LEN); 
 memset(pMatrixSrc,0,sizeof(int)*MAX_LEN*MAX_LEN); 
 pMatrixTemp = pMatrixSrc ; 
 for ( i = 0; i < MAX_LEN; i++) 
 { 
  *pMatrixTemp = 1 ; 
  pMatrixTemp += (MAX_LEN+1) ; 
 } 
 for ( k = 0; k < iPHTDepth; k++) 
 { 
  for ( i = 0, j = 0; i < (int)(MAX_LEN/2); i++, j+=2) 
  { 
   pVectorTempA = (pMatrixSrc + (*(pVectorPHTLines+j)-1)*MAX_LEN) ; 
   pVectorTempB = (pMatrixSrc + (*(pVectorPHTLines+j+1)-1)*MAX_LEN) ; 
    
   pVectorTempC = (pMatrixDest + j*MAX_LEN) ; 
   MulNumToVector(2,pVectorTempA,pVectorTempD,MAX_LEN); 
   AddVectors(pVectorTempD,pVectorTempB,pVectorTempC,MAX_LEN); 
    
   pVectorTempC = (pMatrixDest + (j+1)*MAX_LEN) ; 
   AddVectors(pVectorTempA,pVectorTempB,pVectorTempC,MAX_LEN); 
  } 
  pMatrixTemp = pMatrixSrc ; 
  pMatrixSrc = pMatrixDest ; 
  pMatrixDest = pMatrixTemp ; 
 } 
 memcpy(pMatrix,pMatrixSrc,sizeof(int)*MAX_LEN*MAX_LEN); 
 return 1 ; 
} 
// calculate coefficients of inverse matrix from given PHT(lines) 
int CalcInvCoefMatrix(const int* pVectorPHTLines,const int* pVectorPHTLines2, const int* pVectorPHTLines3, 
const int* pVectorPHTLines4,int iPHTDepth,int* pMatrix) 
{ 
 int Matrix0[MAX_LEN*MAX_LEN]; 
 int Matrix1[MAX_LEN*MAX_LEN]; 
 int Vector[MAX_LEN]; 
 int* pMatrixDest  = Matrix0 ; 
 int* pMatrixSrc   = Matrix1 ; 
 int* pMatrixTemp  = NULL ; 
 int* pVectorTempA = NULL ; 
 int* pVectorTempB = NULL ; 
 int* pVectorTempC = NULL ; 
 int* pVectorTempD = Vector ; 
 int* pVectorTempi1 = NULL ; 
 int* pVectorTempi2 = NULL ; 
 int i = 0 ; 
 int j = 0 ; 
 int k = 0 ; 
 
 if( pMatrix == NULL ) 
  return -1; 
 if( pVectorPHTLines == NULL ) 
  return -1; 
 if( 1 > iPHTDepth || iPHTDepth > 256 ) 
  return -1; 
 
 memset(pVectorTempD,0,sizeof(int)*MAX_LEN); 
 memset(pMatrixDest,0,sizeof(int)*MAX_LEN*MAX_LEN); 
 memset(pMatrixSrc,0,sizeof(int)*MAX_LEN*MAX_LEN); 
 pMatrixTemp = pMatrixSrc ; 
 for ( i = 0; i < MAX_LEN; i++) 
 { 
  *pMatrixTemp = 1 ; 
  pMatrixTemp += (MAX_LEN+1) ; 
 } 
 for ( i = 0, j = 0; i < (int)(MAX_LEN/2); i++, j+=2) 
 { 
  pVectorTempi1 = (pMatrixSrc + j*MAX_LEN) ; 
  pVectorTempi2 = (pMatrixSrc + (j+1)*MAX_LEN) ; 
  pVectorTempC = (pMatrixDest + (*(pVectorPHTLines2+j+1)-1)*MAX_LEN) ; 
  MulNumToVector(2,pVectorTempi2,pVectorTempD,MAX_LEN); 
  SubVectors(pVectorTempD,pVectorTempi1,pVectorTempD,MAX_LEN); 
  memcpy(pVectorTempC, pVectorTempD, sizeof(int)*MAX_LEN);  
  pVectorTempC = (pMatrixDest + (*(pVectorPHTLines2+j)-1)*MAX_LEN) ; 
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  SubVectors(pVectorTempi1,pVectorTempi2,pVectorTempC,MAX_LEN); 
   
 } 
 pMatrixTemp = pMatrixSrc ; 
 pMatrixSrc = pMatrixDest ; 
 pMatrixDest = pMatrixTemp ; 
 for ( i = 0, j = 0; i < (int)(MAX_LEN/2); i++, j+=2) 
 { 
  pVectorTempi1 = (pMatrixSrc + j*MAX_LEN) ; 
  pVectorTempi2 = (pMatrixSrc + (j+1)*MAX_LEN) ; 
   
  pVectorTempC = (pMatrixDest + (*(pVectorPHTLines+j+1)-1)*MAX_LEN) ; 
  MulNumToVector(2,pVectorTempi2,pVectorTempD,MAX_LEN); 
  SubVectors(pVectorTempD,pVectorTempi1,pVectorTempD,MAX_LEN); 
  memcpy(pVectorTempC, pVectorTempD, sizeof(int)*MAX_LEN); 
   
  pVectorTempC = (pMatrixDest + (*(pVectorPHTLines+j)-1)*MAX_LEN) ; 
  SubVectors(pVectorTempi1,pVectorTempi2,pVectorTempC,MAX_LEN); 
   
 } 
 pMatrixTemp = pMatrixSrc ; 
 pMatrixSrc = pMatrixDest ; 
 pMatrixDest = pMatrixTemp ; 
 
 for ( i = 0, j = 0; i < (int)(MAX_LEN/2); i++, j+=2) 
 { 
  pVectorTempi1 = (pMatrixSrc + j*MAX_LEN) ; 
  pVectorTempi2 = (pMatrixSrc + (j+1)*MAX_LEN) ; 
   
  pVectorTempC = (pMatrixDest + (*(pVectorPHTLines3+j+1)-1)*MAX_LEN) ; 
  MulNumToVector(2,pVectorTempi2,pVectorTempD,MAX_LEN); 
  SubVectors(pVectorTempD,pVectorTempi1,pVectorTempD,MAX_LEN); 
  memcpy(pVectorTempC, pVectorTempD, sizeof(int)*MAX_LEN); 
   
  pVectorTempC = (pMatrixDest + (*(pVectorPHTLines3+j)-1)*MAX_LEN) ; 
  SubVectors(pVectorTempi1,pVectorTempi2,pVectorTempC,MAX_LEN); 
   
 } 
 pMatrixTemp = pMatrixSrc ; 
 pMatrixSrc = pMatrixDest ; 
 pMatrixDest = pMatrixTemp ; 
 
 for ( i = 0, j = 0; i < (int)(MAX_LEN/2); i++, j+=2) 
 { 
  pVectorTempi1 = (pMatrixSrc + j*MAX_LEN) ; 
  pVectorTempi2 = (pMatrixSrc + (j+1)*MAX_LEN) ; 
   
  pVectorTempC = (pMatrixDest + (*(pVectorPHTLines4+j+1)-1)*MAX_LEN) ; 
  MulNumToVector(2,pVectorTempi2,pVectorTempD,MAX_LEN); 
  SubVectors(pVectorTempD,pVectorTempi1,pVectorTempD,MAX_LEN); 
  memcpy(pVectorTempC, pVectorTempD, sizeof(int)*MAX_LEN); 
   
  pVectorTempC = (pMatrixDest + (*(pVectorPHTLines4+j)-1)*MAX_LEN) ; 
  SubVectors(pVectorTempi1,pVectorTempi2,pVectorTempC,MAX_LEN); 
 } 
 pMatrixTemp = pMatrixSrc ; 
 pMatrixSrc = pMatrixDest ; 
 pMatrixDest = pMatrixTemp ; 
 memcpy(pMatrix,pMatrixSrc,sizeof(int)*MAX_LEN*MAX_LEN); 
 return 1 ; 
} 
 
// Solve.cpp 
 
#include "stdafx.h" 
#include "SaferCryptoAnalyzerIIDoc.h" 
#include "solve.h" 
#include "PHTSolver.h" 
 
#define SPP_EXP 1 
#define SPP_LOG 0 
 
unsigned short spp_shuffling0[16] = {0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0}; 
unsigned short spp_shuffling1[16] = {0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0}; 
uchar encPHT2Matrix[16][16]; 
uchar decPHT2Matrix[16][16]; 
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#define sh(i) spp_shuffling0[i] 
unsigned short spp_explog[16] = {SPP_EXP,SPP_EXP,SPP_EXP,SPP_EXP,SPP_LOG,SPP_LOG,SPP_LOG,SPP_LOG, 
     SPP_EXP,SPP_EXP,SPP_EXP,SPP_EXP, SPP_LOG,SPP_LOG,SPP_LOG,SPP_LOG}; 
 
int initCycle(unsigned short* curCycleState,  
     unsigned short minValue, 
     unsigned short maxValue, 
     unsigned short iCyclesCount, 
     unsigned short allVariants) 
{ 
 unsigned int i; 
 
 ASSERT( minValue <= maxValue ) ; 
 if ( !allVariants ){ 
  ASSERT( minValue + iCyclesCount - 1 <= maxValue); 
  for ( i = 0; i < iCyclesCount; i++) 
   curCycleState[i] = minValue + i; 
 } else { 
  for ( i = 0; i < iCyclesCount; i++) 
   curCycleState[i] = minValue; 
 } 
 curCycleState[iCyclesCount-1]--; 
 
 return 1; 
} 
int stepCycle(unsigned short* curCycleState,  
     unsigned short minValue,  
     unsigned short maxValue, 
     unsigned short iCyclesCount, 
     unsigned short allVariants) 
{ 
 int currCycle = iCyclesCount - 1; 
 
 ASSERT( minValue <= maxValue ); 
 
 if ( !allVariants ){ 
  ASSERT( minValue + iCyclesCount - 1 <= maxValue); 
  while ( currCycle >= 0 ){ 
   curCycleState[currCycle]++; 
   if ( curCycleState[currCycle] > (maxValue - (iCyclesCount-currCycle-1)) ){ 
    currCycle-- ; 
   } else { 
    currCycle++; 
    while ( currCycle < iCyclesCount ){ 
     curCycleState[currCycle] = curCycleState[currCycle-1]+1; 
     currCycle++; 
    } 
    return 1; 
   } 
  } 
  return 0; 
 } else { 
  while ( currCycle >= 0 ){ 
   curCycleState[currCycle]++; 
   if ( curCycleState[currCycle] > maxValue ){ 
    curCycleState[currCycle] = minValue; 
    currCycle--; 
   } else { 
    return 1; 
   } 
  } 
 } 
 return 0; 
} 
#define decPHT2_0(i1,i2,o1,o2)\ 
{\ 
 buff[o2] = 2*in[i2]-in[i1];\ 
 buff[o1] = in[i1]-in[i2];\ 
} 
#define decPHT2_1(i1,i2,o1,o2)\ 
{\ 
 out[o2] = 2*buff[i2]-buff[i1];\ 
 out[o1] = buff[i1]-buff[i2];\ 
} 
#define decPHT2_2(i1,i2,o1,o2)\ 
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{\ 
 buff[o2] = 2*out[i2]-out[i1];\ 
 buff[o1] = out[i1]-out[i2];\ 
} 
#define decPHT2_3(i1,i2,o1,o2)\ 
{\ 
 out[o2] = 2*buff[i2]-buff[i1];\ 
 out[o1] = buff[i1]-buff[i2];\ 
} 
void decryption_matrix(unsigned char* in, unsigned char* out) 
{ 
 unsigned char buff[16]; 
   
  decPHT2_0(0, 1, sh( 0),sh( 1)); 
  decPHT2_0(2, 3, sh( 2),sh( 3)); 
  decPHT2_0(4, 5, sh( 4),sh( 5)); 
  decPHT2_0(6, 7, sh( 6),sh( 7)); 
  decPHT2_0(8, 9, sh( 8),sh( 9)); 
  decPHT2_0(10, 11, sh(10),sh(11)); 
  decPHT2_0(12, 13, sh(12),sh(13)); 
  decPHT2_0(14, 15, sh(14),sh(15)); 
 
  decPHT2_1(0, 1, sh( 0),sh( 1)); 
  decPHT2_1(2, 3, sh( 2),sh( 3)); 
  decPHT2_1(4, 5, sh( 4),sh( 5)); 
  decPHT2_1(6, 7, sh( 6),sh( 7)); 
  decPHT2_1(8, 9, sh( 8),sh( 9)); 
  decPHT2_1(10, 11, sh(10),sh(11)); 
  decPHT2_1(12, 13, sh(12),sh(13)); 
  decPHT2_1(14, 15, sh(14),sh(15)); 
   
  decPHT2_2(0, 1, sh( 0),sh( 1)); 
  decPHT2_2(2, 3, sh( 2),sh( 3)); 
  decPHT2_2(4, 5, sh( 4),sh( 5)); 
  decPHT2_2(6, 7, sh( 6),sh( 7)); 
  decPHT2_2(8, 9, sh( 8),sh( 9)); 
  decPHT2_2(10, 11, sh(10),sh(11)); 
  decPHT2_2(12, 13, sh(12),sh(13)); 
  decPHT2_2(14, 15, sh(14),sh(15)); 
   
  decPHT2_3(0, 1, sh( 0),sh( 1)); 
  decPHT2_3(2, 3, sh( 2),sh( 3)); 
  decPHT2_3(4, 5, sh( 4),sh( 5)); 
  decPHT2_3(6, 7, sh( 6),sh( 7)); 
  decPHT2_3(8, 9, sh( 8),sh( 9)); 
  decPHT2_3(10, 11, sh(10),sh(11)); 
  decPHT2_3(12, 13, sh(12),sh(13)); 
  decPHT2_3(14, 15, sh(14),sh(15)); 
} 
#define encPHT2_0(i1,i2,o1,o2)\ 
{\ 
 buff[o2] = in[i1]+in[i2];\ 
 buff[o1] = buff[o2]+in[i1];\ 
} 
#define encPHT2_1(i1,i2,o1,o2)\ 
{\ 
 out[o2] = buff[i1]+buff[i2];\ 
 out[o1] = out[o2]+buff[i1];\ 
} 
#define encPHT2_2(i1,i2,o1,o2)\ 
{\ 
 buff[o2] = out[i1]+out[i2];\ 
 buff[o1] = buff[o2]+out[i1];\ 
} 
void encryption_matrix(unsigned char* in, unsigned char* out) 
{ 
 unsigned char buff[16]; 
 
  encPHT2_0(sh( 0),sh( 1), 0, 1); 
  encPHT2_0(sh( 2),sh( 3), 2, 3); 
  encPHT2_0(sh( 4),sh( 5), 4, 5); 
  encPHT2_0(sh( 6),sh( 7), 6, 7); 
  encPHT2_0(sh( 8),sh( 9), 8, 9); 
  encPHT2_0(sh(10),sh(11),10,11); 
  encPHT2_0(sh(12),sh(13),12,13); 
  encPHT2_0(sh(14),sh(15),14,15); 
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  encPHT2_1(sh( 0),sh( 1), 0, 1); 
  encPHT2_1(sh( 2),sh( 3), 2, 3); 
  encPHT2_1(sh( 4),sh( 5), 4, 5); 
  encPHT2_1(sh( 6),sh( 7), 6, 7); 
  encPHT2_1(sh( 8),sh( 9), 8, 9); 
  encPHT2_1(sh(10),sh(11),10,11); 
  encPHT2_1(sh(12),sh(13),12,13); 
  encPHT2_1(sh(14),sh(15),14,15); 
 
  encPHT2_2(sh( 0),sh( 1), 0, 1); 
  encPHT2_2(sh( 2),sh( 3), 2, 3); 
  encPHT2_2(sh( 4),sh( 5), 4, 5); 
  encPHT2_2(sh( 6),sh( 7), 6, 7); 
  encPHT2_2(sh( 8),sh( 9), 8, 9); 
  encPHT2_2(sh(10),sh(11),10,11); 
  encPHT2_2(sh(12),sh(13),12,13); 
  encPHT2_2(sh(14),sh(15),14,15); 
 
  encPHT2_1(sh( 0),sh( 1), 0, 1); 
  encPHT2_1(sh( 2),sh( 3), 2, 3); 
  encPHT2_1(sh( 4),sh( 5), 4, 5); 
  encPHT2_1(sh( 6),sh( 7), 6, 7); 
  encPHT2_1(sh( 8),sh( 9), 8, 9); 
  encPHT2_1(sh(10),sh(11),10,11); 
  encPHT2_1(sh(12),sh(13),12,13); 
  encPHT2_1(sh(14),sh(15),14,15); 
} 
BOOL isIn(unsigned char iNum,unsigned char* arrNum,int len) 
{ 
 for ( int i = 0; i < len; i++) 
  if ( iNum == arrNum[i] ) 
   return TRUE; 
 return FALSE; 
} 
int GetNextOdd(unsigned char* v, int start,int end) 
{ 
 for ( int i = start; i < end; i++ )  
  if ( v[i] & 1 ) 
   return i; 
 return -1; 
} 
unsigned char Inv[256]; 
unsigned char GetInverse(unsigned char ch) 
{ 
 for ( int i = 0; i < 256; i++)  
  if ( (unsigned char)(i * ch) == 1 ) 
   return i; 
 return 0; 
} 
void FillInvArray() 
{ 
 int i ; 
 Inv[0] = 0; 
 for ( i = 1; i < 256; i++ ) Inv[i] = GetInverse(i); 
 Inv[128] = 0; 
} 
void AddVectors(unsigned char* vres, unsigned char* v1, unsigned char* v2, unsigned char len) 
{ 
 for ( int i = 0; i < len; i++)  vres[i] = v1[i] + v2[i]; 
} 
void SubVectors(unsigned char* vres, unsigned char* v1, unsigned char* v2, unsigned char len) 
{ 
 for ( int i = 0; i < len; i++)  vres[i] = v1[i] - v2[i]; 
} 
void AddVectorsX(unsigned char* v1, unsigned char* v2, unsigned char len) 
{ 
 for ( int i = 0; i < len; i++)  v1[i] += v2[i]; 
} 
void SubVectorsX(unsigned char* v1, unsigned char* v2, unsigned char len) 
{ 
 for ( int i = 0; i < len; i++)  v2[i] =v1[i] - v2[i]; 
} 
void MulNumToVector(unsigned char* vres, unsigned char num, unsigned char* v2, unsigned char len) 
{ 
 for ( int i = 0; i < len; i++) vres[i] = num * v2[i]; 
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} 
void MulNumToVectorX(unsigned char num, unsigned char* v2, unsigned char len) 
{ 
 for ( int i = 0; i < len; i++) v2[i] = num * v2[i]; 
} 
void DivVectorToNumX(unsigned char num, unsigned char* v2, unsigned char len) 
{ 
 for ( int i = 0; i < len; i++) v2[i] = v2[i]/num; 
} 
void InsertValue(unsigned char* vres, unsigned char* v1, unsigned char* v2, unsigned char pos, unsigned char 
len) 
{ 
 unsigned char koef = v1[pos]; 
 v1[pos] = 0; 
 for ( int i = 0; i < len; i++) vres[i] = koef*v2[i] + v1[i]; 
} 
void InsertValueQ(unsigned char* validInputs,unsigned char* vres, unsigned char* v1, unsigned char* v2, 
unsigned char pos, unsigned char len) 
{ 
 unsigned char koef = v1[validInputs[pos]]; 
 v1[pos] = 0; 
 for ( int i = 0; i < len; i++) vres[validInputs[i]] = koef*v2[i] + v1[validInputs[i]]; 
} 
void InsertValueX(unsigned char* v1, unsigned char* v2, unsigned char pos, unsigned char len) 
{ 
 unsigned char koef = v1[pos]; 
 v1[pos] = 0; 
 for ( int i = 0; i < len; i++) v1[i] += koef*v2[i]; 
} 
void InsertValueQX(unsigned char* validInputs, unsigned char* v1, unsigned char* v2, unsigned char pos, 
unsigned char len) 
{ 
 unsigned char koef = v1[validInputs[pos]]; 
 v1[pos] = 0; 
 for ( int i = 0; i < len; i++) v1[validInputs[i]] += koef*v2[i]; 
} 
int GetNextNonZero(unsigned char* v, int start,int end) 
{ 
 for ( int i = start; i < end; i++ )  
  if ( v[i] ) return i; 
 return -1; 
} 
void NegVector( unsigned char* vector, int start, int end) 
{ 
 for ( int i = start; i < end; i++) vector[i] = -vector[i]; 
} 
unsigned char VectorWeight( unsigned char* vector, int len) 
{ 
 unsigned char w = 0; 
 for ( int i = 0; i < len; i++)  
  if ( vector[i] ) w++; 
 return w; 
} 
int SolveAnEquation(CResult* solution, 
     unsigned char*  matrix,  
     unsigned short* validVars,  
     unsigned char  validVarsCount, 
     unsigned short* validEquations, 
     unsigned char  validEquationsCount) 
{ 
 unsigned char modifmatrix[16][16]; 
 unsigned char *pEq[16]; 
 unsigned char *pTmp; 
 unsigned char vtemp1[16]; 
 unsigned char w, minw, iminwEq; 
 int i, j, iOddPos, iOddsCnt; 
 int iLastOddLine, iLastOddLine2, iLastOddLine4, iLastOddLine8; 
 BOOL b128; 
 ASSERT( validVarsCount > validEquationsCount ); 
 
 for ( i = 0; i < validEquationsCount; i++){ 
  pEq[i] = modifmatrix[i]; 
  for ( j = 0; j < validVarsCount; j++){ 
   modifmatrix[i][j] = matrix[validVars[j]*16+validEquations[i]]; 
  } 
 } 
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 for ( i = 0; i < validEquationsCount; i++){ 
  if ( VectorWeight(modifmatrix[i], validVarsCount) < validVarsCount-validEquationsCount){ 
   return -1; // no solution 
  } 
 } 
 minw = 100; 
 iOddsCnt = 0; 
 iLastOddLine = -1; 
 for ( i = 0; i < validEquationsCount; i++){ 
  iOddPos = -1; 
  iOddPos = GetNextOdd( pEq[i], iOddPos+1, validVarsCount); 
  if (iOddPos != -1){ 
   if ( i-1 != iLastOddLine ){ 
    pTmp = pEq[iLastOddLine+1]; 
    pEq[iLastOddLine+1] = pEq[i]; 
    pEq[i] = pTmp; 
    i = iLastOddLine+1; 
   } 
   for ( j = i+1; j < validEquationsCount; j++){ 
    MulNumToVector(vtemp1, Inv[pEq[i][iOddPos]]*pEq[j][iOddPos], pEq[i], 
validVarsCount); 
    SubVectorsX(vtemp1, pEq[j], validVarsCount); 
    if ( (w = VectorWeight(pEq[j], validVarsCount)) < validVarsCount-
validEquationsCount+1){ 
     // no solution 
     return -1; 
     } else { 
      if ( w < minw ){ 
       minw = w; 
       // ;) allways iminwEq == validEquationsCount-1 
       iminwEq = i; 
      } 
     } 
   } 
   iOddsCnt++; 
   iLastOddLine = i; 
   if ( iLastOddLine == validEquationsCount-2 ) 
    break; 
  } 
 } 
 iLastOddLine2 = validEquationsCount; 
 if ( iOddsCnt < validEquationsCount-1 ){ 
  // find non odd vectors and divide on 2 ??????  
  iLastOddLine2 = iLastOddLine+1; 
  while ( GetNextOdd( pEq[iLastOddLine2], 0, validVarsCount) == -1 ){ 
   for ( i = iLastOddLine2; i < validEquationsCount; i++) 
    DivVectorToNumX(2, pEq[i], validVarsCount); 
  } 
  // solve equations 
  iLastOddLine = iLastOddLine2-1; 
  for ( i = iLastOddLine2; i < validEquationsCount; i++){ 
   iOddPos = -1; 
   iOddPos = GetNextOdd( pEq[i], iOddPos+1, validVarsCount); 
   if (iOddPos != -1){ 
    if ( i-1 != iLastOddLine ){ 
     pTmp = pEq[iLastOddLine+1]; 
     pEq[iLastOddLine+1] = pEq[i]; 
     pEq[i] = pTmp; 
     i = iLastOddLine+1; 
    } 
    for ( j = i+1; j < validEquationsCount; j++){ 
     MulNumToVector(vtemp1, Inv[pEq[i][iOddPos]]*pEq[j][iOddPos], pEq[i], 
validVarsCount); 
     SubVectorsX(vtemp1, pEq[j], validVarsCount); 
     if ( VectorWeight(pEq[j], validVarsCount) < validVarsCount-
validEquationsCount+1){ 
      return -1; // no solution    
     } else { 
      if ( w < minw ){ 
       minw = w; 
       // ;) allways iminwEq == validEquationsCount-1 
       iminwEq = i; 
      } 
     } 
    } 
    iOddsCnt++; 
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    iLastOddLine = i; 
    if ( iLastOddLine == validEquationsCount-2 ) 
     break; 
   } 
  } 
 } 
 iLastOddLine4 = validEquationsCount; 
 if ( iOddsCnt < validEquationsCount-1 ){ 
  // find non odd vectors and divide on 2 ??????  
  iLastOddLine4 = iLastOddLine+1; 
  while ( GetNextOdd( pEq[iLastOddLine4], 0, validVarsCount) == -1 ){ 
   for ( i = iLastOddLine4; i < validEquationsCount; i++) 
    DivVectorToNumX(2, pEq[i], validVarsCount); 
  } 
  // solve equations 
  iLastOddLine = iLastOddLine4-1; 
  for ( i = iLastOddLine4; i < validEquationsCount; i++){ 
   iOddPos = -1; 
   iOddPos = GetNextOdd( pEq[i], iOddPos+1, validVarsCount); 
   if (iOddPos != -1){ 
    if ( i-1 != iLastOddLine ){ 
     pTmp = pEq[iLastOddLine+1]; 
     pEq[iLastOddLine+1] = pEq[i]; 
     pEq[i] = pTmp; 
     i = iLastOddLine+1; 
    } 
    for ( j = i+1; j < validEquationsCount; j++){ 
     MulNumToVector(vtemp1, Inv[pEq[i][iOddPos]]*pEq[j][iOddPos], pEq[i], 
validVarsCount); 
     SubVectorsX(vtemp1, pEq[j], validVarsCount); 
     if ( VectorWeight(pEq[j], validVarsCount) < validVarsCount-
validEquationsCount+1){ 
      return -1; // no solution     
     } else { 
      if ( w < minw ){ 
       minw = w; 
       // ;) allways iminwEq == validEquationsCount-1 
       iminwEq = i; 
      } 
     } 
    } 
    iOddsCnt++; 
    iLastOddLine = i; 
    if ( iLastOddLine == validEquationsCount-2 ) 
     break; 
   } 
  } 
 } 
 iLastOddLine8 = validEquationsCount; 
 if ( iOddsCnt < validEquationsCount-1 ){ 
  // find non odd vectors and divide on 2 ??????  
  iLastOddLine8 = iLastOddLine+1; 
  while ( GetNextOdd( pEq[iLastOddLine8], 0, validVarsCount) == -1 ){ 
   for ( i = iLastOddLine8; i < validEquationsCount; i++){ 
    DivVectorToNumX(2, pEq[i], validVarsCount); 
   } 
  } 
  // solve equations 
  iLastOddLine = iLastOddLine8-1; 
  for ( i = iLastOddLine8; i < validEquationsCount; i++){ 
   iOddPos = -1; 
   iOddPos = GetNextOdd( pEq[i], iOddPos+1, validVarsCount); 
   if (iOddPos != -1){ 
    if ( i-1 != iLastOddLine ){ 
     pTmp = pEq[iLastOddLine+1]; 
     pEq[iLastOddLine+1] = pEq[i]; 
     pEq[i] = pTmp; 
     i = iLastOddLine+1; 
    } 
    for ( j = i+1; j < validEquationsCount; j++){ 
     MulNumToVector(vtemp1, Inv[pEq[i][iOddPos]]*pEq[j][iOddPos], pEq[i], 
validVarsCount); 
     SubVectorsX(vtemp1, pEq[j], validVarsCount); 
     if ( VectorWeight(pEq[j], validVarsCount) < validVarsCount-
validEquationsCount+1){ 
      return -1; // no solution 
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     } else { 
      if ( w < minw ){ 
       minw = w; 
       // ;) allways iminwEq == validEquationsCount-1 
       iminwEq = i; 
      } 
     } 
    } 
    iOddsCnt++; 
    iLastOddLine = i; 
    if ( iLastOddLine == validEquationsCount-2 ) 
     break; 
   } 
  } 
 } 
 b128 = FALSE; 
 for ( i = validEquationsCount-1; i >= 0; i--){ 
  iOddPos = GetNextOdd( pEq[i], 0, validVarsCount); 
  if ( iOddPos != -1 ){ 
   MulNumToVector(&solution->m_varInput[i][2], Inv[pEq[i][iOddPos]], pEq[i], validVarsCount); 
   solution->m_varInput[i][0] = iOddPos;//(unsigned char)validVars[iOddPos]; 
   solution->m_varInput[i][iOddPos+2] = 0; 
   if ( i >= iLastOddLine2 || b128 ){ 
    solution->m_varInput[i][1] = 128; 
    b128 = FALSE; 
   } 
   else 
    solution->m_varInput[i][1] = 0; 
   NegVector( &solution->m_varInput[i][2], 0, validVarsCount); 
   for ( j = i-1; j >= 0; j--){ 
    InsertValueX( pEq[j], &solution->m_varInput[i][2], iOddPos, validVarsCount); 
   } 
   if ( VectorWeight(&solution->m_varInput[i][2], validVarsCount) < validVarsCount-
validEquationsCount){ 
    return -1; // no solution  
   } 
  } else { 
   DivVectorToNumX(2, pEq[i], validVarsCount); 
   b128 = TRUE; 
   i++; 
  } 
 } 
 solution->m_iInputWeight = validVarsCount; 
 solution->m_ivarCount = validVarsCount - validEquationsCount; 
 for ( i = 0; i < validVarsCount; i++){ 
  solution->m_nzInputBytes[i] = (unsigned char)validVars[i]; 
 } 
 return 0; 
} 
unsigned char GetNonzeroOutputs(CResult* sol, unsigned char*  matrix) 
{ 
 int i, j; 
 int w = 0; 
 
 for ( i = 0; i < 16; i++){ 
  for ( j = 0; j < sol->m_iInputWeight; j++) 
   sol->m_varOutput[i][j] = matrix[sol->m_nzInputBytes[j]*16+i]; 
 } 
 for ( i = 0; i < sol->m_iInputWeight-sol->m_ivarCount; i++){ 
  for ( j = 0; j < 16; j++){ 
   InsertValueX( sol->m_varOutput[j], &sol->m_varInput[i][2], sol->m_varInput[i][0], sol-
>m_iInputWeight); 
  } 
 } 
 for ( j = 0; j < 16; j++){ 
   
  if ( VectorWeight(sol->m_varOutput[j], sol->m_iInputWeight) ){ 
   sol->m_nzOutputBytes[w] = j; 
   w++; 
  } 
 } 
 sol->m_iOutputWeight = w; 
 return w; 
} 

Սա կոդի մի մասն է, ամբողջական կոդը և “exe” ֆայլը կոշտ սկավառակի վրա են: 


